3GPP TS 33.abc V0.0.0 (2007-05)
Technical Specification

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

3GPP System Architecture Evolution:

Security Architecture;

Release 8 

[image: image1.wmf]GLOBAL SYSTEM  FOR 

MOBILE COMMUNICATIONS

R


[image: image2.jpg]K oy




The present document has been developed within the 3rd Generation Partnership Project (3GPP TM) and may be further elaborated for the purposes of 3GPP.

The present document has not been subject to any approval process by the 3GPP Organizational Partners and shall not be implemented.

This Specification is provided for future development work within 3GPP only. The Organizational Partners accept no liability for any use of this Specification.
Specifications and reports for implementation of the 3GPP TM system should be obtained via the 3GPP Organizational Partners' Publications Offices.

Remove GSM logo from the cover page for pure 3rd Generation documents.

Keywords

<keyword[, keyword]>

Select keywords from list provided in specs database.

3GPP

Postal address

3GPP support office address

650 Route des Lucioles - Sophia Antipolis

Valbonne - FRANCE

Tel.: +33 4 92 94 42 00 Fax: +33 4 93 65 47 16

Internet

http://www.3gpp.org
Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© 2006, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TTA, TTC).

All rights reserved.


Contents

5Foreword


5Introduction


61
Scope


62
References


63
Definitions, symbols and abbreviations


63.1
Definitions


63.2
Symbols


63.3
Abbreviations


74
Overview of Security Architecture


75
Security Features


75.1 User-to-Network security


75.1.1 User identity confidentiality


75.1.2 Entity authentication


75.1.3 User data and signalling data confidentiality


75.1.4 User data and signalling data integrity


75.1.5 Mobile equipment identification


75.2 Security visibility and configurability


75.3 Other security features


76
Security Procedures between UE and SAE Core Network Elements


86.1 Authentication and key agreement


86.1.1 AKA procedure


86.1.2 Distribution of authentication data from HSS to serving network


86.1.3 Reporting authentication failures


86.2 User-related keys independent of SAE access network type


86.3 SAE key bindings


86.4 SAE key identification


86.5 SAE key lifetimes


87
Security Procedures between UE and LTE Access Network Elements


87.1 Mechanism for user identity confidentiality


87.2 Handling of user-related keys in LTE


87.2.1 LTE key hierarchy and key bindings


87.2.2 LTE key setting during AKA


87.2.3 LTE key identification


87.2.4 LTE key lifetimes


97.2.5 Security mode command procedure and algorithm negotiation


97.2.6 Key handling in idle-to-active and active-to-idle transitions


97.2.7 Key handling in idle mode mobility


97.2.8 Key handling in handover


97.2.9 Key-change-on-the fly


97.3 UP security mechanisms


97.3.1 UP confidentiality mechanisms


97.4 RRC security mechanisms


97.4.1 RRC integrity mechanisms


97.4.2 RRC confidentiality mechanisms


97.5 Signalling procedure for periodic local authentication


108
Security mechanisms for Non-access stratum signalling


108.1 NAS integrity mechanisms


108.2 NAS confidentiality mechanisms


109
Security interworking between LTE and UTRAN


109.1 Idle mode mobility


109.2 Handover


1010
Security interworking between LTE and GERAN


1010.1 Idle mode mobility


1010.2 Handover


1011
Network Domain Security


1012
Security Aspects of Emergency Call Handling





Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

This document specifies …
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: “Vocabulary for 3GPP Specifications”.
[2]

3
Definitions, symbols and abbreviations

<Delete from the above heading those words which are not applicable.>
<Subclause numbering depends on applicability and should be renumbered accordingly.>
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Access Security Management Entity: this is an entity which receives the top-level keys in an access network from the HSS. For LTE access networks, the role of the ASME is assumed by the MME.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
ASME
 Access Security Management Entity 

4
Overview of Security Architecture 

<This section explains the  high-level architecture of SAE / LTE  security>
5
Security Features 
5.1 User-to-Network security

5.1.1 User identity confidentiality

5.1.2 Entity authentication

5.1.3 User data and signalling data confidentiality 

5.1.4 User data and signalling data integrity

5.1.5 Mobile equipment identification
5.2 Security visibility and configurability
Editor’s Note: this covers stuff like ciphering indicator, and security settings which could be made by the user, cf. TS 33.102, section 5.5. Probably not a mere reference, but an adaptation of TS 33.102, section 5.5, would be appropriate.

5.3 Other security features
Editor’s Note: in TS 33.102, section covers other topics, such as User domain security (e.g. ciphering indicator) and application security (e.g. USIM toolkit). Currently, nothing new is expected here compared to UMTS, so it is ffs whether to include corresponding material here. Maybe a reference would be useful here?
6
Security Procedures between UE and SAE Core Network Elements 

Editor’s Note: the core network elements under consideration in this section are ASME and HSS including Authentication Centre and, if applicable, AAA server. 
Editor’s Note: by definition, the ASME for LTE is the MME. Security procedures involving the MME, but no other core network elements, are specified in section 7. 
6.1 Authentication and key agreement 
6.1.1 AKA procedure

6.1.2 Distribution of authentication data from HSS to serving network
6.1.3 Reporting authentication failures
6.2 User-related keys independent of SAE access network type
Editor’s Note:cf. TR 33.821, section 7.4.7
6.3 SAE key bindings
Editor’s Note: this refers to the keys from section 6.2, cf. TR 33.821, section 7.4.7.3.3, 7.4.8
6.4 SAE key identification

6.5 SAE key lifetimes
7
Security Procedures between UE and LTE Access Network Elements 

7.1 Mechanism for user identity confidentiality

Editor’s Note: cf. TR 33.102, sections 6.1, 6.2
7.2 Handling of user-related keys in LTE
Editor’s Note: cf. TR 33.821, section 7.4.7
7.2.1 LTE key hierarchy and key bindings

Editor’s Note: cf. TR 33.821, section 7.4.7
7.2.2 LTE key setting during AKA

Editor’s Note: cf. TR 33.102, sections 6.4.1 and TR 33.821, section 7.4.7. This subsection also includes considerations on key derivations. 
7.2.3 LTE key identification

Editor’s Note: cf. TR 33.102, sections 6.4.1 and TR 33.821, section 7.4.6
7.2.4 LTE key lifetimes

Editor’s Note: cf. TR 33.102, sections 6.4.1 and TR 33.821, section 7.4.6 and 7.4.7
7.2.5 Security mode command procedure and algorithm negotiation
Editor’s Note: cf. TR 33.821, sections 7.3, 7.4.5 and 7.4.13
7.2.6 Key handling in idle-to-active and active-to-idle transitions
Editor’s Note: cf. TR 33.821, sections 7.4.9. This subsection also includes considerations on key derivations.
7.2.7 Key handling in idle mode mobility
Editor’s Note: cf. TR 33.821, sections 7.4.11. This subsection also includes considerations on key derivations.
7.2.8 Key handling in handover
Editor’s Note: cf. TR 33.821, sections 7.4.12. This subsection also includes considerations on key derivations.
7.2.9 Key-change-on-the fly
Editor’s Note: this section is ffs as this  feature has not been agreed yet by 3GPP. 
7.3 UP security mechanisms

7.3.1 UP confidentiality mechanisms
Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.6
7.4 RRC security mechanisms
7.4.1 RRC integrity mechanisms

Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.5

7.4.2 RRC confidentiality mechanisms
Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.6
7.5 Signalling procedure for periodic local authentication

Editor’s Note: cf. TS 33.102, section 6.4.7. It is ffs whether an equivalent is needed in LTE.
8
Security mechanisms for non-access stratum signalling
8.1 NAS integrity mechanisms

Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.5

8.2 NAS confidentiality mechanisms
Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.6
9
Security interworking between LTE and UTRAN 

9.1 Idle mode mobility

9.2 Handover

10
Security interworking between LTE and GERAN
10.1 Idle mode mobility

10.2 Handover

11
Network Domain Security 

Editor’s Note: cf. TR 33.821, sections 8
Editor’s Note: it is expected that the Network Domain security mechanisms are specified in 3G TS 33.210. It is specified in this section how 3G TS 33.210 is applied to SAE and LTE. It is ffs whether this section is needed or whether the application of Network Domain security in SAE/LTE-specific is entirely specified in 3G TS 33.210. 
Editor’s Note: it is ffs whether security mechanisms beyond those specified in 3G TS 33.210 are needed to secure the GTP-based or IETF-based S5/S8 reference point, cf. 3G TS 23.401, section 4.6.1. 
12
Security Aspects of Emergency Call Handling 
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