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Abstract

3GPP SA3 is currently working on solutions to accommodate requirements from fixed access operators to enhance TS 33.203 with server-authenticated TLS and SIP Digest for client authentication, in addition to IMS-AKA with IPsec. It has been proposed that the security mechanism shall be selected using RFC 3329 (sip-sec-agree). In this contribution, we want to highlight a potential security problem for discussion in SA3, which consists in a man-in-the-middle attack with the result that the client believes to have agreed on Digest or no signaling protection while the server believes to have agreed on TLS. The problem occurs when the UE is allowed to use no signaling security, or when the P-CSCF uses TLS and the UE does not properly check the certificate. 
1. Background

RFC 3329 (sip-sec-agree) has been used in TS 33.203 since Rel-5 to agree on the signaling protection between UE and P-CSCF. Its principle of operation is as follows:
· Message 1: client sends Security-Client header containing list of security mechanisms supported by the client with first REGISTER message. Server determines security mechanism by comparing with its own list. 

· Message 2: server sends Security-Server header containing list of security mechanisms supported by the server replying with the 401 message. Client determines security mechanism by comparing with its own list. 

· Message 3: client sends Security-Verify header that mirrors the server's list received previously in the Security-   Server header field with second REGISTER message. The Security-Verify header is integrity-protected with the selected security mechanism.

Regarding the security of sip-sec-agree, RFC3329 states: “The method … is secure only if the weakest proposed mechanism offers at least integrity and replay protection for the Security-Verify header field.”
At SA3#46, a CR to TS 33.203 was presented in S3-070168, which proposed to add TLS and Digest in the following way: 
TLS is used with server certificates only, client authentication by the S-CSCF is achieved through SIP Digest. The UE includes the security mechanisms “tls” and “ipsec-3gpp” in the Security-Client header. In our understanding, there is no requirement in S3-070168 that the P-CSCF and the UE support both mechanisms. Rather, the use of signaling security between UE and P-CSCF is considered optional in S3-070168. Having no signaling security between UE and P-CSCF means that neither TLS nor IPsec is available. It is not clear to us whether Digest between UE and S-CSCF for every message would be available, but even if so the protection afforded by Digest has its known limitations, compared to TLS or IPsec. 
2. Problem description

The examples in this section all rest on the assumption that the UE may proceed with a registration even if no signaling security is available between UE and P-CSCF:
For the following examples, we describe assumptions under which a man-in-the-middle (MITM) attacks become possible. 
Example 1: 
Assumptions:

· both UE and P-CSCF support only TLS;

· the UE first tries to agree with the P-CSCF on TLS;

· if the UE finds that the P-CSCF does not support TLS, it aborts sip-sec-agree and continues with no signaling security. 


As the result of the attack, both sides, client and server, have different beliefs in what was the outcome of the protocol and use different security mechanisms. The registration goes ahead even if the P-CSCF has a policy not to accept clients with no signaling security. This is different from the typical bidding down attack where as a result both sides agree on and use a weaker algorithm, although they both support a stronger algorithm.

The attack proceeds in the following steps:

· Step 1: UE sends first REGISTER with Security-Client header containing list {tls}

· Step 2: MITM forwards Security-Client header to P-CSCF
· Step 3: P-CSCF sends Security-Server header containing list {tls}

· Step 4: MITM intercepts and changes list in Security-Server header to {ipsec-3gpp}

· Step 5: UE notices mismatch and aborts sip-sec-agree

· Step 6: UE sends second REGISTER with Authorization header 

· Step 7: MITM intercepts message
· Step 8: MITM sets up TLS connection to P-CSCF.
· Step 9: MITM adds Security-Verify header with the list as received from P-CSCF in Security-Server header, i.e. {tls}.

· Step 10: P-CSCF determines that TLS is selected and accepts Security-Verify header as it was received over TLS-integrity-protected channel.

· Result: UE believes that sip-sec-agree had to be aborted and no signaling protection could be established, while the P-CSCF believes that sip-sec-agree had successfully completed and TLS was agreed.

Example 2: 
Assumptions:

This is a similar to example 1, with assumptions somewhat more general.
· the P-CSCF is not required to support sip-sec-agree (e.g. because interaction of UE with legacy non-3GPP-P-CSCFs is allowed, or because P-CSCF does not support signaling security);

· the UE first tries to agree with the P-CSCF on a security mechanism using sip-sec-agree;
· if the response from the P-CSCF does not contain a sip-sec-agree header, the UE aborts sip-sec-agree and continues with no signaling security.
The attack proceeds as in example 1, except that the P-CSCF may signal support for any security mechanism in the Security-Server header in step 3, and the MITM simply suppresses the Security-Server header in step 4.
The result of the attack is the same: UE and P-CSCF end up believing in different protocol outcomes. The registration goes ahead even if the P-CSCF has a policy not to accept clients with no signaling security.
Example 3: 
Assumptions:

This is a similar to example 1, with assumptions again varied.

· The UE does not support signaling security, and starts without sending a Security-Client header;  

· the P-CSCF supports sip-sec-agree and all possible security mechanisms; 

The attack then proceeds as described below. The result of the attack is the same as for the previous examples: UE and P-CSCF end up believing in different protocol outcomes. The registration goes ahead even if the P-CSCF has a policy not to accept client with no signaling security.
The attack proceeds in the following steps:

· Step 1: UE sends first REGISTER without Security-Client header 

· Step 2: MITM inserts Security-Client header containing list {tls} and forwards message to P-CSCF 
· Step 3: P-CSCF sends Security-Server header containing list {ipsec-3gpp, tls}

· Step 4: MITM removes Security-Server and forwards message to UE

· Step 5: [omitted, no equivalent to two previous examples

· Step 6: UE sends second REGISTER with Authorization header 

· Step 7: MITM intercepts message

· Step 8: MITM sets up TLS connection to P-CSCF.

· Step 9: MITM adds Security-Verify header with the list as received from P-CSCF in Security-Server header, i.e. {ipsec-3gpp, tls}.

· Step 10: P-CSCF determines that TLS is selected and accepts Security-Verify header as it was received over TLS-integrity-protected channel.

· Result: UE believes that no signaling protection was established, while the P-CSCF believes that sip-sec-agree had successfully completed and TLS was agreed.

3. Analysis
The obvious reason for this attack to be possible is that there is no data origin authentication for the Security-Verify header, as it is sent over a TLS connection, where only the server-side is authenticated. It does not help that the UE sends an Authorization header, which the S-CSCF verifies. It does not even help that the P-CSCF learns from the S-CSCF about the correct verification of the Authorization header through the 200 OK message, as the UE will, under our assumptions, send this Authorization header towards the S-CSCF no matter whether it has established a TLS connection with the P-CSCF or not.
This latter fact may be considered as another example for a man-in-the-middle attack in tunneled authentication, a class of attacks first discovered in the context of tunneled EAP-authentication, cf. [Asokan et. al.]. 
It seems particular worrisome that UE and P-CSCF end up believing in different protocol outcomes, and that the registration goes ahead even if the P-CSCF has a policy not to accept clients with no signaling security.

We do not want to argue here whether the text of RFC 3329 is to blame, or the use of RFC 3329 is incorrect. 

Regarding the security of sip-sec-agree, RFC3329 states in section 5: “The method … is secure only if the weakest proposed mechanism offers at least integrity and replay protection for the Security-Verify header field.” Now, it could be said that a TLS tunnel provided integrity and replay protection even in the absence of client-side authentication. So, perhaps a safer formulation would have been: “The method … is secure only if all proposed mechanisms offer at least data origin authentication, integrity and replay protection for the Security-Verify header field”. 
Note that a similar MITM attack is not possible with the use of sip-sec-agree in TS 33.203, Rel-5, as ipsec-3gpp provides mutual data origin authentication. In the IPsec case, the P-CSCF cannot be tricked into believing it shares an IPsec security association with the UE while in fact it does not. 
4. What to do?
A few thoughts: 

A) It could be argued with some plausibility that the risk of a MITM attack between UE and P-CSCF was low from a practical point of view in certain environments. The use of TLS with confidentiality would still ensure protection against passive eavesdropping attacks. Then no technical countermeasures would be required apart from ensuring that the method would not be used in environments with a higher risk. (Who would determine the risk in which environment?)
B) The operator could configure on the UE whether the use of TLS or IPsec should be mandated, for certain access network types or quite generally. Still, the network side would have no protocol means to determine whether the UE actually used TLS, but the operator could be reasonable safe if he had some degree of control or assurance on the client configuration. The UE would be configured to abort registration if TLS setup or sec-agree negotiation ends up on no common security mechanism
C) The use of TLS or IPsec could be mandated on the UE by the specification, for certain access network types or quite generally. The UE would then be mandated to abort registration if TLS setup or sec-agree negotiation ends up on no common security mechanism Still, the network side would have no protocol means to determine whether the UE actually used TLS, but the operator could be reasonable safe if he had some degree of control or assurance on the client configuration. 

D) The P-CSCF could be mandated to support IPsec and TLS and signal this in sip-sec-agree. Then a UE supporting TLS could be certain – from the specification - to be able to successfully set up TLS in the absence of error conditions, and could be mandated to abort the registration in case of failure of sip-sec-agree. This would work even if other UEs did not support TLS. But as long as there were UEs out there not supporting TLS the P-CSCF could not be certain whether it shared a TLS connection with the UE or an attacker. Therefore, in a situation where the P-CSCF could not be certain that all UEs support TLS it would make little sense to report the availability of integrity protection in the corresponding flag to the S-CSCF. 

E) Some protocol means could be invented for the client to reliably tell the network side about the security mechanism used. 

more ….

NOTE: As said above in B) and C), the attack can be prevented if it can be ensured that all UEs send registration messages only through TLS tunnels to P-CSCFs. This requires that the UE verifies the authenticity and authorization of the P-CSCF by certificate checking. Note that this has to be ensured by a dedicated implementation as often TLS clients accept any certificate so long as it can be verified using any of the root certificates available on the client side. 

Implications for authentication of non-register messages: 

The above discussion shows that there are situations where the network cannot be sure to share a security association with the UE. It needs to be discussed what this means for the protection of non-register messages.

Conclusions

A potential attack when using TLS, Digest and sip-sec-agree under certain conditions was described. SA3 needs to determine further whether the attack is practically relevant for given scenarios, and, if so, what to do about it.






















































