Work Item Description

Title UTRAN key management enhancements
Is this Work Item a "Study Item"? (Yes / No): Yes
1

3GPP Work Area

	X
	Radio Access

	X
	Core Network

	
	Services


2

Linked work items

(list of linked WIs)

3

Justification

With the current key management in UTRAN it is impossible to achieve the same level of protection at handover from UTRAN to E-UTRAN as can be achieved in E-UTRAN to UTRAN handover. E‑UTRAN has introduced a key hierarchy, making security breaches of the keys used on the air-interface much less severe. 

The current specifications of UTRAN imply that the context handed over from UTRAN to E-UTRAN must depend on Ck, Ik (which are used on the air interface). This means that a security breach in UTRAN will propagate into E-UTRAN, no matter how strong key conversion functions are used to derive the E-UTRAN keys. It would be desirable to achieve a situation where impacts of security breaches in UTRAN are minimal in E-UTRAN. This is in line with what is specified as a requirement in TS 22.258, namely:

"Any possible lapse in security in one access technology shall not compromise security of other accesses."
4

Objective

The objective of this work item would be to study potential solutions for introducing the E-UTRAN key hierarchy, to ensure that a security breach in UTRAN will not propagate into E-UTRAN. The study should cover the technical feasibility and consequences. The impacts of such potential solution on UTRAN rel-8 should be identified. Interworking with pre Rel-8 UTRAN would need to be developed. 

In particular the following aspects must be covered:
· Attacks countered

· Solution impacts
· Signaling SGSN-MME

· Signaling SGSN-SGSN

· Signaling UE-SGSN-HSS

· Use of ME capabilities

· Signaling SGSN-HSS

· AV management

· Key derivations and bindings
5

Service Aspects



None/Text

6

MMI-Aspects



None/Text

7

Charging Aspects



None/Text

8

Security Aspects



None/Text
9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	x
	
	x
	

	No
	x
	
	
	
	

	Don't know
	
	
	x
	
	


10 Expected Output and Time scale (to be updated at each plenary) 

	New specifications
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR 33.xyz
	UTRAN key management enhancements
	SA WG3
	
	SA#39
	SA#40
	

	
	
	
	
	
	
	

	Affected existing specifications
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11

Work item rapporteur(s)
(name of physical person)
12

Work item leadership

 (one WG having primary responsibility; plus optionally, one or more having secondary responsibility)

13

Supporting Companies

(at least 4 Individual Members)

14

Classification of the WI (if known)

	X
	Study Item (no further information required)

	
	Feature (go to 14a)

	
	Building Block (go to 14b)

	
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

(list of Work Items identified as building blocks)

14b
The WI is a Building Block: parent Feature 

(one Work Item identified as a feature)

14c
The WI is a Work Task: parent Building Block

(one Work Item identified as a building block)

form change history:
v1.12.1: removes revision marks following approval at SP-29
v1.12.0: includes provision for Study Items (SP-29)

v1.11.0: includes those changes from v1.8.0 agreed at SP-25.

v1.10.0: full circle

v1.9.0: a clean sheet

v1.8.0: includes comments from SA#24 

v1.7.0: includes comments from RAN, CN and T #24; also includes “early implementation” data

v1.6.0: includes comments made during review period prior to TSGs#24

v1.5.0: includes comments made at TSGs#23 (Phoenix)

v1.4.0: offered to SA#23 for approval

v1.3.0: offered to CN#23, RAN#23 and T#23 for comments

DRAFT4 v1.3.0: 2004-03-09: Incorporation of comments from Leaders list

DRAFT3 v1.3.0: 2004-02-19: Incorporation of comments from MCC members

DRAFT2 v1.3.0: 2004-01-29: Complete redraft:

v1.2.0: 2002-07-04: "USIM" box changed to "UICC apps"

2003-05-28: spelling of “rapporteur” corrected

2002-07-04: "USIM" box changed to "UICC apps"

