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1. Introduction

At SA3 ad-hoc #46bis a discussion paper on signalling path and media path key management was presented [S3-070268]. Based on the analysis in [S3-070262] a working assumption was agreed that the key management work for media security should progress on signalling path based solution. 
The analysis in [S3-070268] described several issues that could be translated into requirements in Media Security TR 33.828 [33828]. This contribution discusses those issues and proposes corresponding requirements to the TR and proposes also other new requirements. 
2. Requirements
2.1 Requirements derived from S3-070262
1. Rationale:  3GPP and TISPAN networks will likely block all traffic on media path until the media session has been established (i.e. the initiator has received the responder's answer in 200 OK message).

Requirement:  A media security solution shall not assume that messages can be sent over the media path until the media session has been established.
2. Rationale:  Media path nodes in 3GPP and TISPAN networks will likely not let other than RTP traffic thru e.g. due to traffic policing. 

Requirement:  A media security solution shall not assume that other than RTP traffic can be sent over the media path.
3. Rationale:  In a LS to TISPAN, SA3 acknowledged that "SA3 is happy to accept the first requirement that the media security solution shall have minimal impacts on already deployed network entities."

Requirement:  The media security solution shall have minimal impacts on already deployed network entities.
4. Rationale:  Some key management solutions require user intervention in the sense of reading aloud an authentication string to the other endpoint. This may be an inconvenient user experience, especially for elderly or disabled persons. 

Requirement:  The media security solution should not require user intervention.
2.2 Other requirements 
5. Requirement:  The Initiator/Responder shall have the possibility to request notification of the identity of other party. 

6. Requirement:  The Initiator/Responder shall have the possibility to request anonymity to the other party.

3. Conclusions and Proposal

It is proposed to include in the Media Security TR the working assumption which was agreed at SA3 #46bis that key management work for media security should progress on signalling path based solution.

It is also proposed to include the requirements and rationales in chapter 2 into appropriate places in the Media Security TR. 
4. References

[S3-070268]

Signaling path and media path key management, Ericsson
[33828]


3GPP TR 33.828 IMS Media Plane Security


















Page 1 of 2
3GPP


