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1 Introduction

TR 33.821 contains several Editor's Notes in the NDS/IP section 8 and one conflicting requirement on S1_U integrity protection. The proposed pCR in this contribution aligns the content of the related chapters. Also some other editorial changes have been performed. 

We propose that SA3 accepts the proposed changes to TR 33.821. 

Summary and potential reason for the conflicting text (one chapter mandating S1_U integrity protection, while the other did not require): S3-060651 was discussed after the introduction of section 8, but the content was integrated into section 6.2. Section 8 was not updated according to the decisions made in the conclusions to section 6.2. It seems more logically to integrate the discussion from 651on S1_U integrity protection into section 8 and to insert a pointer in section 6.2 towards section 8. This change has been performed. 

2 pCR to TR 33.821

Section 3
Abbreviations

For the purposes of the present document, the following abbreviations apply:
aGW
Access Gateway
AS
Access Stratum
(D)DoS
(Distributed) Denial of Service

eNB
Evolved Node-B

LTE
Long Term Evolution

MAC
Media Access Control

MME
Mobility Management Entity

NAS
Non Access Stratum

PDCP
Packet Data Convergence Protocol

RAN
Radio Access Network

RB
Radio Bearer

RRC
Radio Resource Control

SA
Security Association

SAE
System Architecture Evolution

SMC
Security Mode Command

UE
User Equipment

Section 4
Layered Security Approach in LTE (from S3-060650)

The general direction in the LTE security has been to separate the security between AS (RRC security in eNB) and NAS signalling, as well as to terminate the user plane security above eNB. The requirement is also that the radio link and the core network must have cryptographically separate keys. 

The result is that LTE system has two layers of protection instead of one layer perimeter security like in UTRAN. First layer is the Evolved UTRAN (E-UTRAN) network (RRC security and User plane protection) and second layer is the Evolved Packet Core (EPC) network (NAS signalling security)
The design target has been to minimize the effects of the compromised E-UTRAN security layer (1st) to the EPC security layer (2nd). This principle improves the overall system security and allows placement of eNBs into more vulnerable locations without high risks for the operators. It also makes the overall system security evaluation and analysis easier in case of multiple access technologies connected to the EPC. However, care must be taken when designing the interface between these two security layers, namely the S1-C and S1-U interfaces.

In case attacker is able to compromise the first security layer, the second layer is not compromised. However, it is important to evaluate how the compromise of the first layer affects the whole SAE/LTE system security. The goal is to make this effect low and local so that the risk of compromised first layer is as low as possible. As a result, the use case of a home eNB (identified scenario in LTE) becomes more realistic as well.

The S1 interface (consists of S1-C and S1-U), is the point where the two security layers interact (see Figure 1). Careful design must be applied for this interface to disallow high security risks because of possibly partially compromised first security layer. Thus, particularly the messages from eNBs towards the EPC network elements should be properly analyzed from security perspective. The threat to think about is to see what an attacker can do if she/he can send whatever S1-C/S1-U messages on behalf of a legit eNB.


[image: image1]
Figure 1 First and second security layers in LTE

4.1
S1-C interface security

For the interface between eNBs and MMEs (S1-C), NDS/IP or similar solution is used. SA is needed because the MME will provide confidential information like RRC keys and user profiles for the eNBs. This SA is independent of the first layer from security perspective.

Security analysis should be made for the messages originating from eNBs towards MMEs.

Security analysis should also be made for the key management inside the eNBs to minimize risk of compromised keys.

4.2
S1-U interface security

Security analysis should be made for the messages originating from eNBs towards SAE GW, if any.

4.3
Example case: Direct Path Switch Message Security

There is a proposal to use direct path switch message from target eNB to the SAE GW for improving the handover performance (see contributions to RAN WG3). It is assumed path switch messages need to be integrity protected .
In case of eNB compromise, attacker can send false path switch messages towards SAE GWs.With the S1 flex interface, the number of eNBs one SAE gateway can control can be quite high. On the other hand one eNB can have connections to many SAE gateways based on the nature of the interface. Thus the impact of this attack can be high, making the risk of the attack high as well. Also, the attack is easy to launch as it requires only one message to the SAE gateway per UE. Note that the attacker can also blindly generate the messages towards multiple SAE gateways.

In case the attacker resides on the S1-U interface and there is no NDS/IP or physical security on S1-U, the result can be that the SAE gateway and MME loose synchronization of the UE’s location (assumed that the S1-C interface is secure). In best case the MME may resynchronize the SAE gateway and the UE’s route is correct again.

In a more severe cases, the eNB is compromised (compare to the eNB in vulnerable locations), meaning that the attacker resides in the eNB, and can send arbitrary messages towards both the MMEs and the SAE gateways. In this case it is hard for the MMEs and SAE gateways to detect if the messages are sent because UE has moved or because the eNB is compromised.

Solution 1: Use NDS/IP between eNBs and SAE gateways for the path switch message only. This may be hard to achieve in case the path switch message is considered to be in-band signalling. Also, managing a separate SA for the path switch message only may not be cost efficient. This solution, however, does not protect MMEs and SAE gateways against the compromised eNBs. 

Editor’s Note: This solution does not involve UE as compared to solution 2, thus this solution is only partially solving the problem.

Solution 2:.To mitigate the threat of forged path switch messages from a malicious or compromised eNB (i.e. eNBs which do not serve the UE), the target eNB could use UE related keying material to create authentication information for the path switch message (e.g. integrity protect the path switch message). Alternatively MME can provide UE specific one-time integrity key for the serving eNB, which can be used to sign the path switch message sent for the SAE GW. In either case the SAE GW can then verify that the target eNB sending the path switch message is actually serving the UE (e.g. has keying material related to UE). However, this requires that the SAE GW is able to verify the message authentication parameters. In case MME provides one-time authentication information, both SAE GW and MME can share a long term key which is used to create the token or verify the signature of the path switch message. For example MME can derive a UE specific key from the long term key using UE identity and a nonce (or sequence number) and provide the key and nonce (or sequence number) for the serving eNB. eNB then signs the path switch message with this key and includes the UE identity information and the nonce (or sequence number). SAE GW gets the message and derives UE specific key based on the message and/or UE context information, e.g. UE identity information and nonce (or sequence number). As a result the threat of forged path switch messages towards the SAE GWs is mitigated as only eNBs having the UE related authentication keying material can send the message to the SAE GW, even if the security of layer 1 (see Figure 1) is compromised. This solution is specific for  direct messages between eNBs and SAE GWs. For each authentication token or message a fresh nonce or sequence number is needed to achieve replay protection. 

4.4
Conclusion

Using security layer 2 keys for protecting messages affecting UEs between eNBs and the EPC is considered to be an implicit follow-up security requirement for the LTE system. It also makes the risk of compromised eNBs lower and localized. This means that eNB placement into vulnerable locations is more practical deployment scenario.
However, since the User Plane ciphering termination is performed in eNB, rather than in EPC, security between the eNB and the EPC should also cover the path switch message. Thus, NDS/IP on the backhaul link and secure eNB implementations are considered to be secure enough solutions for the path switch message protection. The complexity of solution 2 is not justified compared to the threat.

The path-switch message requires integrity protection to counter attacks where an attacker forges path-switches on behalf of eNBs. Since the move of user plane encryption from the EPC to the eNB, this may imply (see discussion in section 8) that S1-U needs to be encrypted (to prevent backhaul link threats). In this case, adding integrity protection on some (or all) messages between eNB and SAE GW adds close to no overhead in terms of establishing the integrity key (but of course adds overhead in terms of bulk processing).
Editor’s Note: Any dependence in security between application layer and bearer layer (air interface user plane) will cause more complexity in the system than what gains. An example of such a dependency would be the deactivation of user plane ciphering when the user applies Application layer ciphering (or vice versa).
Editor’s Note: The gain in the processing power and the storage of using shorter keys and less secure algorithms is a tradeoff that we do not believe in. (S3-070031)
Section 6 User Plane Security 

6.1
Consequences of (not) applying user plane integrity protection

Issue-1: Adding MACs to each user plane packet reduces the available bandwidth.

While it could be supposed that LTE access should not have the bandwidth limitations of 2G/3G systems, it should still be a design goal to maximize the available air interface throughput and minimize delays. Applying integrity protection to short packets (e.g. VoIP), adds a non-negligible amount
 of overhead. 

As an example suppose a voice sample with length 40 bytes. It requires a 20 byte IP header, 8 bytes UDP header and a 12 byte RTP header to transport on an IP network. The IP/UDP/RTP header can be compressed (e.g. ROHC according to RFC3085).  Applying HMAC-SHA-1 produces a 160-bit MAC value which could be truncated e.g. to 128-bit (16 Byte). Suppose that the header compression succeeds in a 40 to 5 byte compression leading to a packet of 45 byte. Then adding a MAC of 16 bytes adds an overhead of 16 byte to the 45 byte and thus increases the packet size by 35%. If we decrease the MAC-length then adding integrity protection codes will consume less bandwidth but at a lower security level. Adding an 8 byte MAC code to each IP-packet, which could be seen as a minimum from a security point of view, would still expand the packet size by 17,5%.

Editor’s Note: The length of the MAC could be much shorter, e.g, 4 bytes.

The calculation above assumes that there is one IP packet per PDCP PDU
. Possibly several short IP packets could be put into one PDCP PDU. This would reduce the MAC-overhead, but increase the effect of a bit error.

Issue-2: Most IP packets are small

The contribution R2-061858 to the RAN2adhoc in June concludes that it is important for an LTE access network to provide for efficient transmission of large fractions of small packets. It’s quoted from that contribution: ‘ Internet traffic analysis studies (e.g., [1], [2]) highlight an important aspect that should be considered within the RAN groups in the context of LTE: more than 50 percent of all IP packets in the Internet are small (roughly 40 bytes or less). To a large extent those are the TCP acknowledgements and TCP connection management messages (SYNs / FINs). Note that a TCP receiver typically acknowledges every other data packet. Thus at least one third of the packets of a TCP-based bulk data transfers are TCP acknowledgements.

When assuming for an SAE/LTE access network a larger share of VoIP traffic then an even larger percentage of IP packets will be small. And when also assuming a wide use of IP based header compression within an SAE/LTE access network then those small IP packets will result in even smaller PDCP PDUs (e.g., roughly 5 bytes in the case of a TCP acknowledgement). ‘  

So we conclude here that adding integrity protection will cause a considerable overhead when performed at PDCP layer both for TCP and for VoIP traffic (cf. Issue-1).

Issue-3: Implications on conversational (real-time) voice.

Most audio/video encoding schemes will produce acceptable quality from the user point of view, even in the presence of bit errors. When applying integrity protection, a single bit error, either in the data portion of the packet or in the MAC portion, will cause a packet to be dropped. The effect may be non-acceptable voice-quality, dependent on the value of the BLER (Block Error Rate) that is expected to be higher at the cell-edges.

Editor’s Note: As far as SA4 is aware, only PS services apply to LTE. SA4 doesn’t foresee any PS services in LTE requiring that packets containing residual bit errors be received by the application layer and its media decoders. This is because SA4 assumes that the underlying layers (RLC/PDCP/IP/UDP/RTP) will discard any packets with errors anyway (i.e. Unequal Error Detection isn’t used). So the effect of packets drops due to failed integrity verification is expected to be null as seen by the media decoders. (from S3-060737)

Issue-4: Implication on streaming media.

In general on streaming media fewer problems are expected regarding quality when packets have to be thrown away at the receiver because of integrity check failures. This is due to the fact that packet buffering applies at the receiver and missing packets could be retrieved by the application before play-out (retransmission requests). Whether this can be done without noticeable effect on the application depends on the buffer size and the round-trip-delay.

Issue-5: Effects on information retrieval services (Bursty in nature).

The TCP layer provides the reliability for many upper layer applications/protocols (e.g. http), and thus ensures that missing packets are re-fetched. PDCP packet drops due to failed integrity protection would be corrected. However, using TCP results in the use of many short packets (issue-2).

Issue-6: Integrity services may be provided already at the upper layers.

Applications that require high security will use application layer security mechanisms (e.g. TLS) and these services mostly run on top of TCP (issue-5). However, SA3 decided that the security features of LTE should be developed as an independent toolbox without taking into account application layer security services.

Issue-7: The benefits for an attacker replaying/modifying encrypted packets are practically not so clear (no integrity protection)

It is well-known that encryption alone does not provide integrity protection features, but practically encryption alone may already increase the complexity to mount a successful attack. 

Considering the effects of packet modifications, it may not be so difficult for an attacker to meaningfully modify packets in the presence of encryption. Especially in the case of a stream cipher if the attacker knows e.g. the IP address of the target and the position of the IP address in the bit stream, the attacker can change it to any other IP address without having to break the stream cipher. This could be used in a redirection attack. Encryption of the UP traffic on one hand makes it more difficult for an attacker to determine the location of the IP header(s) within a PCDP PDU. In addition, in order to modify the destination address of an IP packet that is encrypted with a stream cipher, the attacker has to know the original destination address. A prudent security design would include user plane integrity protection in order to future-proof the system. 

Packet substitution or packet insertion of formerly sent (encrypted) packets will fail due to unmatched sequence numbering (SN)
 of the payload as this SN is used within the key stream generation (cf. UMTS).

Issue-8: The benefits for an attacker replaying/modifying unencrypted packets (no integrity protection)

As there is no packet authentication for user plane data in this case, this allows packet modifications (e.g. redirection attacks) and replays. When we assume that Network Domain Security is applied on the S1-U
 reference point in order to counteract S1 reference point threats, then the attacker needs to be active on the air-interface. In this case there is a benefit to apply user plane integrity protection. Dependent on the type of application this may reduce the perceived quality and available throughput (see issue-1/2)

Issue-9: Adding user plane integrity protection adds complexity/cost

Adding user plane integrity protection is not more costly from a performance point of view than ciphering alone. Assume that UIA1 and UEA1 can be reused then applying both ciphering and integrity protection seems to require twice as much cryptographic performance as for a UMTS UE. Keyed hashing can be done very fast. But for short packets integrity protection adds considerable overhead (cf. Issue-1/2). From an algorithm implementation point of view most implementation may be shared with the ciphering algorithm (e.g. UIA2, UEA2), but this is not the case generally. When we suppose that user plane ciphering is based on a stream cipher then most of the complexity, i.e. sequence number handling, is already there. Note that as described below, secure activation of integrity for user plane needs to be ensured.
NOTE for the reader and editor: The deleted text was moved to section 8 and then changed there to fit into the structure of section 8.











6.2
Track of Decision

The countermeasure “confidentiality protection” is required. Because of the advantages mentioned in the previous subsection (editor: user plane packet eavesdropping) confidentiality protection shall be performed at or below the PDCP layer (for PDCP, cf. TR 25.813). (from user plane packet eavesdropping conclusion)

It was decided at SA3#44, based on S3-060490, that confidentiality (and, if, required, integrity) protection shall be performed at or below the PDCP layer.

The work assumption is no integrity protection for user plane (from S3-060670).


It was agreed that PDCP for user plane ciphering will be moved from UPE to eNB in SA2-RAN2-RAN3 joint meeting in Feb 2007. 
NOTE for the reader and editor: The deleted text was moved to section 8  (and covered by the table in section 8.3).
3 Network Domain Security 

This chapter describes how Network Domain Security according to TS 33.210 could be used to counteract certain IP-based threats on the LTE reference points. Section 8.1 gives a general overview; section 8.2 clarifies which threats from section 3 until 5 can be counteracted and which not. Finally section 8.3 provides a summary of the required security of NDS/IP.

Editor’s Note: If relevant threats are added to section 3 or 4 then this chapter may also need further changes.

8.1
Introduction

8.1.1
NDS/IP architecture applied to LTE
TS 33.210 defines a Za and a Zb-interface that is applied between NE’s (Network Elements) and SEGs (Security Gateways) in order to protect the transfer of signalling data.
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Figure 2 NDS architecture for IP-based protocols from TS 33.210

If we convert Figure 2  towards SAE/LTE entities then NE A-1 may be a core network node (i.e. an SAE GW or an MME) and NE B-1 may be the eNB. The core network node and the eNB may reside in different security domains (e.g. if they are connected over the Internet). The SEG may be integrated into the NE or may be a standalone device. If the link between the SEG and the NE can be trusted (e.g. the link between the core network node and the SEG resides in the same building of the operator) than no additional security (other than the physical measure) needs to be applied between them (i.e. the Zb reference point security is optional). Alternatively, if the core network node and eNB reside in the same security domain, they may be mapped to NE A-1 and NE A-2 respectively and the optional Zb interface would be used between them.

If several nodes are placed within the same trusted environment, then it may be advantageous to concentrate the security processing in a stand-alone device i.e. a SEG at the border of the trusted domain. This may be the fact for the core network node but also for eNBs. In any case the number of (semi-static) security associations for NDS/IP on the S1-reference points between eNB and the core Network will largely be determined by the number of eNBs.

It is assumed that the S1-reference points between eNBs and the core network may go via the open internet or over equivalent solutions with similar low protection level (e.g. the operator leases an IP-line from a carrier that cannot guarantee the prevention of security threats on that leased line). While the core network node resides in a trusted location, this is not necessarily the case for the eNB. In this case, the physical links in the vicinity of the eNB may be vulnerable. Therefore, in the general case, IPsec functionality (according to TS 33.210), terminating either Za (i.e. SEG functionality) or Zb will have to be integrated in the eNB, to prevent breaches if there would be a separate SEG to eNB link. However we should not rule out the deployment option where the vicinity of eNBs is sufficiently trusted, but the backhaul link to the core network is not. In this case, it may be advantageous to use a SEG aggregating the traffic from several eNBs.

8.1.2
Key Management solutions for NDS/IP

In the distributed case signalling and packet forwarding exists between the eNBs. At the same time the transmission links between eNBs are considered to be insecure, meaning that the threat of packet injection, packet eavesdropping, and packet modifications exists on these links. Handovers can also happen between many different eNBs, depending on the network configuration and management. 

There are various methods to provide key management for NDS/IP between eNBs:

1) NDS/IP could be used to secure connections between eNBs, based on pre-shared secrets. This would mean that Operations & Management is required to create the SAs between the required eNBs, or that the pre-shared secrets are transferred to the right eNBs by some other means.

2) eNB specific certificates could be used to bootstrap security associations between eNBs. This would mean that each eNB shall have its own certificate signed by a Certificate Authority (CA) and the corresponding root certificate from the CA for certificate validation. This would also probably mean that certificate revocation methods should be implemented or short enough certificate lifetimes should be used. The latter requires provisioning of new certificates, before the lifetime of the current ones is exceeded. Choosing the right lifetime becomes a trade-off issue between a fresh and possibly a disclosed certificate.

3) Centralized node(s) in the network could bootstrap eNB-eNB security associations automatically when needed. This would mean that the centralized node(s) know the topology of the eNBs (i.e. at least neighbour eNBs for each eNB).

Evaluation: 

In cases 1 and 3, when adding a new eNB to the network, the existing neighbouring eNBs need to be updated to incorporate the security association or needed credentials with the new eNB. In case 2 the certificate management must be implemented and the certificates in the eNBs must be protected and provisioned.

8.1.3
Alternatives

An alternative for NDS/IP is to provide the keying material inside a subscriber context from the core network to the eNBs. The MME encrypts a subscriber specific signalling protection (symmetric) key for multiple eNBs at the same time and sends all these encrypted keys to the subscribers’ current eNBs in the subscriber’s context.
When secure signalling between eNBs is needed the source eNB uses the subscriber specific signalling protection key to protect the messages, finds the encrypted entry for the target eNB and sends it along with the messages to the target eNB. Target eNB then decrypts the key and the corresponding received messages. This way the source eNB can securely communicate with all eNBs that are included in the subscribers context received from the core network. This does not mandate neighbouring relationship between the eNBs.

In this case, there is no need to maintain security associations between eNBs, because the exchanged messages themselves include needed material for message decryption securely delivered to the corresponding eNB.

Editor’s Note: There isn’t preference to the above countermeasures.

Editor’s Note: The text of this section needs further clarification how a subscriber context could be used as alternative to NDS/IP.
8.2
How particular threats can be counteracted.

In the distributed eNBeNB-architecture, signalling and packet forwarding exists between the eNBs. At the same time the transmission links between eNBs are considered to be insecure, meaning that the threat of packet injection, packet eavesdropping, and packet modifications exists on the links. Handovers can also happen between many different eNBs, depending on the network configuration and management. 

In this section we analyse the IP-based threats, and evaluate whether and how NDS/IP provides a countermeasure. In this section we only consider outsider attacks between UE and the first uplink core network node (i.e. the MME and the SAE GW), and on the IP-based reference points between eNB.

NOTE: Only those threats from Section 3 and 4 were evaluated which were found relevant.

NOTE: The threats within this section are numbered as NDS-Threat-x in order to have a numbering independent from section 3 and 4. This will allow to renumbering of sections 3 and 4 with minimal impacts in this chapter.
8.2.1 
Threats to User Data
NDS-Threat-1: Section 3.1 User Plane packet injection attacks (Threat-B):  ‘The attacker injects user plane packets on the last-mile, while eNB, UE and SAE GW are not compromised. DoS attack is also possible. Attacker may send broadcast packets to the access link and try to congest access network as much as possible.’

Evaluation:
If the interface between SAE GW and eNB is accessible for an attacker then an attacker could indeed inject packets via that interface towards the UE. The eNB would simply forward these packets towards the UE, irrespective of whether there would be a higher layer protection mechanism on the user plane data. In this way, an attacker could overload the air interface and deny service. Packet filtering methods must be used here. However the use of NDS could prevent that the eNB sends bogus packets further into the radio access network.

------ NOTE TO THE READER: the text between the two lines is a copy from section 6.1, changes to that section have been indicated by change bars, after copying it unchanged.
------------------------------------------------------------------------------------------------------------

From (S3-060651)

Protecting S1 user plane with integrity protection (between eNBs and SAE gateways) adds a requirement for the eNB to start processing each user plane packet going through the eNB, both uplink and downlink. This adds to the cost of the eNB as additional hardware crypto chip is required. Taking into account the high bandwidth of LTE, the crypto hardware must be powerful enough making it unsuitable to use the same hardware as is currently used. 

Having S1 user plane integrity protection also increases the processing requirement of crypto hardware in the SAE gateway for all user plane packets that are integrity protected on the S1 interface, both up and downlink. This adds to the cost of the whole LTE system. 

Adding integrity protection to the S1 user plane interface also increases the packet processing times on the system (first in eNBs and then in SAE gateways). Power consumption in the eNBs and SAE gateways also increases.

Having integrity protection between eNBs and SAE gateways in case of separated MME and SAE gateway increases the number of Security Associations on the LTE system, as each eNB must then have also an SA to the SAE gateways (or worse, to separate security GWs). This has an impact to the total system performance and management of the SAs.
However if NDS-threat-4 has to be counteracted by applying confidentiality protection on S1_U then the cost of adding integrity protection would be much lower when starting from null..





Depending on the eNB implementation, for the downlink, the eNB may drop some packets on the incoming S1 user plane interface in case the attacker is flooding packets with very high speed and the receiving buffers in the eNB are overflowing. Attacker having access to the S1 links means that she/he may also try to congest the link regardless if there is integrity protection on S1-U or not. The result is service level degradation and possible packet drops. Integrity protection of S1 user plane packets does not solve these problems.
In the uplink, the effect of User Plane packet injection towards the SAE GW is similar as described for the downlink direction. NDS could not stop an attacker from bombarding the SAE GW with bogus packets. Packet filtering methods must be used here. However the use of NDS with integrity could prevent that the SAE GW sends bogus packets further into the core network. Note that User Plane packets (with no integrity activated on S1-U) are forwarded by the SAE GW and eNB only if the attacker could correctly guess the required headers. 
As a result the packet injection attack threat described in the security rationale document is not high enough to justify S1 user plane packet integrity protection both for the uplink and downlink. The reason is that the threat does not pose high enough risk for the system and that the threat is not fully mitigated with this countermeasure. If the headers can be guessed correctly by an attacker (of which probability is much lower if ciphering is enabled) injected packets on the S1 interface could go through the eNB to the air interface for the downlink, or in the uplink the injected packets could pass the SAE Gateway . Thus, this attack is comparable to radio jamming attack on the air and DoS on the EPC, although the effectiveness depends on many factors.


------------------------------------------------------------------------------------------------------------
NDS-Threat-2: Section 3.2 User Plane packet modification injection attacks between eNB and the UE: (Threat-A) ‘The attacker modifies encrypted user plane packets, so as to deny service from the UE by modifying UE packets in such a way that the UE must re-transmit etc. In this way the attacker acts as man-in-the-middle between UE and UPE. This affects the service quality that the UE (subscriber) is seeing’. 

Evaluation: Applying NDS between eNB and SAE GW does not seem to help against attack between eNB and UE.

NDS-Threat-3: Section 3.3 User plane packet eavesdropping between the eNB and the UE

Evaluation: Applying NDS between eNB and SAE GW does not seem to help against attacks between eNB and UE. 
NDS-Threat-4: User plane packet eavesdropping between the eNB and the SAE GW (S1-U) or between two eNB's (X2-U)
Evaluation: Applying NDS with confidentiality activated does counteract this threat. 
8.2.2 
Threats to Signalling Data
NDS-Threat-5: Section 4.1 Dos Attacks from false MME against eNB
Evaluation: This concerns control plane traffic which is originated from a false MME towards genuine eNB. As control traffic we distinguish S1-signalling (Iu-like) between eNB and MME and NAS signalling between UE and MME. The vice-versa case is similar.

It’s assumed that NAS signalling shall be integrity protected and may be confidentiality protected between the UE and the MME. Similar consideration as for NDS-Threat-1 applies i.e. the availability of higher layer protection mechanism can not prevent packet processing and forwarding at the eNB. IP packet authentication is needed to prevent that DoS attacks towards eNB's spread further towards the air interface.

However note that signalling on the S1-reference point will transfer RRC and PDCP User plane keys, so there is a requirement for confidentiality protection of the S1-signalling between MME and eNB
NDS-Threat-6:  Dos Attacks from false eNB to eNB.

Evaluation: Similar as NDS-Threat-1: IP packet authentication is needed.
NDS-Threat-7: Attacks on the eNB-eNB interface.

Evaluation: Similar as NDS-Threat-1: IP packet authentication is needed to prevent spoofed handover commands. It is likely that sensitive information will be transferred on this interface which will require confidentiality protection (e.g. RRC or PDCP user plane keys in handover). For the protection of User data, the same rationales as on the S1_U references point applies i.e. the countermeasures against user plane packet injection attacks are not good enough reason compared to the loss in bandwidth and processing performance..
8.3 Summary
	Reference point and data type / security requirement
	Integrity/authentication 
	Confidentiality
	Remarks

	User Plane Data
	
	
	

	S1-User plane  (SAE GW-eNB)
	NO
	Yes
	TS 33.210 only covers signalling data

	eNB-eNB (X2-U)
	NO
	Yes
	TS 33.210 only covers signalling data

	Signalling Plane Data
	
	
	

	S1-C transferring NAS signalling  (MME and -eNB)
	Yes
	No
	

	S1-C (Iu-alike) between MME and –eNB.
	Yes
	Yes (transfer of sensitive information e.g. RRC and PDCP user plane keys)
	

	eNB-eNB (X2-C)
	Yes
	Yes if sensitive information is exchanged (RRC and PDCP user plane keys)
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� Similar considerations (but less severe) apply when block cipher encryption is used as this may already cause packet expansion before even integrity protection is applied


� It’s assumed that confidentiality & integrity protection is applied at the PDCP Layer.


� It’s assumed here that the encryption layer is at PCDP i.e. below the IP layer such that it is hard for an attacker to perform meaningful and sustainable packet (including IP header e.g. for redirection attacks) modifications.


� If encryption is applied in the way it is in 3G


� S1-User plane (between eNB and SAE gateway)


� MBMS has optional user plane integrity protection


� MBMS has optional user plane integrity protection
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