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1 Introduction

This contribution gives an overview of the technical implications of the GBA PUSH models in the UE for interworking scenario's between components of different releases: 

For the convenience of the reader we first repeat the definitions
 of [S3-060629] and give a rough sketch of potential BSF impacts.

Single-active-Ks model: 'UE initiated GBA' and 'NAF initiated GBA' are both used to establish a single master key Ks, which is stored in the BSF and UE. Once this is done, this single Ks can be used to establish both UE initiated and NAF initiated NAF specific keys. This is according to the TS 33.220 i.e. pre Rel-8.

Multiple-active-Ks-model: Solutions whereby at least two distinct active Ks's can be created/managed in the UE and the BSF at the same time i.e. one for UE-initiated GBA and one or more for 'NAF-initiated GBA. Also here the key derivation functions in the UE and the BSF shall be reused as they are, but now an additional key Ks will be stored in the BSF.

Disposable Ks model: This could be seen as a very special case of the multiple active Ks model, where the GBA-push Ks has only a very brief time to live. In this case, the BSF shall be modified such that GBA_PUSH_INFO and NAF specific keys are created when requested by a NAF via the Zpn-reference point for GBA-push. The BSF does not replace the Ks of a UE–initiated bootstrapping (i.e. key separation between normal GBA and GBA-push). The NAF (or the BSF) then sends the GBA_PUSH_INFO to the UE. Later analysis should make it clear whether the disposable property of the Ks (i.e. the limited lifetime), also becomes the property of the derived NAF Keys (ffs).

The key derivation function in the BSF for the disposable Ks Model will be compliant to TS 33.220 with the difference that the UE-initiated Ks is not overwritten by a GBA-push run and the Ks generated for the GBA- push run is forgotten (not reusable by the BSF). The BSF therefore needs to know that the Ks is needed for GBA-push.

The analysis mainly focuses on the impacts on the UE and the NAF of the last two Ks models i.e. the multiple active and the disposable. This analysis, which is done through the study of interworking scenario's, still needs further work, so does not propose any SA3-decisions yet.

NOTE: Within this contribution we assumed that no parts of the GBA-PUSH-INFO need protection. Requirements for this and implications on solutions are also ffs. 

2 ME-UICC handling according to TS 33.220/TS 31.102
We consider the two cases of GBA_ME and GBA_U at the BSF:

Case a) The ME receives GBA_PUSH_INFO based on GBA_ME as the BSF received indication from the HSS that the UICC does not support GBA_U.

Case b) The ME receives GBA_PUSH_INFO based on GBA_U i.e. AV* has been received as the BSF received indication from the HSS that the UICC does support GBA_U.

For the ME the following processing shall be performed: 

For case (a)

For GBA_ME, the AUTHENTICATE command in 3G security is used (The ME can only use TS 31.102 specified interfaces specified in Pre-Rel-6). The ME retrieves the CK, IK and the ME needs to be modified in order to handle the resulting Ks temporarily
 for GBA-push. The GBA application (i.e. derivation of Ks towards Ks_NAF) in the ME needs to be informed of handling GBA-push (e.g. having an API to receive the GBA_PUSH_INFO for further processing) or have enough information to distinguish between a UE-initiated GBA and a GBA-push.

For case (b)

GBA_PUSH_INFO will be based on AV*, but this is not distinguishable outside the BSF and the UICC. As the UICC is capable of GBA_U, the ME shall use the AUTHENTICATE command in GBA security context for GBA. In a second step the ME shall perform a NAF key derivation (See TS 31.102).  Using GBA-push for a GBA_U capable UICC will overwrite the Ks of a UE-initiated GBA i.e. a Rel-6/7 UICC has no knowledge of disposable or multiple Ks model. We note, that this also will overwrite the Ks_ext_NAF in the ME. The ME needs similar to the case (a) an adaptation of internal interfaces e.g. between a GBA Module and the terminal application, to hand over the GBA_PUSH_INFO. 

3 Overview of interworking scenario's

There could be multiple approaches to handle GBA push info in the ME and the UICC. In this section we define the interworking scenario's that need to be supported.

We see following interworking scenarios
:

a) Using Pre Rel-6 cards together with ME supporting GBA push and a Rel-8 BSF.

b) Using Rel-6/7 cards together with ME supporting GBA push and a Rel-8 BSF.

c) Using Rel-8 card together with ME supporting GBA push and a Rel-8 BSF

4 Analysis

4.1 Using pre Rel-6 cards together with ME supporting GBA push and a Rel-8 BSF.

In this configuration the UE can only support GBA_ME based services on top of GBA-push. A Ks_NAF will be available for the Ua-application. Both the disposable Ks model and the multiple Ks model have impacts in the BSF and the ME. The disposable Ks model has an advantage with respect to implementation effort for these type of UICCs, as it is less complex to realize. But on the other hand it will result in more frequent calls to the HSS (higher AV consumption). As the ME could be obliged to delete an established Ks due to security reasons (e.g. power down), the disposable Ks model could be the only reliable way of working for a majority of the usecases. A definitive statement should only be given after a usecase analysis.

4.2 Using Rel-6/7 GBA_U enabled cards together with ME supporting GBA push and a Rel-8 BSF.

In this configuration the UE supports GBA_U (GBA bootstrapping mode is used in UE-initiated GBA, thereafter NAF key derivation mode). Ks_ext_NAF will be given to the Ua-application on the ME, the Ks_int_NAF will not leave the UICC, as well as the Ks. Irrespective of what Ks model is implemented in the BSF, the Ks within the UICC is replaced and the latest Ks will NOT be deleted by ME power down events. Re-use at the BSF is possible. Comparing this with section 4.1 scenario the reliability evaluation may be differently for these use cases.

4.3 Using Rel-8 GBA_U card together with (ME supporting) GBA push and a Rel-8 BSF

For interworking scenario-c we now evaluate the impacts on the smartcard for the two models under consideration. One particular problem which we had in section 4.1 was the fact that the ME is obliged to delete the Ks due to security reasons (e.g. on shutdown). As the Ks on the UICC in this scenario's does not have these issues, we could advantageously build on the fact that a bootstrapped Ks survives until the next bootstrapping. This reliable and secure storage would favour the multiple Ks model for this long-term scenario mainly due to minimized AV-consumption. We then need to evaluate the technical complexity of this option (and the features that can be derived from it) against the simplicity of the disposable Ks model. And even though the Ks for GBA push would be stored reliably it would not exclude one-time usage in particular usecases.

The first possibility is to implement the disposable model. Here we possibly need a new or modified AUTHENTICATE command to avoid affects on the UE-initiated Ks. The subsequent NAF key derivation would then result in deleting the push Ks within the UICC
. So we have no gain pushed Ks lifetime, except possibly that the Ks_ext/int_NAF can be stored permanently on the UICC. 

The second possibility is to implement the multiple Ks model. Here we also need a new or modified AUTHENTICATE command to avoid affects on the UE-initiated Ks. Now we can realize a gain in AV-consumption and processing at both the ME, NAF as the BSF. This scenario may go as follows. On the Zpn reference point the pNAF signals the type of required Ua-application (GBA push) i.e. between NAF and UICC or between NAF and ME. The NAF could store the GPI (GBA-PUSH_INFO) during its lifetime and repeats GPI (as long as not expired) when needed to sent together with the Ua-application data that needs protection. The ME knows that the Rel-8 ME is capable of handling GPI and uses the new ME-UICC interface if the B-TID has not been seen before.

5 Conclusion

Before deciding whether the multiple Ks model or the disposable Ks model would be favored, more work is needed. In particular we need to check usecases against the particular models. This may even indicate that that support for both models is required unless it would be tolerable to exclude certain type of usecases. In addition a request for usecases to push GBA push protected messages towards the UICC are invited. The latter is important because the UICC change brings most of the realization/specification complexity.

6 References
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� Which were slightly modified


� If we do not want the UE-initiated Ks to be overwritten


� We make no assumptions yet on the HSS version (but at least Rel-6).


� Analysis should make it clear how disposable we want the Ks for the UICC based solution i.e. what is the lifetime.
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