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6.3
Key management procedures

6.3.1
General

In order to protect an MBMS User Service, it is necessary to deliver both MSKs and MTKs from the BM-SC to the UE.
MSK procedures are further divided to MSK request procedures, described in clause 6.3.2.2, and MSK delivery procedure, described in clause 6.3.2.3. MSK procedures use a point-to-point bearer. MSK procedures are similar for both streaming and download services.

MBMS key management messages shall use a non-real time PDP context of QoS class "background" or "interactive" as defined by TS 23.107[x]. 

NOTE: 
In UTRAN the PS radio resources for a PDP context of QoS class "background" and "interactive" can be released and re-established on request of the network, while the IP address remains assigned to the PDP context. If the radio resources were released and the BM-SC wants to deliver an MSK (see clause 6.3.2.3) the network will page the UE.

The BM-SC shall store the IP-address which was assigned for the PDP context for further key management usage.

The operator may configure the BM-SC to refrain from pushing the MSK update message to the UE and let the UE request for the MSK. This may be needed in some download services where the UE fetches the MSK after receiving encrypted download object. In this case the back-off mode as described in clause 6.3.2.2.1 shall be used if present within the Service Announcement.

MTK delivery procedures use the same bearer as the MBMS User Service. MTK delivery procedures are different for streaming and download services and they are described in clause 6.3.3.

The details of the HTTP procedures and HTTP error situations are specified in Annex G. An example of detailed MSK request procedure is described in Annex H. The XML schemas of the HTTP payloads are specified in TS 26.346 [13].

****** END OF CHANGE *******
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