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Introduction

During last SA3 meeting, there was a discussion, if TS 29.109 can be used to inform the NAF and the UE which key to use for GBA Push functionality. It was not clear, how exactly this could be achieved for GBA Push. Currently, there is no requirement to encrypt the GBA_PUSH_INFO. The only security requirement for GBA_PUSH_INFO we have is an editor’s note pointing out that the integrity protection for GBA_PUSH_INFO needs to be studied. Hence, the key indication which was introduced at SA3#46 belongs to the application specific Ua interface and not to the Upa interface and therefore, the section 4.3.2 needs to be changed. The attached Pseudo-CR targets to clarify the indication of the key usage in GBA Push. 
Proposal

We propose that the Pseudo-CR below is approved. 

Pseudo-CR
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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [2], TS 33.220 [1] and the following apply.
Editor’s Note:

Further definitions to be filled in, if needed.

AUTN(*): In GBA context, GBA_ME relies on AUTN value to verify that the authentication vector is from an authorised network, while GBA_U relies on AUTN* to perform network authentication as described in [1]. AUTN(*) is used to refer both to AUTN and AUTN*.

GBA-PUSH-INFO: GBA-PUSH-INFO contains data relevant for key derivation in GBA Push i.e. AUTN(*), RAND, NAF_ID, B-TID. GBA-PUSH-INFO is sent via the Upa-reference point from the NAF to the UE.
Editor’s Note:
Further study needed, if GBA-PUSH-INFO content list is complete.
Push-message: This is a message that is sent on a Ua-reference point from the NAF to the UE and has applied GBA keys that were bootstrapped via the Upa-reference point.
------------------------------------------------------------------------------------------------------------------------------------

4.3.2
Requirements on Reference Point Upa

The requirements for reference point Upa are:

-
the UE shall be able to identify the GBA-PUSH-INFO originator i.e. the BSF;

-
the UE shall be able to authenticate the network (i.e. the BSF) based on AKA;

NOTE 1: 
The NAF is indirectly authenticated by its knowledge of Ks_(ext/int)_NAF (i.e., BSF has authenticated the NAF).

-
the BSF shall be able to send a bootstrapping transaction identifier to the UE;

-
the UE and the BSF shall establish shared keys;
-
the BSF shall be able to indicate to the UE the lifetime of the key material. The key lifetime sent by the BSF over Upa shall indicate the expiry time of the key. The key lifetime transfer shall be integrity protected.

Editor’s Note: 
The integrity protection requirement needs to be verified. 

NOTE 2: 
The requirements for the Upa reference point are based on the requirements of the Ub reference point c. f. TS 33.220 [1].



-----------------------------------------------------------------------------------------------------------------------------------------------

4.3.9
Other Requirements 

- 
The UE and the NAF shall be able to use bootstrapped NAF specific keys Ks_(ext/int)_NAF on Ua reference point independent on whether the bootstrapping has been performed via Ub or Upa reference point.

NOTE1:
The fact that a GBA-push mechanism was used to create a GBA-security association between the UE and the BSF shall not restrict a NAF to use the derived security association for network initiated protocols only. Analogously, the fact that UE initiated GBA was used shall not restrict a NAF to use the derived security association for UE-initiated protocols only (Ua reference point). 
· The network entity shall be able to indicate to the mobile client which key (Ks_ext_NAF or Ks_int_NAF) to be used for the push message in case of GBA_U. 

NOTE2: 
The key indication in the push message has the same purpose as the key indication used within TS 29.109 [x].
5 
GBA Push Function 

Figure 5-1 outlines the message flow for the case, where the NAF wants to send data to the UE, but has no valid NAF specific keys available. In addition the UE may be unable to perform bootstrapping procedure directly with the BSF or the UE should not perform bootstrapping procedure directly with the BSF. Instead, the bootstrapping between the UE and the BSF happens through a NAF.

NOTE 1:
A case where the UE has no connection to the network is in a broadcast scenario.

Editor’s Note: 
It has to be decided if re-usage of an existing bootstrapping session is recommended or not.
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Figure 5-1:  Procedure for bootstrapping through the NAF.
NOTE1: 
Ua-application data in the figure equals the push message as defined in this specification. 
The procedures for the cases that there is a valid bootstrapping session available or that one has to be created are both described below:

1.
A NAF needs to safely deliver some data over Ua-reference point to a UE, but has no valid NAF specific keys for this. It knows the identity of subscriber, and the data that need to be delivered to the UE. 

2.
The NAF sends subscriber's IMPI, its NAF_ID (i.e., NAF hostname and Ua security protocol identifier), and optionally the desired key lifetime (Req_KeyLT) and one or more GSIDs over Zn reference point. 

Editor’s Note: The usage of other subscriber's identity then the IMPI e.g. IMPU, pseudonym etc are for further study. In the case that identity other than IMPI is used, BSF shall be able to know the corresponding IMPI from the received identity.
3.
Upon receiving the request from the NAF, the BSF checks if the NAF is authorized to perform the GBA push and if the subscriber has a valid bootstrapping session.

- If the subscriber has a valid bootstrapping session, then the BSF calculates the Ks_(ext/int)_NAF based on the NAF_ID and the other key derivation parameters as described in [1]. It also extracts the requested USSs (if any) from the subscriber’s GUSS. The BSF also creates GBA-PUSH-INFO and sends this to the NAF.

- If the subscriber has no valid bootstrapping session and the NAF is authorized initiate GBA push.request AUTN and RAND. Then the BSF fetches authentication vectors from the HSS, calculates the Ks_(ext/int)_NAF based on the NAF_ID and other key derivation parameters (see Figure 5-1). It also extracts the requested USSs (if any) from subscriber's GUSS. The BSF creates a bootstrapping session for the subscriber that can be used later with other NAFs. The BSF also creates GBA-PUSH-INFO and sends this to the NAF.

4.
The BSF returns the B-TID, Ks_(ext/int)_NAF, key lifetime and optionally the requested USSs (if any) to the NAF. The BSF may use USS for policy management and key selection as described in TS 33.220 [1].
 The NAF also receives optionally the GBA-PUSH-INFO.

5.
The NAF uses the Ks_(ext/int)_NAF to secure the data on the Ua reference point. Policy management is performed as outlined in TS 33.220. 
NAF shall indicate which key to be used on the push message  by adding a key type indication to the push message.
6. 6.
If the NAF received GBA-PUSH-INFO, the NAF sends this information before applying the NAF specific keys to the Ua application, otherwise applies the NAF specific keys directly to the data the NAF wants to send to the UE. The NAF uses the broadcast channel between it and the UE to send B-TID, NAF_ID, and optionally the protected push data to the UE. 
NOTE2: 
NAF_ID and the Ua data itself may be further protected with other means that are out of the scope of this specification.
Editor’s Note:

It is for further study, if there is an impact, if there is a long delay between step 5 and 6.

If there was no valid bootstrapping session, then the NAF uses the broadcast channel between it and the UE to send AUTN, RAND, B-TID, NAF_ID, and optionally the encrypted data to the UE. AUTN, RAND, NAF_ID, and the encrypted data itself may be further protected with other means that are out of the scope of this specification. 

7. When the UE receives the GBA-PUSH-INFO, then the UE first checks if the B-TID is known. If this is the case this GBA-PUSH-INFO is a repetition and can be dropped. If the B-TID of the GBA-PUSH-INFO is unknown then the UE will derive the Ks_(ext/int)_NAF.  

When the UE receives the push message i.e. the Ua-application data, then the B-TID is used as a reference to find or create the correct NAF specific keys Ks_(ext/int)_NAF. The UE shall use the key indicated by NAF towards this push message.
Editor’s note: 
Combined delivery needs to be studied further i.e. when the messages receive in reverse order.

Editor’s note:
For further study, if GBA-PUSH-INFO should also be send in the case, that there exist already a bootstrapping session or that in this case, the network should be authenticated e.g. usage of NAF specific key on the NAF_ID.

The UE stores the bootstrapping session data that can be used later with other NAFs. 
The UE may use newly created bootstrapping session with other NAFs as long as the session is valid or bootstrapping session is created.
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(1) NAF needs to send data securely to the UE but has no valid NAF specific Keys. NAF knows subscriber’s IMPI and initiates GBA push to create a GBA session







(5) NAF applies Ks_(ext/int)_NAF to the Ua-application data GBA-PUSH-INFO and data to the UE







(7) UE uses GBA-PUSH-INFO to authenticate the network, and derives GBA session.



UE creates Ks_(ext/int)_NAFand uses them on the Ua reference point.







(3) BSF optionally fetches authentication vectors, GUSS from HSS based on IMPI, and creates GBA-PUSH-INFO
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