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1
Opening of the meeting 
2
Agreement of the agenda

The agenda was provided in TD S3-070275. It was approved without comment. TD S3-070271 contained an earlier version, but this was erroneous and was withdrawn. 
S3-070271: Draft agenda for the SA3 SAE ad hoc meeting (Chairman of 3GPP TSG-SA WG3) – replaced by 275

3
Assignment of input documents

4
Report of SAE/LTE issues from SA#35

S3-070282: Report from SA#35 plenary (Chairman). A brief report was given on SAE/LTE in SA #35. The only contribution that proposed to overrule SA3’s decision to exclude SIM access to LTE was actually withdrawn during the meeting. Therefore, our LS (S3-070155) was simply noted.

Also in the SAE/LTE area, some attention was devoted to the security issues around terminating user plane security in eNodeB. As you remember, we listed several countermeasures in our LS to SA2 (S3-070153). It was agreed that we should include requirements on implementation security in the normative part of our SAE/LTE specifications. How and where to document detailed guidelines about what technologies could be used (and how) to meet these requirements, was left for further discussions. RAN requested that we provide information to RAN3 about the notion of tamper-resistance during or for their meeting 7-11 May (Kobe, Japan). We should discuss in the ad hoc meeting (28-29 March) whether some SA3 people could participate their meeting and/or whether we can create an informative enough LS on the subject. The SAE/LTE work plan was provided in SP-070230, and we were reminded that we should aim at solving the critical RAN2/3 issues in our ad hoc meeting.   
There was a RAN3 request at SA3 to provide more information and a request for someone to go to the next RAN3 to explain eNode B security. Mr Alec Brusilovsky (Alcatel-Lucent) agreed to do this. It was also agreed to send a liaison statement. This was provided in TD S3-070283. This would be to RAN2 and RAN3 (and answers the liaison statement in TD S3-070284). It was agreed to send this liaison statement.  

5
Incoming LS’s sent to SA3 about SAE/LTE 

TD S3-070278: (R2-071105) LS on 'Verification of security principles' from RAN2 (cc SA2). As, SA2/RAN2/RAN3 have decided to move the PDCP and ciphering down to the eNB RAN2 would like to verify whether previous security agreements made between SA3 and RAN2 are still valid.

S3-070249: Proposed reply to 'LS Verification of security principles' (Ericsson). This document provided some proposed answers to the RAN2 questions in TD S3-070278.

It was commented on question 5 regarding the benefits of the solution; this is true but the it should be clarified that these benefits only apply to some cases. Also, if it is applied to all conditions, then a delay would be introduced. Hence, the only advantage is that the RRC can be updated regularly, but this is unnecessary. There were a number of contributions to this issue later in the meeting in Key management. 

However, the answers to questions 1was approved. The meeting needed to come back to the answers to questions 2, 3, and 4, 5. It was noted that there was some agreement to the answer to question 3, but that there were some elements that needed further work. There are also some issues in question 2 that have not been addressed.

It was revised to TD S3-070280 (Karl). This would e. The version would be available 10th April and comments could be received until the 17th April. The commented version would be provided on 18th April and comments can be checked until the 20th April. The final version would be available on the 23rd April. 
TD S3-070279: (S2-071046) LS on 'Location of PDCP in eNodeB' from SA2 (cc RAN2, RAN3). SA2 is asking SA3 to take the decision on location of PDCP and user plane ciphering functions in eNode B into account and to develop cost effective security features and/or specifications to mitigate the threats that SA 3 identify with the objective of achieving a security level as good as the current UMTS systems.
TD S3-070014: R3-062037: LS on 'possible security concerns of path switch control message in eNB-UPE user plane' from RAN3 (cc SA2). This was dealt with at SA#46 and resulted in an Email discussion initiated by Karl Norrman. RAN3 has been discussing about the alternative ways of re-directing data flows between Evolved Packet Core network and eNodeB in Active mode intra-LTE mobility, i.e. on Path Switching at handovers. One of the proposed alternatives is to signal the corresponding Path Switch Control message from eNodeB to CN via S1-U interface. In the meanwhile SA2 has agreed to conduct the Path Switching directly between eNodeB and UPE function of the EPC. RAN3 has turned to SA3 to evaluate the security of this approach. TD S3-070090 also provided more information. 

At the time, it was commented that the response to RAN3 should await an answer from SA2 since it may not be necessary to do this. This was passed to the ad hoc where a response to RAN3 should be done on the first day. To do this, a discussion over email was expected. A proposed response was provided in TD S3-070281. The changes proposals were generally agreed, but it needed to be turned into an liaison statement from SA3. it was revised to TD S3-070285. It was agreed to send this liaison statement. 

TD S3-070284 contained a liaison statement from RAN2 during the meeting. Following the decision to move the termination of the PDCP to eNode B, a discussion has started in RAN2 on whether the ciphering and deciphering should be done in PDCP or RLC sublayer. In addition the preferred choice of sublayer for ciphering has a connection to the security requirements of eNode B. This would be answered in TD S3-070283 (see section 4.0). 

TD S3-070289 contained a liaison statement from SA2 during the meeting. SA2 is asking SA3 to investigate APN integrity and confidentiality, that means, whether it is acceptable from security point of view that the UE sends the PDN information before establishing the NAS signalling security. This was noted at this meeting. It will be dealt with at the next meeting in May.
6 
Technical contributions

6.1
TR 33.821 changes due to PDCP termination point move
TD S3-070238: pCR to TR 33.821: Editorial changes due to PDCP relocation (Nokia, Siemens Networks). There isn’t UPE in SAE now and the endpoint of user plane in EPC is SAE gateway. The corresponding changes should be reflected in this TR. A new section 7.6 is added to reflect the desion of moving PDCP to ENodeB. Some former decisions in 6.2 were obsoleted and removed. It was agreed and will be put into the next version of 33.821. 

TD S3-070235: pCR to TR 33.821: Update on Layered Security Approach (Nokia, Siemens Networks). This contribution updates section 4 in TR 33.821 to reflect the PDCP relocation into the eNB. There was an issue on section 4.4. The meeting decided to postpone until after discussion Path Switch Message. There was a minor change and with this it was agreed and will be put into the next version of 33.821. 
TD S3-070251: Proposal for Modification to Baseline Key Hierarchy (Motorola). Contribution S3-070095 proposed a particular key hierarchy and nomenclature for various keys in the LTE keying structure. In meeting SA3-46, it was agreed to adopt this structure as a baseline for further discussion. The baseline hierarchy has been incorporated into the working document section 7.4.7.2. Since meeting SA3-46, it has been agreed by the SA and RAN groups that the user-plane encryption function should be performed at the eNodeB rather than the UPE. In the light of this decision, a modification to the baseline key hierarchy is needed. This contribution proposes such a modification.

There was a conflict with TD S3-070230. There was some support of the picture in TD S3-070251 rather than TD S3-070251 TD S3-070251 was areed and will be put into the next version of 33.821.. 

TD S3-070230: pCR to TR 33.821: Updated hierarchy of user-related keys in SAE/LTE (Nokia, Siemens Networks). In S3-070095 a working assumption for a key hierarchy for SAE/LTE was proposed. This proposal was accepted during SA3#46 and included in the TR 33.821, Section 7.4.7. However, the proposal was built on the assumption that UP protection was terminated in UPE and that UPE was “above” eNB. This document makes a proposal to update the working assumption on the key hierarchy according to the fact that UP protection is now expected to terminate in eNB. Furthermore some minor editorial corrections are made. It was noted that the diagram from TD S3-070251 was preferred. Also and editor’s note was added to indicated that some further work was required as to whether the same key to be used for user plan and RRC in eNodeB. 
TD S3-070258: Discussion on key architecture (Huawei): Section 3.2, 3.4. In latest specification 33.821, a key architecture in LTE/SAE was present as basis for further study. This paper discussed several issues about this key architecture and proposed to do some modifications on it. There was some discussion on this and no decision could be made. It was postponed. 

TD S3-070231: pCR to TR 33.821: Update on idle-to-active and active-to-idle transition (Nokia, Siemens Networks). In S3-070097 a working assumption for a key handling on idle-to-active and active-to-idle transitions within LTE was proposed. This proposal was accepted during SA3#46 and included in Section 7.4.9 of TR 33.821 V. 0.1.0.  This was built on the assumption that UP protection was terminated in UPE and that UPE was “above” eNB. This document makes a proposal to update the working assumption on the key handling according to that fact that UP protection is now terminate in eNB.  This document is based on a companion contribution on how to update section 7.4.7 of the TR on key hierarchy. It was agreed and will be put into the next version of 33.821. 

TD S3-070232: pCR to TR 33.821: Update on active and idle mode mobility of user-related keys in SAE/LTE (Nokia, Siemens Networks). This is very similar to TD S3-070231 but to consistent rename the keys. It was agreed and will be put into the next version of 33.821.
TD S3-070236: pCR to TR 33.821: Update on UMTS AKA and Key Derivation for SAE/LTE (Nokia, Siemens Networks). The current TR 33.821 includes multiple alternatives for key derivation purposes. However, the key hierarchy (S3-070095) and serving network authentication (S3-060716) contributions agreed in the SA3#46 meeting as baseline rule out some of the alternatives presented. These need to be removed from the TR. On the other hand we need to continue to specify the key derivation parameters. Thus, in this contribution we propose modifications to the TR 33.821 section 7.4.3 “Key derivation”. We also need to update the section 7.4.1 “UMTS AKA” to reflect the key hierarchy baseline. Updates to this section are also provided in this contribution. 

It was asked to not delete sesction 7.4.1, but instead to put that it was decided not to use this solution. Document TD S3-070095 contained the reasons why this was not chosen. With this, it was agreed and will be put into the next version of 33.821.
TD S3-070239: pCR to TR 33.821: Update on NDS/IP (Nokia, Siemens Networks). This contribution updates section 8 on Network Domain Security due to the decision to move User plane ciphering to the eNodeB i.e. we have taken into account the new SAE architecture i.e. MME and SAE GW (and no UPE). Beside that, some new threats are added and some changes are due to editorial improvements.

It was asked why was integrity protection needed in the uplink and not all the way. This was probably an error and some thought is required. Another question was why is integrity protection on the uplink is not sufficient. It was answered that an attacker could insert packets. This was possible before of course. It was suggested that the text for the uplink would not inserted, but an editor’s note instead. The note would indicate whether intergrity protection is requried on the uplink to avoid packet insertion attacks. With this, it was agreed; to be put into the TR 33.821.
6.2
Key Management and Control

TD S3-070258: Discussion on key architecture (Huawei): Section 3.3. This was presented in section 6.1, but paragraph 3.3 was left until this agenda item. 

TD S3-070248: On Key/AV Separation and Security Domains (Ericsson). Key separation, making sure keys are made specific to a specific purpose is a well-known security measure. It has been discussed in 3GPP as a countermeasure to the A5/2 attack effects. It is also well known in IETF protocols such as Digest AKA v2 which can device “context specific” keys. EAP has so called channel bindings/service identities, [1]. However, besides the keys, the “security context” can contain other information and it could perhaps be desirable to make the entire context specific to its purpose. In S3-070096, there is a proposal to use the AMF field to “bind” AVs to a certain access technology (3G/LTE/…etc). The purpose of this contribution is to discuss some general problems in the area of binding of authentication data and some issues related to the approach of S3-070096.

TD S3-070274: Comments on TD S3-070248 “On Key/AV Separation and Security Domains” by Ericsson (Nokia, Siemens Networks). This was produced since the some of the elements of TD S3-070096 could have been misunderstood. 

There was a great deal of discussion on this. In the end, it was asked what actually the concrete threat is in this circumstances. This threat may well be in the TR already, but this needs to be checked. In the end, after a long discussion, it was felt that the arguments in TD S3-070258 and TD S3-070248 were not strong enough to change the decision made at the last meeting and so the decision was maintained as per TD S3-070274. 

TD S3-070258: Discussion on key architecture (Huawei): Section 3.1. This was dealt with again to finish off the last issue in section 3.1; i.e. to change ME to UE. This was already implemented by TD S3-070230. 

TD S3-070265: pseudo-CR to 33.821: alternative solution to derive user-related keys in SAE/LTE (Gemalto, Oberthur). The establishment of user-related keys in SAE/LTE is described within 3GP TR 33.821. This document proposes an alternative solution to derive user-related keys in SAE/LTE with higher security level. 

It was commented that this does not allow backwards compatibility. This requirement is desribed in 2.2 where it is exactly like GBA. It was commented that there was not a need for this for Rel-8. The comment on the last paragraph on the section on constraints, where it is indicated that this is like that of GBA, was questioned. If there is a separation between UMTS and LTE, then it is not sure that there is a major problem. 

It was pointed out that the comparison to GBA from a threat point of view was not valid, since the legitimate owner of the UE could distribute the keys and this was why GBA-U was introduced. In the instance of LTE, this is not the case. The threats are different. The author indicated that the intention is not to make a decision on a solution, but to identify that the threats from the users side have not been investigated. This type of threat needs to be described and this was proposed in the pCR also in TD S3-070265. This may need to be updated in light of the comments at this meeting. It was decided to put in some editor’s notes to indicate that this needs to be added at some time. 

TD S3-070252: Requirements on LTE Keying Structure (Motorola). At meeting SA3-46, there was a proposal for several requirements that the keying structure be used for obtaining cryptographic keys for various operations. It was recommended in meeting SA3-46 that further discussion be conducted to study the requirements. Further, in meeting SA3-46, a key hierarchy and nomenclature for various keys proposed was adopted as a baseline. This contribution provides further clarification on the rationale and implications of the requirements proposed. The terminology is also updated to conform to the baseline key hierarchy in SA3-46. 

It was commented that requirement 2 is the most restrictive one. The requirements are nice to have security principles, but without more information on the added complexity, they could not be added to the TR at this time. 
TD S3-070253: A method to derive new keys at handover in LTE (Motorola). Contribution S3-070044 proposed a method for obtaining the key used for the security association of the UE with various network entities, with particular focus on the key used for the user-plane ciphering function, and handling the key generation when the termination point of the ciphering is relocated. In meeting SA3-46, it was decided to adopt the key hierarchy proposed in S3-070095 as a baseline. This contribution provides an update to S3-070044  to conform to the baseline key hierarchy. In the terminology of the key hierarchy, this contribution proposes to apply the method of S3-070044 to obtain the key KeNB at the target eNodeB after a handover. Additional discussion on the rationale and implications of the proposed procedure is also provided.
There are two cases. A hard handover and not much time on handover. If key is cracked after handover, then there is nothing to fear. If it is cracked before the handover, then the eNB is at the mercy of the attacker. However, SA3 has always been a little cautious with anything to do with handover as it is so time critical. It was noted that if eNB-1 is cracked, then it is possible that the attacker could act as a man-in-the-middle for eNB-2 and poison the keys. Of course, the attacker could try and stop the user from a handing-over although this would not be possible if the user is moving. 

It was noted that key derivation function is secure and cannot be inverted, then this solution is not needed. This is the assumption. This needs to go into the TR and a pCR is required for this at the next meeting. 

TD S3-070234: Key refresh in SAE/LTE (Nokia, Siemens Networks). This document proposed that SA3 adopts the proposed key refresh procedures as working assumption to ensure key stream freshness within SAE/LTE.

This would mean that we would have to send Nonces in each measurement report and most of these would not be used. Of course, it is not known what the overhead on the air interface would be. The answer was this depends on which message is used for sending this. Not only measurement reports are used to send Nonces value, but since the measurement report is used in handover and so it is possible. The Nonce could be sent on any number of messages. This makes some sort of Nonce sense. The second question regarded a solution of deriving a key in a one-way function to get a new key. It was answered that the Nonce provides freshness, but this is not precluded. 
TD S3-070272: Comments to “Key refresh in SAE/LTE” (Huawei). It was commented regarding the additional latency, which is true, but this needs to be done in anycase and does not impact on this solution. In TD S3-070272 it was suggested to use Start Value. It was also suggested that the decision on the solution should be done by RAN2. 

There was no decision on this, but rather contributions were requested before the 2th May 16:00 CET.

TD S3-070273: Comments to contributions TD S3-070230 - TD S3-070240, TD S3-070257 (Ericsson)  section 2.1

TD S3-070246: Key management for LTE and UTRAN (Ericsson). This contribution proposes some principles for key management in relation to LTE and UTRAN and LTE/UTRAN interworking and builds on an earlier contribution S3-060704, and recommendations accepted in section 7.4.4 of TR 33.821, and section 7.4.7 in TR 33.821.

There was some concern regarding the second proposal. There was no comment against the first proposal (first bullet) and so this was agreed and contributions were encouraged. The other proposals would need a new WI for Rel-8. It was noted.
TD S3-070240: Key change during LTE_ACTIVE (Nokia, Siemens Networks). Key change in active mode is not supported in UMTS and a consequence of this is that a new AKA key can only be taken into use after a change to IDLE mode. Hence a key stream might be reused for a terminal without mobility and a very long active session. The intent of this contribution is to solicit SA3 for a view whether we need key change in active mode of the keys KASME or KeNB , or alternatively whether it is sufficient to extend the sequence number range (SN) for the user plane encryption such that it will become very unlikely that the SN would wrap around. In the next clause we clarify the rationales about extending the SN, while clause 3 discusses solutions that do not need SN-range extension. In clause 5 we make a comparison. In this contribution we have focussed on the User Plane as the key stream reuse is expected to happen there more quickly as on the other security layers (RRC and NAS).

TD S3-070273: Comments to contributions TD S3-070230 - TD S3-070240, TD S3-070257 (Ericsson) section 2.1.1.

It is possible there is a need to change both the keys sent to the mobile and the KASME.  The key is if there is the possibility to have sessions that last for several days. However, the real technical problem is largely independent of running the AKA. This could be run beforehand and load them in to the mobile in advance. The tricky bit is changing between the keys while maintaining the session. This is the point that needs some study. If necessary, perhaps there is a need to break the session for a short time (e.g. 100mS) to fulfil a security requirement. The idea it is to make this key change soon after running AKA. This is the point that should be clarified to RAN. 

There was also the issue of wrap-around and what happens if the cycle is completed. It is possible to add a few bits and make the period so long that it would never be reached. Still, if SA3 does not say anything then RAN will assume that the length of the timer would be the same as UMTS. The documents were noted. 

TD S3-070257: Discussion of security algorithm negotiation in SAE/LTE networks (Huawei). This contribution was provided to analyze alternatives for how the security algorithms for RRC, UP and NAS protection could be agreed upon between UE and a serving network during network attachment and on idle to active transitions and give some proposed solutions based on the analysis. This document does not include algorithm selection for UP since the security algorithms UPE has been moved to eNB and it is assumed that there is no need to select UP algorithm separately. 

TD S3-070259: Procedure of key update (Huawei).This contribution dealt with the idea of updating keys separately is mentioned in tdoc S3-070052. There were some concerns about complexity of solution of updating keys separately. This paper introduced a procedure of key updating in LTE/SAE. It could be seen from the procedure that key updating procedure could be combined with SMC procedure. The key updating procedure would not be complex as imagined.

TD S3-070233: pCR to TR 33.821: Update on security algorithm negotiation (Nokia, Siemens Networks). In S3-070100, it was described how the security algorithms for RRC, UP and NAS protection could be agreed upon between UE and a serving network during network attachment and on idle-to-active transitions. This pCR provided some changes to 33.821 to implement this process. 
TD S3-070273: Comments to contributions TD S3-070230 - TD S3-070240, TD S3-070257 (Ericsson)  section 2.3 (algo negotiation).

In TD S3-070257 it was proposed to add the analysis in section 2 into TR 33.821 and add the proposed solutions in section 3 in the LS to RAN2 and RAN3. It was commented that section 2 may need some clarification how NAS and RRC algorithm selection have to take place on all state transitions. The specific wording was not determined and so it was decided to add an editor’s note to mention the difference. The meeting was pointed to TD S3-070233. It was revised to TD S3-070288. This was agreed but without the weakness in alternative 3. It was agreed and will be put into the next version of 33.821.
On TD S3-070259, it was suggested to adopt this pCR with some editors notes to clarify how to combine the key update proceedure with security mode command is for further study. Also, and editor’s note that the key names may need updating based on the consistency check of the whole TR. With this, it was agreed and will be put into the next version of 33.821. 
TD S3-070237: pCR to TR 33.821: Update on KSI usage in SAE/LTE (Nokia, Siemens Networks). This pCR was to update the TR in line with earlier decisions. It would appear to conflict with pCRs in TD S3-070233 and TD S3-070259. 

It was decided to combine TD S3-070259 and TD S3-070237. The consolidated pCR was provided in TD S3-070287. It was agreed and will be put into the next version of 33.821. The key name consistency check still needs to be done.S

6.3
eNB Security requirements

As background, it was noted that SA2#56b Rel-8 joint meeting with SA2, RAN2 and RAN3 made a decision to move User Plane ciphering into eNB (S2-071046), based on SA3’s reply-LS on 'potential implementation of user plane encryption in LTE Base Station site (S3-070153). 

TD S3-070256: eNB Security Requirements (Nokia, Siemens Networks). This contribution listed some high level security requirements for eNBs for mitigating these threats. SA3 should have a discussion on the eNB security requirements and agree on them during the SA3 May meeting (22 - 25 May 2007). There was some agreement for the requirements or, as one delegate put it, there is nothing that could be disagreed. The first sentence of section 2 was agreed; i.e.:

As a guideline, the security requirement for eNB shall not mention any specific implementation technology, in order not to prevent future evolutions of security technology. 
There was a question as to whether the requirements are applicable to UMTS also. The answer is that some are not applicable since the user plane ciphering does not terminated the eNode B. Of course, it was not known if existing base stations could conform to the other requirements. It was endorsed and sent with the liaison statement in TD S3-070283.

TD S3-070264: Requirements on implementation of security functionality at the eNodeB (Alcatel-Lucent). SA#35 decided that SA3 would include requirements on implementation of the eNodeB security functionality in the normative part of SA3 SAE/LTE specifications. The purpose of this contribution is to start discussion in SA3 aimed on identifying these requirements. It was suggested that a layered approach to security is preferred and should be put into the liaison statement. It was answered that this is pretty fundamental issue since this could end up as a mess of security requirements. If there is a level of security, then level one may imply it is more important to level 2 or 3. This should be avoided. No agreement could be reached on the level approach to security. 

TD S3-070263: Notion of the tamper-resistance (Alcatel-Lucent). The purpose of this contribution is to start discussion in SA3 aimed on defining the notion of tamper-resistance. There was a great deal of discussion. It was decided that a new document should be produced which will contain section 2 and the relevant references so that this could be put into the TR. There was still some concern regarding the use of the term cryptoprocessors. Some disclaimers should also be put in. A revision was provided in TD S3-070286. It was agreed to be added to the liaison statement in TD S3-070283.
6.4
Other:

TD S3-070247: Cleanup of the term 'xSIM' (Ericsson). This pCR proposed to "clean up" the document regarding the notation and replace the term “xSIM” with “USIM”. At the same time the editor's note mentioning that it must be made explicit that R99 USIM is sufficient for access to LTE is removed, and requirement 3 in Sections 7.2.1.3 and 7.6.2 is augmented to make this fact explicit. In addition, it is proposed to correct the term “USIM cards” to say “USIM”, as the USIM is not a card but an application on the UICC and a few references which are invalid are corrected in the affected sections.
There was a comment that the text that R99 USIM should be sufficient does not imply that later USIMs are not allowed. It was agreed and will be put into the next version of 33.821.
TD S3-070266: Mobility between 3GPP and non-3GPP networks (Samsung). This contribution proposed security mechanisms for mobility between 3GPP and non-3GPP networks to achieve low latency handovers. In the SAE system, AAA server and MME will be within a single operator domain, if the operator owns both 3GPP and non-3GPP networks and it is possible to exchange the security context between the different trusted access technology authentication entities to reduce handover latency. In case if the operator consider non-3GPP network as un-trusted network, then mechanism like pre-authentication to be considered to achieve low latency handovers. 

It was not clear what security context really means. It was answered that the purpose of the document was to promp AAA server since it can be in the same operator domain and to achive low latency handover. It was postponed and improved for the next meeting. 

TD S3-070260: DoS attack against the MME in SAE/LTE network (Huawei). In TR23.882, the P-TMSI and P-TMSI signature mechanism in UMTS has been re-used in SAE/LTE. But the P-TMSI Signature mechanism in UMTS may have the risk of DoS attack. This contribution analysed the potential DoS attack against the MME and proposed a solution. It was withdrawn prior to presentation. 

7 
Planning of the specification phase
TD S3-070261: Proposed LTE-SAE security workplan (Vodafone). It was noted and it was decided to make it a living document. The revision was provided in TD S3-070290

8
Any other business

There was no other business. However, it was noted that the update version of 33.821 version 0.2.0 was provided in TD S3-070291. It would be made available by 16th April.
9
Close

The chairmen thanked all the delegates for all the hard work. The meeting closed at 16:05.

Annex A: List of documents

	Doc-2nd-Level
	Title
	Source
	New doc
	Result

	S3-070014
	LS on possible security concerns of path switch control message in eNB-UPE user plane
	RAN3
	90
	See 90 for further discussion.

	S3-070230
	pCR  to TR 33.821: Updated hierarchy of user-related keys in SAE/LTE
	Nokia, Siemens Networks
	None
	Agreed; to be put into the TR 33.821 without figure and with ed note

	S3-070231
	pCR to TR 33.821: Update on idle-to-active and active-to-idle transition
	Nokia, Siemens Networks
	None
	Agreed; to be put into the TR 33.821

	S3-070232
	pCR to TR 33.821: Update on active and idle mode mobility of user-related keys in SAE/LTE
	Nokia, Siemens Networks
	None
	Agreed; to be put into the TR 33.821

	S3-070233
	pCR to TR 33.821: Update on security algorithm negotiation
	Nokia, Siemens Networks
	288
	Agreed; to be put into the TR 33.821 without the weakness in alternative 3; Revised to 288

	S3-070234
	Key refresh in SAE/LTE
	Nokia, Siemens Networks
	None
	Noted, no decision on this, but rather contributions were requested before the 2th May 16:00 CET

	S3-070235
	pCR to TR 33.821: Update on Layered Security Approach
	Nokia, Siemens Networks
	None
	Agreed; to be put into the TR 33.821

	S3-070236
	pCR to TR 33.821: Update on UMTS AKA and Key Derivation for SAE/LTE
	Nokia, Siemens Networks
	None
	Agreed; to be put into the TR 33.821 with modifications not to delete text in 7.4.1

	S3-070237
	pCR to TR 33.821: Update on KSI usage in SAE/LTE
	Nokia, Siemens Networks
	287
	Revised to 287

	S3-070238
	pCR to TR 33.821: Editorial changes due to PDCP relocation
	Nokia, Siemens Networks
	None
	Agreed; to be put into the TR 33.821.

	S3-070239
	pCR to TR 33.821: Update on NDS/IP
	Nokia, Siemens Networks
	None
	Agreed; to be put into the TR 33.821 with editor's note on uplink integrity protection

	S3-070240
	Key change during LTE_ACTIVE
	Nokia, Siemens Networks
	None
	Noted: some study to be done and RAN informed

	S3-070246
	Key management for LTE and UTRAN
	Ericsson
	None
	Noted: proposal 1 agreed, rest for further study

	S3-070247
	Cleanup of the term 'xSIM'
	Ericsson
	None
	Agreed; to be put into the TR 33.821

	S3-070248
	On Key/AV Separation and Security Domains
	Ericsson
	None
	Arguments not strong enough to change decision of SA3 #46

	S3-070249
	Proposed reply to 'LS Verification of security principles'
	Ericsson
	280
	Revised to 280

	S3-070251
	Proposal for Modification to Baseline Key Hierarchy
	Motorola
	None
	Agreed; to be put into the TR 33.821.

	S3-070252
	Requirements on LTE Keying Structure
	Motorola
	None
	Nice to have, but not added until a measure of added complexity is determined.

	S3-070253
	A method to derive new keys at handover in LTE
	Motorola
	None
	Not accepted but a pCR is needed to define the assumption on which this is based

	S3-070256
	eNB Security Requirements
	Nokia, Siemens Networks
	
	Endorsed and sent with the liaison statement in TD S3-070283

	S3-070257
	Discussion of security algorithm negotiation in SAE/LTE networks
	Huawei
	None
	Proposal accepted with editor's note; LS to be done in May

	S3-070258
	discussion on key architecture
	Huawei
	None
	Arguments not strong enough to change decision of SA3 #46

	S3-070259
	procedure of key update
	Huawei
	287
	Revised to 287

	S3-070260
	DoS attack against the MME in SAE/LTE networks
	Huawei
	None
	Withdrawn prior to presentation

	S3-070261
	Proposed LTE-SAE security workplan
	Vodafone
	290
	Noted; Revised to 290

	S3-070263
	Notion of the tamper-resistance
	Alcatel-Lucent
	286
	Revised to 286

	S3-070264
	Requirements on implementation of security functionality at the eNodeB
	Alcatel-Lucent
	None
	No agreement could be reached on the level approach to security

	S3-070265
	pseudo-CR to 33.821: alternative solution to derive user-related keys in SAE/LTE
	Gemalto, Oberthur
	
	Not accepted as is, but some editor’s notes to be added to indicate that this needs to be added at some time

	S3-070266
	Mobility between 3GPP and non-3GPP networks
	Samsung
	None
	Postponed and improved for the next meeting

	S3-070271
	Draft agenda for the SA3 SAE ad hoc meeting
	Chairman of  3GPP TSG-SA WG3
	275
	Revised to 275

	S3-070272
	comments to Key refresh in SAE/LTE”
	Huawei
	None
	Noted, no decision on this, but rather contributions were requested before the 2th May 16:00 CET

	S3-070273
	Comments to contributions S3-070230 - S3-070240, S3-070257
	Ericsson
	None
	Noted

	S3-070274
	Comments on S3-070248 On Key/AV Separation and Security Domains” by Ericsson
	Nokia, Siemens Networks
	None
	Decision of SA3 #46 maintained

	S3-070275
	Draft agenda for the SAE ad hoc meeting
	Chairman of 3GPP TSG-SA WG3
	None
	Approved

	S3-070278
	LS Verification of security principles
	RAN2
	249
	Response in 249

	S3-070279
	LS on Location of PDCP in eNode B
	SA2
	None
	Noted

	S3-070280
	Proposed reply to 'LS Verification of security principles'
	Ericsson
	Email
	Email from 17/04 until 23/04, see report

	S3-070281
	Proposed reply to LS on possible security concerns of path switch control message in eNB-UPE user plane
	Ericsson
	285
	Revised to 285

	S3-070283
	LS to RAN3 on eNode B security
	Alcatel Lucent
	Out
	Agreed to be sent

	S3-070284
	LS on security requirements on the eNode B
	RAN2
	283
	Response in 283

	S3-070285
	Proposed reply to LS on possible security concerns of path switch control message in eNB-UPE user plane
	Ericsson
	Out
	Agreed to be sent

	S3-070286
	Notion of the tamper-resistance
	Alcatel-Lucent
	None
	Agreed

	S3-070287
	Procedure of key update and Update on KSI usage in SAE/LTE
	Huawei, Siemens Networks
	None
	Agreed; to be put into the TR 33.821.

	S3-070288
	pCR to TR 33.821: Update on security algorithm negotiation
	Nokia, Siemens Networks, Huawei
	None
	Agreed; to be put into the TR 33.821.

	S3-070289
	LS on Access Point Name Confidentiality
	SA2
	
	To be done in May meeting

	S3-070290
	Proposed LTE-SAE security workplan
	Vodafone
	
	-

	S3-070291
	TR 33.821 version 0.2.0 - Rational and Track of Decisions
	Rapporteur
	
	To be available

	S3-070293
	Draft Report for the SA3 SAE/LTE ad hoc 28-29th March 2007
	MCC
	
	-


Annex B: List of Delegates

