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Discussion and decision
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Introduction
In UMTS fresh encryption and integrity protection keys can only be established between a UE and a serving network by running a full authentication. This is due to the fact that encryption and integrity protection keys in UMTS are directly derived from the subscriber key. As a consequence, establishing fresh integrity and encryption keys in UMTS is costly. One of the advantages of the key hierarchy currently assumed for SAE/LTE is that the intermediate keys KASME and KeNB allow a UE and a serving network to establish fresh keys for encryption and integrity protection of NAS, UP and RRC traffic locally without having to run AKA.  Such fresh keys can be derived from the intermediate keys with the help of appropriate local key refresh procedures. 

In S3-070234 three key refresh procedures were suggested in order to reduce the complexity of counter handling on idle to active transitions, handover and on idle mode mobility in SAE/LTE. One of the advantages of fresh keys is that whenever fresh keys are used, the counters that guarantee that no key-stream repetition and no replay of integrity-protected messages occur can be reset to zero. This can considerably reduce the complexity of counter handling.  In particular, there is no need for the UE to store any counter values related to user plane or RRC security, when in idle mode. Likewise counter values do not have to be transferred between network entities on handover (between eNBs and/or MMEs), or send from the UE to the new MME or eNB during handover or idle to active transitions. 

The key refresh procedures suggested in S3-070234 make use of an exchange of nonces between the UE and the serving network. These nonces were used in S3-070234 to refresh the NAS protection keys and / or the RRC and UP protections keys (with the help of refreshing KeNB). The use of nonces from both sides makes an equivalent to the parameters START and FRESH used in UTRAN superfluous. In UTRAN the FRESH parameter is needed in order to protect against replay of the counter values by UE.  

The goal of this document is to detail and update the key refresh procedure for idle to active transitions suggested in S3-070234.  In particular, the more detailed procedure takes performance and synchronization concerns raised in the last meeting into account. The new analysis shows that the suggested key refresh procedure does not introduce synchronization problems and can be implemented with completely negligible effect on the performance of the idle to active procedure. 

Key refresh procedures for idle mode mobility and handover are revisited in a separate companion contributions.  

Key refresh on state transitions
According to TR 25.813, (Section 5.5.2) or TS 36.300 (Annex 2) a security context is established during the two state transitions detached-to-active and idle-to-active. State transitions from detached to idle are not currently considered by the RAN groups. We therefore do not consider detached to idle transitions in this section.

Key refresh on idle to active state transition
We propose that, on idle to active transitions without AKA, KNASenc, KNASint KeNB, KRRCenc, KRRCint, KUPenc are refreshed with the help of an exchange of nonces between UE and MME. In case MME requests a new AKA during the idle to active transition, KASME is additionally refreshed by the AKA. When KASME is refreshed then, strictly speaking, the nonces would not be needed to obtain fresh lower layer keys, but we propose to use them also in this case to have a uniform handling of key derivation. 

In the following Figure 1 the key refresh procedure is detailed based on one of the security mode command (SMC) procedures (Alternative 2) included in the current version of TR 33.821, section 7.4.13.4.1. The same key refresh procedure could, however, also be used if another SMC procedure was selected. In any of these procedures, MME can include NonceSN in the (NAS) security mode command message and protect the message with the new NAS integrity key. 
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Figure 1: Key re-fresh on idle to active transitions
1: UE includes NonceUE in the initial layer 3 message. This message is protected with the old NAS keys

2: MME optionally requests a new run of AKA to refresh KASME
3: MME selects NonceSN and includes it in security mode command. MME derives KeNB, KNASenc, and  KNASint  from NonceUE , NonceSN and the KASME generated during the last AKA run by  
(1) KeNB = KDF (KASME  || NonceUE || NonceSN || “eNB key” || [other])
(2) KNASenc = KDF (KASME || NonceUE || NonceSN || “NAS encryption” || [other])
(3) KNASint = KDF (KASME || NonceUE || NonceSN || “NAS integrity” || [other])
4: MME transfers the fresh KeNB to eNB 

5: MME includes NonceSN and replays NonceUE in the security mode command sent to eNB. The security mode command is integrity protected with the new NAS key (NAS-MAC).

6: eNB derives the RRC and UP keys from the received fresh KeNB  by 

(4) KUPenc = KDF (KeNB  || “UP encryption” || [other]) 
(5) KRRCenc = KDF (KeNB  || “RRC encryption” || [other])
(6) KRRCint = KDF (KeNB  || “RRC integrity” || [other])
7: eNB includes the security mode command message in the radio resource setup message. This message is protected with the new RRC integrity key (RRC-MAC). 

8: UE derives KNASenc,  KNASint , and KeNB from KASME,  NonceUE , and NonceSN as in (1), (2), and (3) above and derives  KRRCenc, KRRCint, KUPenc  from the fresh  KeNB according to (4), (5), and (6) above.
9: UE sends the radio resource setup acknowledgement message to RRC, encrypted and integrity protected with the new RRC keys. This message includes the security mode complete message, which is protected with the new NAS keys. 
10: eNB verifies the integrity protection on the RRC message and forwards the security mode complete message to MME.
11: MME verifies the integrity protection on the security mode complete message.

Key refresh on detached to active state transition

The current assumption in TR 23.813 (Section 5.5.2) is that in detached mode no security context is stored. As a consequence, on detached to active transitions, a new authentication and key agreement has to take place.  In this case, the initial layer 3 message sent from UE to MME is sent unprotected (KSI invalid), but the rest of the key derivation is handled in the same way as on idle to active transitions with AKA. 

Purpose of the key refresh procedure

When the key refresh procedure is used on idle to active transitions, then UE does not have to store any counter values related to RRC integrity protection and encryption and UP encryption when in idle mode. Instead, on each idle to active transition counters can be reset to zero. Thus the complicated START value mechanism used in UTRAN can be avoided. This mechanism caused a lot of discussion during the development of the UTRAN security architecture and ended in the definition of a complicated computation rule that has to be executed on ME (from TS 33.102): 

 “The ME and the RNC initialise the 20 most significant bits of the RRC HFN (for integrity protection), the RLC HFN (for ciphering) and the MAC-d HFN (for ciphering) to the START value of the corresponding service domain; the remaining bits are initialised to 0. Also the RRC SN (for integrity protection) and the RLC SN (for ciphering) are initialised to 0.

During an ongoing radio connection, the STARTCS value in the ME and in the SRNC is defined as the 20 most significant bits of the maximum of all current COUNT-C and COUNT-I values for all signalling radio bearers and CS user data radio bearers protected using CKCS and/or IKCS, incremented by2, i.e.:

STARTCS' = MSB20 ( MAX {COUNT-C, COUNT-I | all radio bearers (including signalling) protected with CKCS and IKCS}) +2.

-
If current STARTCS < STARTCS' then STARTCS = STARTCS', otherwise STARTCS is unchanged.

Likewise, during an ongoing radio connection, the STARTPS value in the ME and in the SRNC is defined as the 20 most significant bits of the maximum of all current COUNT-C and COUNT-I values for all signalling radio bearers and PS user data radio bearers protected using CKPS and/or IKPS, incremented by2, i.e.:

STARTPS' = MSB20 ( MAX {COUNT-C, COUNT-I | all radio bearers (including signalling) protected with CKPS and IKPS}) +2.

-
If current STARTPS < STARTPS' then STARTPS = STARTPS', otherwise STARTPS is unchanged.

“

This rule, if extended to LTE, would have to become even considerably more complicated as more security associations need to be considered. 

The suggested key refresh procedure makes the definition of one or more equivalent START values for RRC, UP and NAS traffic unnecessary. 

In addition, the use of nonces makes an equivalent to the FRESH parameter used in UTRAN superfluous. Moreover, the procedure does not require any configurational effort from the operator setting thresholds on key-lifetimes for UP and RRC keys that are valid across MMEs.  
Performance Considerations

Agreed assumptions:

1. According to the current working assumptions in RAN and SA2, UE context is stored in MME only if UE is in idle mode. As a consequence, MME has to provide eNB with key material upon idle to active transitions. 

2. According to the current working assumptions on the key hierarchy in SAE/LTE of SA3, MME derives KeNB from KASME during idle to active transitions using eNB-ID as one of the input parameters. MME then transfers KeNB to eNB, and eNB derives RRC and UP keys from KeNB. UE derives these keys in an analogous fashion. 

The key refresh mechanism described in Section 2, requires MME to use NonceUE and NonceSN as parameters in the derivation of KeNB. As a consequence, MME cannot derive KeNB before obtaining NonceUE in the initial layer 3 message. However, before receiving the initial layer 3 message, MME does not know which eNB-ID to use to derive KeNB anyway, such that the key refresh mechanism does not add any latency on the MME side when compared to using eNB-ID as parameter in the key derivation only. Nevertheless, MME derives fresh NAS keys during idle to active transitions as well, such that two parallel key derivations on the MME add to the overall latency of an idle to active transition.

UE has to wait until it receives the NonceSN in the security mode command message before it can derive KeNB, KNASenc,  KNASint KRRCenc, KRRCint, and KUPenc. KeNB, KNASenc,   and KNASint can be derived from KASME in parallel. Similarly KUPenc, KRRCenc, and KRRCint can be derived from KeNB in parallel, such that the usage of the key refresh procedure adds a minimum latency of two key derivations before UE can answer the security mode command message.  

Assume that KASME is no more than 256 bits, and the nonces NonceSN  and NonceUE  are 128 bits each, and assume that the fresh keys are computed by hashing the concatenation of KASME, NonceSN  and NonceUE, and some additional constant bits that ensure that the different keys are different. Then the derivation of a fresh key requires hashing a message of no more than 80 byte. According to [1], it should be possible to compute a SHA-1 hash of 80 bytes on a 104 MHz 32 bit processor within less than 20 microseconds
. As a consequence, the proposed key refresh procedure should add no more than 60 microseconds of latency to the idle to active transition.  The key refresh procedure should therefore even be applicable if a fast active-to-idle-to-active transition is used to get new keys into use during ongoing sessions. 
Compared to a START value and FRESH value based mechanism, the key refresh procedure does not add any communicational overhead as UE sends NonceUE  instead of START to the network, and the MME adds NonceSN  instead of FRESH to the security mode command. 
Synchronization Considerations
During the last SA3 meeting concerns were voiced that UE and the serving network may be unsynchronized with respect to the nonces they use during key derivation. In this section, we show how the above key refresh procedure guarantees that UE and the serving network use the same nonces. 

The NonceUE is selected by UE and included in each initial layer 3 message. UE stores the last NonceUE it selected until it selects a new NonceUE. An initial layer 3 message is sent on each idle to active transition, regardless of whether the transition is initiated by the network (paging) or by UE. As the initial layer 3 message is protected with the old NAS keys, MME is ensured to receive NonceUE correctly. MME always stores the latest received NonceUE. The NonceSN is generated by MME and included in the security mode command message sent to UE via eNB. In addition, MME includes the latest received NonceUE in the security mode command. Upon receipt of the security mode command message, UE checks the NonceUE included in the security mode command against the NonceUE it currently stores. If the two nonces do not coincide, an error case occurs. The RAN groups will need to study in more detail how this error case will be handled. E.g. UE could simply send a new initial layer 3 message to MME including a new NonceUE.

NonceUE is not included in the security mode command for cryptographic reasons as the UE would detect that it used the wrong nonce when trying to verify the integrity of the received message but to allow the UE to identify the source of the error more quickly. 
Conclusion

 In this document a key refresh procedure for idle to active transitions was described and evaluated. It was shown that the procedure makes the storage of counter values in UE during idle or detached mode superfluous, that the procedure adds only negligible latency to the idle to active transition and that it does not create any synchronization problems. The performance analysis also shows that the key refresh mechanism will even be usable when fresh keys are to be taken into use during ongoing sessions by going through an active-to-idle-to-active cycle. 

We propose that SA3 adopts the proposed procedures as working assumption on how to ensure key freshness and thus ensure an easy counter handling on idle to active transitions within SAE/LTE and include the above text in TR 33.821. 
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� Note that UE and the network entities will still need to maintain counters for NAS, UP and RRC while in active mode and for NAS while in idle mode. However, START values will not have to be maintained in idle mode and transferred from UE to the network on idle to active transition.


� According to [1], SHA1 requires 25 Cyles / Byte on a 32 bit processor. In order to hash 80 bytes on a 104 MHz processor with SHA1 can therefore be expected to take  25 * 80 / 104 *106  which is roughly 19,3 * 10-6 seconds or 19,3 microseconds. 


� The integrity protection on the initial layer 3 message guarantee that the messages cannot be misused for denial of service attacks.
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