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Discussion and decision

______________________________________________________
Introduction
The goal of this document is to describe key handling for idle mode mobility. The proposal differs from the one originally suggested in S3-070234. Instead of the nonce-based approach we now propose to reuse NAS keys after idle mode mobility and transfer the state of the counter values between MMEs. 

The reasoning behind this new suggestion is that, as opposed to the idle to active case, where UE would have to provide the network elements with START values computed for all security associations, in case of idle mode mobility the counters  for NAS protection can be transferred between MMEs. Such a transfer of counters between MMEs seems slightly less complex compared to the nonce-based key-refresh approach and seems to have the same effect as far as avoiding key stream repetition and replay detection are concerned. 

Compared to our suggestion for handover, on idle mode mobility we do not propose to hash the NAS keys and KASME before transferring them, which would have the advantage of providing forward secrecy for the NAS keys. The reasoning behind this is that MMEs can be assumed to be particularly hard to compromise and thus NAS key compromises due to weaknesses in previous MMEs seem less of a risk than UP or RRC key compromises due to weaknesses of eNBs. This also hides inter-MME handovers (“change of MME”) from the UEs as they do not know if the same or new MME is serving the new TA. In addition, we suggest to study further whether a procedure should be designed that allows to derive fresh NAS keys from the same KASME by a variant of the security mode command procedure at any time, while a UE is in idle mode. Note that it is always possible to run AKA and obtain fresh KASME and NAS keys at any time during idle mode.

Key handling on idle mode mobility

Upon idle mode mobility the old MME shall include the current values of the counters for NAS integrity and NAS encryption, as well as the old NAS keys and KASME in the MME context response message during tracking area updates. The procedure is illustrated in Figure 1: 
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Figure 1: Key handling on idle mode mobility
1. UE sends a tracking area update (TAU) request to the network and eNB forwards it to the new MME

2. New MME sends an MME context request including the TMSI (and optionally the TAU request, not decided yet) to the old MME
3. If the TAU request was included in the MME context request by the new MME (pending decision according to 23.401), the old MME verifies the TAU request.
4. The old MME sends back an MME context response to the new MME including the TMSI, KASME, KNASenc, KNASint as well as the current counter values for NAS to the new MME. 

5. If the TAU request was not sent to the old MME for verification, the new MME now verifies the TAU request using the received security context. 
6. Optionally, the new MME initiates a new authentication

7. …[Rest of TAU procedure, see TS 23.401, Section 5.3.1]
Conclusion

In this document we suggested to reuse NAS keys after idle mode mobility and transfer counter state between MMEs to guarantee that key streams do not repeat. As additional future action we propose to specify a key refresh procedure that allows changing the NAS keys locally at any operator-set time for a UE in idle mode. Such a procedure shall be initiated by the MME.  

We propose that SA3 adopts the proposed procedures as working assumption on how to handle keys during idle mode mobility and includes the above text in TR 33.821. 
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