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1 Introduction

During SA3#46bis, it was decided that SA3 should decide which mechanism to use for deriving new keys at eNB to eNB handovers in LTE_ACTIVE mode. This contribution presents a previously discussed solution [S3-060236] in terms of the current security architecture and LTE key hierarchy (which did not exist at the time S3-060236 was introduced).
Whenever the term "handover" is used below, it shall be read as "eNB to eNB LTE_ACTIVE mode handover". Furthermore, subscripts of keys are written using an underscore, e.g., KeNB is written K_eNB.

2 High level description

On a high level, the proposal in S3-060236 can be described very shortly. When a UE is handed over from one eNB to another, the source eNB puts the K_eNB (and possibly other parameters) through a one-way function to produce a key K_eNB', which is sent to the target eNB. The UE performs the same K_eNB transformation, and the keys used to protect UP and RRC in the target cell are derived from K_eNB', both by the UE and by the target eNB. (If other parameters, besides K_eNB, are used in the derivation, we for now assume that these parameters are known by the UE.)

The scheme is depicted in Figure 1.
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Figure 1. High level view of the key derivation scheme
3 Benefits of changing K_eNB

As discussed earlier, e.g. in TR 33.821 and S3-060236, there are several benefits in changing the K_eNB in the source eNB before handing it over to the target eNB at handover as described in Section 2:
· Backward security for the source keys: a target key compromised while used by the target entity cannot be used for impersonation of any source entity or for decrypting previously recorded traffic exchanged between the source entity and UE.

· When the K_eNB is always fresh after a handover, there is no risk in re-using sequence numbers for the encryption and/or integrity protection. This implies that there is no need to synchronize any sequence numbers between the UE and the eNB. It also means that sequence numbers can always start from zero after each handover so each eNB can locally decide if UP key needs to be updated due to sequence number exhaustion. This holds because the sequence number directly indicates how many packets that have been ciphered under a given key.

· The MME does not have to be involved in the derivation of the new keys.

· The cost of the solution is an application of a key-derivation in the UE and in the source eNB.

· There is no requirement to send any explicit synchronization information between the eNBs and the UE.

3.1 Other approaches for changing K_eNB

Under the assumption that the MME, as noted above, should not need to be involved in deriving keys at handover there are still other ways that the K_eNB could be locally refreshed. An alternative approach that was described in S3-070234 is to add randomness by having the source and/or target eNB or UE provide nonces as input to the key derivation. This still does not achieve “forward” security, since the nonces are publicly known data, it does not add entropy to the key, and it introduces a need for explicit synchronization with the UE by signalling the nonce values over the air interface. 

While the nonces (as noted) do not add entropy, it could perhaps be argued that not using nonces could decrease the entropy. This is a well understood property of one-way functions. Specifically, a (deterministic) function, f, maintains entropy if and only if f is a one-to-one mapping. Thus, by proper choice of f (a one-to-one one-way function), entropy will be maintained.

4 Detailed description

This section will describe how the high level solution outlined in the Section 2 can be integrated in the signaling flow defined by RAN2 in TS 36.300. Figure 2 shows the message sequence chart from TS 36.300, augmented with the necessary modifications for the proposed mechanism, for reference in the description following. 

When a UE in LTE_ACTIVE mode is to be handed over from a source eNB to a target eNB, the source eNB derives the K_eNB' from the K_eNB by applying a one-way function (processing step 3 in Figure 2). The source eNB presents the target eNB with a handover request message (message 4). This is the only signaling message sent from the source eNB to the target eNB during the handover procedure and is therefore used to transfer the newly derived K_eNB'.

Message number 7, sent from the source eNB to the UE is still protected by K_RRC-enc and K_RRC-int derived from the original K_eNB.

Before sending message number 10 to the target eNB, the UE derives the K_eNB' by applying the one-way function to the K_eNB. From message number 10 and onwards, the UE and the target eNB use K_RRC-int, K_RRC-enc and K_UP-enc derived from K_eNB'. Note that message 8 and 9 exchanged between the UE and the target eNB are on layer 1 or 2, and are hence not protected in any way. 

Which messages that are protected by RRC/UP keys derived from K_eNB and K_eNB' respectively are depicted by the red and blue boxes on the left in Figure 2. 
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Figure 2. Message sequence chart for LTE_ACTIVE mode handover in LTE from TS 36.300 v8.0.0. Messages flanked by the (upper) red box are protected by K_RRC-enc, K_RRC-int and K_UP-enc derived from the original K_eNB, and the messages flanked by the (lower) blue box are protected by K_RRC-enc, K_RRC-int and K_UP-enc derived from the K_eNB'.
5 Synchronization issues

One may be worried that the UE and the eNB somehow could lose synchronization w.r.t. the K_eNB, i.e., that either the UE or the eNB transforms the key but the other does not.

The high level principle is that from message 10 (the first protected message to the target) the UE uses K_eNB’ (and its derived keys) for all communication towards the target eNB. Should there be any traffic/signalling still needed towards the source eNB (e.g. if some error condition occurs as discussed below), the UE shall use K_eNB for that traffic. When the hand over is successfully completed, the UE can safely flush the original K_eNB.
On a more detailed level, to accommodate possible failures of the handover, the UE keeps the RRC/UP context of the source eNB until the handover is deemed successful (this includes the original K_eNB). This means that, either the handover succeeds and the one-way function has been applied exactly once, both by the target eNB and the UE, or the handover is not successful, and in that case the UE goes into link-failure state.

From TS 36.300, the behavior of the UE when it goes into link-failure state can be seen:
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Figure 10.1.6: Radio Link Failure

Table 10.1.6 below describes how mobility is handled with respect to radio link failure:

Table 10.1.6: Mobility and Radio Link Failure

	Cases
	First Phase
	Second Phase
	T2 expired

	UE returns to the same cell
	Continue as if no radio problems occurred
	Activity cannot be resumed without interaction between UE and eNB

Procedure to be used is FFS

Normally not  via RRC_IDLE
	Go via RRC_IDLE

	UE selects a different cell from the same eNB
	N/A
	FFS
	Go via RRC_IDLE

	UE selects a cell of a different eNB
	N/A
	Go via RRC_IDLE
	Go via RRC_IDLE


As can be seen from the above, if the UE detects the radio problems, it either goes back to the source eNB, and in that case the original K_eNB will be used. In case the UE selects another eNB, it will use the K_eNB', and the target eNB will have been given the K_eNB' by the source eNB together with the rest of the UE parameters. In case the UE fails to connect to any cell before T2 expires, it will go into RRC_IDLE. Going to RRC_ILDE also implies that the UE goes into LTE_IDLE. When the UE goes back into LTE_ACTIVE, the eNB it connects to will fetch the K_eNB together with the UE context from the MME.
This means that both the UE and the RAN will either

· have the same opinion on whether to use K_eNB or K_eNB’ (i.e. whether the one-way function was applied or not), or,

· have the same opinion that the UE has lost radio connectivity, and has gone into RRC_IDLE/LTE_IDLE, in which case a new K_eNB will be used when the UE goes back into LTE_ACTIVE.

6 Conclusion and Proposal

The mechanism described above provides several benefits, both from a security perspective and from a efficiency perspective. The mechanism is simple, and does not require any signaling of synchronization information over the air-interface. It provides simplified sequence number handling. It provides some added security if one compares to the option of not updating the key at all. Moreover, it provides the same level of security as somewhat more elaborate, nonce-based, schemes, but does not share the signaling overhead associated with such schemes.

It is proposed that the mechanism is agreed by SA3 as the mechanism to use for changing K_eNB at handover and that Sections 2 to 5 are included in TR 33.821.
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