3GPP TSG SA WG3 (Security) meeting #47
S3-070468
Tallinn, Estonia, 22 – 25 May, 2007


Title:


LS on HTTP Digest
Response to:

13tTD559r4 = S3-070442



Release:
3GPP Release 8
Work Item:
FBI-SEC

Source:
3GPP SA3 (GSM and UMTS security working group)
To:
TISPAN WG3, TISPAN WG7
CC:


Contact Person:


Name:
Steve Dotson


Tel. Number:
303 6613372
E-mail Address:
s.dotson@cablelabs.com
Attachments: S3-070467
Introduction 

3GPP SA3 thanks TISPAN WG7/TISPAN WG7 for their Liaison to 3GPP SA 3 on recent ETSI TISPAN decisions and progress on HTTP digest LS (13tTD559r4 = TD S3-070442). 
In their LS to SA3, TISPAN WG3/TISPAN WG7 informed SA3 on recent decisions taken and progress made by ETSI TISPAN WG3 and WG7 related to HTTP Digest for NGN Release 1, co-existence, and NGN Release 2. The information included the following: 

· Authorization header was made mandatory for HTTP Digest NGN Release 2 to facilitate the use case "shared IMPU" (CR 13tTD440r3)

· No consensus could be reached on the problem "IMPI handling by I-CSCF" in NGN Release 1

· Started detailing the stage 3 specification of HTTP digest in NGN R2 under WI 03114. It is proposed that 3GPP considers the TISPAN work as input to IMS Release 8. WG3 approved CR 13tTD427r2 contained new procedures related to Digest.

· WG3 approved a new work item (WI 03120) for NGN Release 2 of TS 238 003 including support of HTTP Digest authentication (CR 13tTD436r2)

· WG7 is also interested to hear SA3 feedback and planned further steps in the area of TR 33.803 and HTTP digest in 3GPP Release 8. 
Response to actions on SA3

With reference to the SIP digest  authentication mechanism, SA3 discussed related CR contribution S3-070454 which contains proposed (Stage 2) Digest and TLS procedures to be added to 3GPP TS 33.203 Rel-8. 

Related contribution S3-070443 contains comments against CR S3-070454. Related contribution S3-070404 contains a potential MITM attack when signalling security is disabled in environments where integrity of messaging is not provided by some other means.

The output of the discussions was a working baseline for 3GPP TS 33.203 procedures for SIP Digest authentication in IMS which is provided to TISPAN WG3/WG7 in S3-070467. 

With reference to the SIP digest approach being approved by TISPAN during TISPAN #13ter meeting, SA3 see the following main differences:  

· The nonce is generated in UPSF/HSS (instead of S-CSCF); 
· TISPAN is not considering a SIP digest mutual authentication.  
SA3 recognize that the approaches currently under consideration within 3GPP and TISPAN are different, however, in order to comply with the ongoing common IMS process, SA3 aim to a single SIP digest specification complying with the needs of all non-3GPP networks allowed to use SIP digest as authentication mechanism to access IMS. For this reason, SA3 would like to investigate if the attached Stage 2 proposal can be accepted by TISPAN, prior submitting it to the 3GPP SA Plenary for approval. 

SA3 is willing to consider the TISPAN feedback and to discuss possible improvements, to get general consensus as soon as possible on the SIP digest authentication mechanism to be specified. 

SA3 believe that the SIP digest activity currently ongoing in TISPAN is focused on the Stage 3 and does really address the Stage 2. SA3 also believe that 3GPP TS 33.203 Rel-8 is the most appropriate specification to document the Stage 2 of the agreed SIP digest mechanism. Moreover, as the common IMS process aims to move the IMS-related specifications to 3GPP in the following months, SA3 believe that a work split is needed to speed up the activity in subject, avoiding possible overlapping/inconsistencies between the two standardization bodies. 

According to this, 3GPP SA3 would like to propose to TISPAN the following operative way forward:  

· TISPAN and 3GPP will cooperate to agree as soon as possible on a SIP Digest solution. 
· The Stage 2 of the agreed SIP digest solution will be under the responsibility of 3GPP SA3 and TISPAN will not initiate any activity on the same area.  

· TISPAN WG3 maintains the responsibility of the related Stage 3 according to the time schedule set by the common IMS process. 

Referring to the TR 33.803, SA3 believe that its current status of Technical Report would not comply with the common IMS process. For this reason, SA3 believe that the content of TR 33.803 should have to become normative for Rel-8, but a decision on this specific issue has not been taken yet. 

Finally, SA3 would like to the take opportunity of this LS to inform TISPAN WG3 and WG7 that: 

· The TR 33.803 Rel-7 will be submitted to the 3GPP SA Plenary #36 (4-7 June 2007) for approval as TD S3‑070492  

· The original Proposed CR on Update to procedures to allow SIP Digest and TLS in IMS, TD S3-070454 contained an Annex  (i.e. Annex “O”) specific on Enhancements to the access security to enable TLS. After discussion the above mentioned TD S3-070443, SA3 believe that the TLS issue needs further studies. However, possible TISPAN feedback on the TLS specific aspect would be certainly helpful to speed up the common IMS process. 
Actions to TISPAN WG3/TISPAN WG7: 
TISPAN WG3/TISPAN WG7 are kindly asked: 
· to review the attached document to determine what technical differences exist between the SA3 agreed Stage 2  baseline of IMS SIP Digest and current Stage 3 procedures defined by TISPAN WG3.  
· If the attached Stage 2 baseline cannot comply with the TISPAN needs, TISPAN WG3/TISPAN WG7 are kindly asked to provide 3GPP SA3 with the suggested changes/improvements to be discussed and possibly implemented in the definition of SIP Digest procedures (3GPP TS 33.203) during 3GPP SA3#48 meeting.  

· to provide feedback on the proposed work-split.  

· to take note of the TR 33.803 status and to its Rel-8 expected evolution. 

Date of Next TSG-SA3 Meetings:
3GPP SA3#48, Montreal (CA), 10 - 13 July 2007

3GPP SA3#48, Munich (DE),    9 - 12 October 2007

