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1. Overall Description:

SA3 thanks CT4 for their LS on Authentication Failure and Authentication Timeout.

SA3 provides answers to the questions raised by CT4 in the following sections of this LS.
2. Answers:

Q1: According to the section 5.4.1.2.3 of the TS 24.229, if one Public User Identity is registered, the S-CSCF shall keep the registration state of the Public User Identity unchanged when the authentication fails or the authentication timeout occurs. It seems that it may not be clear, whether the S-CSCF will send the SAR to the HSS indicating authentication failure or timeout. If not, whether and when the S-CSCF will send SAR indicating that the authentication fails or the authentication timeout occurs if the Public User Identity is already registered.
A1: Section 6.1.2.3 of the TS 33.203 states:

“If the S‑CSCF does not receive a response to an authentication challenge within an acceptable time, it considers the authentication to have failed. If the IMPU was not already registered, the S‑CSCF shall send a Cx-Put to the HSS to set the registration-flag for that IMPU to Not registered or  unregistered (see message CM3 in clause 6.1.2.2). If the IMPU was already registered, the S‑CSCF does not change the registration-flag.”.

Sending “a Cx-Put to the HSS” in this case is equal to sending SAR. For initial registrations SAR being is sent upon an authentication failure or a timeout (when reg-await-auth times out). SAR is not being sent for re-registrations.
Q2: Another question is on that if the IMPU is not currently registered such as in unregistered state or not registered state, what the HSS will behave when it receives Cx-Put from the S-CSCF indicating that the authentication fails or authentication timeout occurs, i.e. whether to keep the S-CSCF name and set the registration-flag in the HSS to unregistered, or to clear the S-CSCF name and set registration-flag in the HSS to Not registered. In other words, if the IMPU is not currently registered, when to keep the S-CSCF name and set the registration-flag in the HSS to unregistered, and when to clear the S-CSCF name and set registration-flag in the HSS to Not registered, and whether the S-CSCF needs to indicate to the HSS in the Cx-Put message what to do.

A2: Section 6.1.2.2 of the TS 33.203 states:

“Upon receiving SM9, which includes the cause of authentication failure, the S‑CSCF shall set the registration-flag in the HSS tounregistered or Not registered, if the IMPU is not currently registered. To set the flag the S‑CSCF sends in CM3 a Cx-Put to the HSS. If the IMPU is currently registered, the S‑CSCF does not update the registration flag.”, 
TS 24.229 sec 5.4.1.2.3 Abnormal Cases states:

NOTE 6:
If the timer reg-await-auth expires, the S-CSCF will consider the authentication to have failed. If the public user identity was already registered, the S-CSCF will leave it registered, as described in 3GPP TS 33.203 [19].
If the user is Registered and authentication fails or the timer reg-await-auth expires at the S-CSCF, de-registration the user could lead to a denial of service attack. Thus, the S-CSCF shall not send SAR to the HSS, if the user is registered. 
If the user is unregistered or not registered, the S-CSCF will not send SAR, upon authentication failure or upon the timer reg-await-auth expiration. In that case the HSS behaviour remains the same: the registration state for the IMPU does not change. 

3. Actions:

To CT4 and CT1  groups.

ACTION: 
SA3 would like CT4 to take into account the answers provided in this LS with regards to the CT4 questions. Should CT4/CT1 require further clarification, SA3 may consider making appropriate changes in its Section 6.1.2.2 of the TS 33.203 (Stage 2) to better comply with TS 24.229 (Stage3).

4. Dates of Next SA3 Meetings:

SA3#48
10th – 13th July 2007

Montreal, Canada
SA3#49
9th – 12th October 2007

TBD
