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Discussion

This purpose of this document is to analyze the relation between separate key identity and key derivation。
The following is a separate key identity method was listed in section 7.4.6 in 33.821.

· Separate key identity for KASME, RRC, NAS and UP keys

In this case the identities are called KSIASME, KSINAS, KSIRRC and KSIUP respectively. If one of these keys (or key pairs) is invalid, the corresponding identity would be set to “111” to inform MME. For example, if key pair KeNB-RRC enc/KeNB-RRC int is invalid, KSIRRC would be set to “111”. 

Similarly as in case of KSIASME identity only if KASME is invalid, KSIASME would be set to “111” and authentication procedure shall be performed to update all the keys. How to use the different key identities is out of the scope of this section..

However, we think whether separate key identity for RRC and UP keys is used should depend on the key derivation method，consider the following key derivation method listed in section 7.4.3.1 in 33.821。
Alternative-1: Specified KDF function in TS 33.220 Annex B. 

SAE_keys = KDF (Ks, "static string", RAND, IMPI, SAE_Ids)

Where:

Ks is generated by concatenating CK and IK. IMPI could be obtained from the IMSI as specified in TS 23.003. SAE_ids could be e.g MME_id, eNB id and SAE-GW_id or MME’s, eNB’s and SAE GW’s names. 

SAE_keys will express then MME_key, UP_key, RRC_key.

“static string” could be “LTE_CK” and “LTE_IK” to generate CKs and IKs.

In this case, the only different parameter between RRC key derivation parameter and UP key derivation parameter is static string，it is static and wouldn’t be modified. Update RAND（such as C-RNTI）will led to update RRC key and UP key, In this case, separate key identity for RRC and UP keys have no more meaning, it will be redundancy。
Conclusion

Whether to separate key identity for RRC and UP keys should depend on the key derivation method, in some case, RRC key and UP key can use same key identity, i.e., the following separate key identity method can be used in LTE/SAE.

· Separate key identity for KASME, AS, NAS keys

In this case the identities are called KSIASME, KSINAS, KSIAS respectively. If one of these keys (or key pairs) is invalid, the corresponding identity would be set to “111” to inform MME. For example, if any of the three keys KeNB-RRC enc/KeNB-RRC int/KeNB-UP is invalid, KSIAS would be set to “111”. 

本文所有信息为中兴通讯股份有限公司内部信息，未经允许，不得外传  第1页，共2页

