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Introduction

SA2 sent an LS (S2-071566 = S3-070289) requesting SA3 to investigate APN integrity and confidentiality. This contribution proposes a response to that LS. 

Discussion 

In their LS to SA3, SA2 ask the following question:

SA2 kindly requests SA3 to investigate APN integrity and confidentiality, that means, whether it is acceptable from security point of view that the UE sends the PDN information before establishing the NAS signalling security.

The APN that a UE wishes to connect to may, in some cases, be considered private information, since it can reveal information related to the accessed service. To ensure the appropriate level of security, the APN should be encrypted over the air. Furthermore the APN is associated with some specific characteristics, e.g. specific charging principles. Data transmitted via an APN may be more expensive than the same data transmitted via some other APN.  For this reason it is appropriate to ensure integrity protection of the APN over air. 

As the APN is carried in NAS signalling, this implies that NAS signalling security is established before the UE transmit the APN over the air. 

Conclusion 

The above discussion provides some reasons for (both confidentiality and integrity) protecting the APN and hence it is proposed that SA3 response to SA2 along the following lines:

SA3 believes that the UE should not send the APN over the air until the NAS signalling security has been established. 
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