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Discussion and decision
______________________________________________________________________________________________
Introduction
In SA3’s meeting ah-26478, an extensive discussion was conducted on whether the keys (specifically the key KeNB and keys derived from it) should be required to be independent at different eNodeBs. SA3 concluded that it was not necessary to impose such a requirement for independence. It was decided to summarize the rationale for the decision in the working document TR33.821 (see the meeting report S3-070293). This document proposes a pseudo-change request for TR33.821 for the same. 
Proposed changes to TR 33.821 v0.2.0
******************BEGIN CHANGES ********************************************************

7.4.X
 Discussion on independence of keys at different eNodeBs 

A discussion was conducted on whether a requirement should be imposed that the keys used by a UE at different eNodeBs (specifically the key KeNB) be independent of each other or not. Such a requirement would imply, for example, that when a handover is executed, the key KeNB used by a particular UE at the target eNodeB after handover must be independent of the KeNB used by the UE at the source eNodeB prior to the handover. (See S3-070252 for arguments that were advanced in favour of such a requirement.) It was concluded that such a requirement is not necessary, based on the following reasoning: 

· It will be assumed that a source eNodeB in a handover securely deletes the KeNB for the UE as soon as the handover of the UE to a target eNodeB is complete. Thus, any compromise of the source eNodeB after the handover is completed cannot reveal the key KeNB that was used by the UE at the source eNodeB prior to the completion of the handover. Further, it is computationally infeasible for an attacker to obtain the KeNB used by a UE at a particular eNodeB by cryptanalysis only without also physically compromising the eNodeB, since the keys that are actually used over the air are derived from KeNB by a one-way function. Thus the only possible way for an attacker to obtain KeNB for a particular UE is by physically compromising the eNodeB while the UE is connected to that eNodeB. 
· If an attacker manages to compromise the UE’s KeNB at a particular eNodeB while the UE is still connected to that eNodeB, then UE’s communications are compromised irrespective of whether the handover keying method ensures independence of keys at handover or not. 

Hence there is no need to impose a requirement that the method of key derivation at handover must ensure independence of the new KeNB after the handover from the old KeNB.

Note that the above reasoning and decision do not imply that the keys KeNB used by a UE at different eNodeBs need to be identical, only that it is not required that they be independent of each other. There may be other reasons for changing the KeNB used by a UE at handover, for example to simplify the initialization of various counter settings at handover etc.
It was noted that measures need to be put in place to detect a physical compromise of the eNodeB, and quarantine that eNodeB by disabling its communications with other network elements and the UEs that are connected to it when the compromise is detected. The details of such measures are ffs.

******************END CHANGES ********************************************************
Conclusion

We propose to update the current version of TR 33.821 with the text provided in the preceding section, with a suitable section number to be assigned by the editor.

References

TR 33.821: Rationale and track of security decisions in Long Term Evolved (LTE) RAN / 3GPP System Architecture Evolution (SAE) (Release 8), v0.2.0, Apr. 2007.
S3-070252: Requirements on LTE keying structure, Motorola, Mar. 2007.

S3-070293: Draft Report for the SA3 SAE/LTE ad hoc on SAE/LTE Security, SA3#46b, Sophia-Antipolis, France, Mar. 2007.


















































































































PAGE  
1

