1

3GPP TSG SA WG3 Security — SA3#47
S3-070382
22 – 25 May 2007, Tallinn, Estonia
--------------------------------------------------------------------------------------------------------------------------------------






  

Source:
Ericsson
Title:

Pseudo-CR: Device-ID of the Remote Device on the local interface
Agenda item:
6.15.2 (PNPAN-key)
Document for:
Discussion and decision

-----------------------------------------------------------------------------------------------------------------------------------------------
Introduction

The long term device identity  of the Remote Device in TS 33.259 [1] could be the IMEI. But IMEI is just one example of a possible identity that can be used in  TS 33.259.  We don’t know today what other types of device identities that may come in the future. (Note that the definition of any other types of identity which uniqly identifies the Remote Device, is out of the scope of TS 33.259. )
These long term device identities can be used to track the movement of a particular user. It is considered good security design avoid sending device or user identities in clear in order not to compromise the user privacy. 
It is much more easy to attack a local interface like Bluetooth, WLAN, IrDA, NFC and the like, compared to a wideband interface. It would be rather easy for someone that wishes to get hold of the device identity to do so. Hence, if it is possible to design the protocol such that the long term device identity is NOT revealed, then we think that the protocol shall be design in that way, unless it gives some other significant complexity or performance penalties. In this case, we think it is indeed possible to design the protocol without such drawbacks. A simple solution which requires little effort to support could be introduced. Why should you reveal the long term device identity in the protocol if that can easily be avoided?

There are many works and papers that have been devoted to this subject. See for example [2] and [3].
Proposal

This p-CR proposes to add a new requirement to chapter 4.4.1 in TS 33.259 [1] on general requirements. 
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4.4
Requirements and principles for key establishment between a UICC Hosting Device and a Remote Device
4.4.1
General requirements 
The following requirements and principles are applicable to the procedure for key establishment between a UICC Hosting Device and a Remote Device: 

· The UICC Hosting Device and the Remote Device shall be able to establish a shared key (i.e. Ks_local_device);

· The UICC Hosting Device shall be trusted;

NOTE 1:
The definition of trusted UICC Hosting Device is out of scope of the specification. The UICC Hosting Device could be compliant to requirements defined in TCG specifications or 3GPP SA3 Technical Report on “Trust Requirements for Open platforms in 3GPP”.
· The Remote Device shall be trusted;

NOTE 2:
The definition of trusted Remote Device is out of scope of the specification. The Remote Device could be compliant to requirements defined in TCG specifications or 3GPP SA3 Technical Report on “Trust Requirements for Open platforms in 3GPP”.

· The Device_ID of the Remote Device shall not be exposed in clear text on the Local interface between the UICC Hosting Device and the Remote Device.
· The shared key to establish between the UICC Hosting Device and the Remote Device (i.e. Ks_local_device) shall not be exchanged on the interface between the UICC Hosting Device and the Remote Device;
·  The Remote Device and the network shall be able to authenticate each other;

· The server implementing the key establishment function (i.e. the NAF Key Centre) needs to be trusted by the home operator to handle the authentication parameters and the shared key;
· The home network shall be able to control whether this Remote Device is authorized to establish a shared key with the UICC Hosting Device.
· The procedure for the key establishment between a UICC Hosting Device and a Remote Device shall be access independent;

· To the extent possible, existing protocols and infrastructure should be reused.
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