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Introduction

A new requirement is proposed in this pseudo-CR in order to allow the NAF Key Centre to be located in the Visited network. 
Pseudo-CR:

4
Key Establishment between a UICC Hosting Device and a Remote Device

4.1
Reference model
A Remote Device, which for example could be a PNE as defined in TS 22.259 [4] or any other Remote Device containing a Ua application according to this specification, is connected to a UICC Hosting Device, via a local interface. The communication over the local interface could take place via for example Bluetooth, USB, IR or a serial cable.
GBA_ME or GBA_U is used to provision a shared key (i.e. Ks_local_device) between the UICC Hosting Device and the Remote Device. The shared key (i.e. Ks_local_device) is derived by the UICC Hosting Device and the NAF Key Centre from the Ks_ext_NAF or Ks_NAF residing in the UICC Hosting Device and NAF Key Centre after a complete GBA run according to TS 33.220 [3].The NAF Key Centre securely delivers Ks_local_device to the Remote Device  through a TLS tunnel, which is established between the NAF Key Centre and the Remote Device. The Ks_local_device can then be used to secure the local interface between the UICC Hosting Device and the Remote Device.
Figure 5.1 shows a network model of the entities that utilize the bootstrapped secrets, and the reference points used between them. In this figure the NAF Key Centre is located in the Home network.
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Figure 4.1: High level reference model

The NAF Key Centre can be located in the Visited network as well, see reference model in [3].
Editor’s note: 
The case, where the UICC holding device has connectivity and the remote device has not, needs to be added.
*** NEXT CHANGE ***
4.4
Requirements and principles for key establishment between a UICC Hosting Device and a Remote Device
4.4.1
General requirements 
The following requirements and principles are applicable to the procedure for key establishment between a UICC Hosting Device and a Remote Device: 

· The UICC Hosting Device and the Remote Device shall be able to establish a shared key (i.e. Ks_local_device);

· The UICC Hosting Device shall be trusted;

NOTE 1:
The definition of trusted UICC Hosting Device is out of scope of the specification. The UICC Hosting Device could be compliant to requirements defined in TCG specifications or 3GPP SA3 Technical Report on “Trust Requirements for Open platforms in 3GPP”.
· The Remote Device shall be trusted;

NOTE 2:
The definition of trusted Remote Device is out of scope of the specification. The Remote Device could be compliant to requirements defined in TCG specifications or 3GPP SA3 Technical Report on “Trust Requirements for Open platforms in 3GPP”.

· The shared key to establish between the UICC Hosting Device and the Remote Device (i.e. Ks_local_device) shall not be exchanged on the interface between the UICC Hosting Device and the Remote Device;
·  The Remote Device and the network shall be able to authenticate each other;

· The server implementing the key establishment function (i.e. the NAF Key Centre) needs to be trusted by the home operator to handle the authentication parameters and the shared key;
· The home network shall be able to control whether this Remote Device is authorized to establish a shared key with the UICC Hosting Device.
· It shall be possible to support the NAF Key Centre in the Home network and in the Visited network;
· The procedure for the key establishment between a UICC Hosting Device and a Remote Device shall be access independent;

· To the extent possible, existing protocols and infrastructure should be reused.

*** NEXT CHANGE ***
4.4.5
 Requirements on the NAF Key Centre
The NAF Key Centre shall support certificate-based mutual authentication as defined in TS 33.222 [5].

The NAF Key Centre shall be capable of determining whether a Remote Device is trusted or not.

The NAF Key Centre shall be capable of determining whether the Remote Device is auhorized to establish a shared key.
The NAF Key Centre shall implement GBA_ME and GBA_U as defined in TS 33.220 [3].



The NAF Key Centre shall be capable of deriving the Ks_local_device key from the Ks_(ext)_NAF key.
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