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1 Introduction

The main work in GBA Push is focusing on creating a key management solution for network initiated services. It is felt that much of the controversies is caused by the lack of use cases. Below is a use case discussed (first in general terms since it is not tied to any specific solution yet, and then how it can be fit in the GBA Push work).
2 A push only use case

This section describes a use case, where an application could make use of GBA Push. The terminology used is not GBA Push specific, since it is intended to start, not from what is currently in TS 33.223, but rather the other end, i.e., what the application wants to do, and then how this could make use of GBA Push functionality.

When the work on GBA Push was initiated, the goal was to be able to securely push a message from an application server (AS) to a terminal. For example, an AS pushes a message to a UE, including the latest virus-signatures. This is a case which can be of interest for terminals without a back channel.
This feature can be separated into two distinct phases: establishment of the security association between the AS and the terminal, and the protection of the message. 

To establish the security association (without having to make use of public key cryptography) a pre-shared key must be established between the AS and the terminal. The obvious candidate for this is to reuse GBA, but since one requirement is that the solution shall work with terminals that do not have a return channel, it is not sufficient to utilize GBA according to TS 33.220. This is depicted in Figure 1 as phase 1.
When it comes to the protection of the actual message that is to be pushed there are two options, either the push is a one-time occurrence, or the concept of a session can be introduced. A session would here mean that a secure one-way communication channel is established between the AS and the terminal. This is depicted in Figure 1 as phase 2.
To be able to design the establishment of the security association, the usage of the security association after it is established must first be identified and defined.
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Figure 1. The two phases involved in securely pushing a message to a UE from an application server.
3 Secure push of messages
Since the primary concern is that messages can be pushed securely from the AS to the terminal, we start by assuming that a key is already shared between the AS and the terminal. We evaluate the establishment of the security association in section 4. To avoid confusion, the AS can be thought of as a push-NAF, and the security association can be thought of as the Ks_NAF, when reading this section.
3.1 A common security layer

There are two main approaches that can be taken when designing the security for the push messages, either each application that uses a push feature specifies its own security mechanisms based on the presence of the security association, or a generic security layer is introduced that provides services to the applications, which then do not need to be aware of the inner workings of the security layer.
Letting each application specify its own security features, obviously will lead to duplication of work, specifications and implementations. Using a common security layer avoids these problems. As an analogy, TS 33.222 can be mentioned, which provides a generic security layer for HTTP based applications.
It shall be noted that this security layer would be a protection protocol that is unidirectional. It can be thought of as a unidirectional TLS without key management. 

We propose that a generic secure push layer is specified for GBA Push.

3.2 Session concept

It is reasonable to expect that there will exist services that will have some form of session concept involving each terminal, and which would benefit from pushing more than one message based on the same security association. If we take the virus-signature update example from above, it is possible that the virus signatures are delivered in multiple pushed messages (for size limitation reasons), and it would then be inefficient to establish a new security association for each message. This requires that the security layer provides replay protection in addition to integrity protection (and possibly confidentiality protection). Figure 2 depicts the usage scenario of a secure session.
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Figure 2. Example of a secure session.

Even though it must be possible to have a secure one-way channel from the AS to the terminal (for broadcast only terminals) a return channel may be present. An example of this is OMA's location based services, where a server requests location information from a terminal, which responds with its location information. This request/response exchange may be repeated every ten minutes. It is prudent to require that it shall be possible to secure also such a return channel. The security of the return channel can conveniently be based on the same security association as the one-way channel. 

 We propose that the push layer is specified in such a way that:

· It performs encapsulation of generic messages from the AS to the terminal.

· It allows sending multiple messages based on the same security association

· Integrity protection and confidentiality protection can be provided to the messages. 

· Detection of replayed messages is possible.

· If uplink messages are present in the application protocol, these should enjoy the same level of protection.

4 Establishment of the security association
Establishment of the security association is the issue that has received the most attention in SA3 so far. However, without a clear goal for the usage of the security association, difficulties in finding a solution are apparent. Assuming that SA3 agrees that a generic security layer as discussed above is the ultimate goal for this work, the following section discusses the establishment of the security association.
Providing the secure message push protocol with a pre-shared key can preferably be done by enhancing the protocol run on the Ub reference point to run without a return channel. Note that when writing "the protocol run on the Ub reference point" it is not intended to mean that the protocol itself must run directly between the BSF and the terminal. In this case, the AS takes the role of a NAF (or push-NAF, to highlight the fact that the protocols used by the AS is not exactly the same as the ones used by a regular TS 33.220 NAF). The security association between the push-NAF and the terminal is in this setting the Ks_(int/ext)_NAF, just as is the case in regular GBA. The security layer discussed above bases the security of the encapsulation protocol on keys derived from Ks_(int/ext)_NAF.
4.1 Ks establishment and derivation of Ks_(int/ext)_NAF from Ks
From the security layers point of view, it is irrelevant how the Ks_(int/ext)_NAF (from which the keys used in the security layer are derived) is established in the terminal, as long as it is there.

This means that for terminals with a channel to the BSF, it is in theory possible to re-use a Ks established via a regular Ub protocol run. As we have seen, this may lead to synchronization issues, and only works for terminals that do have a channel to the BSF.

Similarly, allowing multiple push-NAFs to base the Ks_(int/ext)_NAF on a single Ks, is also possible. But again, this may lead to difficulties with synchronization.

The use of disposable Ks:es, i.e., there is a one-to-one relation between the Ks and the Ks_(int/ext)_NAF, and the Ks is thrown away as soon as the Ks_(int/ext)_NAF is derived, will not have synchronization issues since there is no other Ks to synchronize with, but may induce a higher load on the BSF in terms of authentication vector consumption.

In conclusion, there are multiple ways in which the Ks can be established and the Ks_(int/ext)_NAF can be derived from it. They have different properties when it comes to reliability and cost.
We propose that the push-NAF shall be able to request from the BSF if the derivation of Ks_(int/ext)_NAF shall be done from a disposable Ks, or if an existing Ks shall be used.

This has the benefit, that depending on the intended use of the Ks_(int/ext)_NAF, the push-NAF can decide whether the added robustness of a disposable Ks is required or not. It shall be noted that in a push only use case, the delivery of the push message cannot be guaranteed.

4.2 Re-using the push-established Ks for other purposes

There are two cases of key re-use:

1. Re-use of Ks_(int/ext)_NAF, and

2. Re-use of Ks

The re-use of the Ks_(ext/int)_NAF is what is referred to as the "secure session" above.
If the Ks is not a disposable one, it would be possible to re-use it for deriving Ks_(int/ext)_NAFs for "normal" GBA applications, e.g., TS 33.222, or GBA Push applications. This would however be a side effect of the key distribution for the secure push layer. Re-use of the Ks in this sense, would be a very nice feature to have, but we believe that the synchronization problems will become very complex and that it will be difficult to design a robust system. 
5 Combining security association establishment and secure message push
It is possible to integrate the security association establishment with the security layer as have been shown earlier. Even though they logically are two separate protocols, messages of these two protocols can be delivered in the same datagram. This gives the advantage that re-ordering and loss of the security association message and the actual protected application message becomes a non-issue.

6 Conclusion and Proposal
We have described a use case which was part of the intended usage of GBA Push when GBA Push was introduced in SA3, and what we believe the actual goal of the GBA Push work should be. Just establishing the security association between the NAF and the terminal in a network initiated fashion does not solve the problems with securely pushing messages to the terminal satisfactorily.

We believe that we need to introduce a generic security layer for push services, analogous to TS 33.222. We also believe that, by narrowing the scope, from a full fledged GBA Push solution with reusable Ks:es (even between UE initiated GBA and network initiated GBA), to a disposable Ks approach, the solution for the establishment of the security association can be simple and robust. 

Re-use of the Ks by different NAFs, would be a very nice feature to have, but we believe that complexity of the solution will have a big impact in the network, since the NAFs need to synchronize between themselves which Ks is currently present in the UE, and it will be impossible to get this robust for UEs without a return channel.

We propose that SA3 endorses the proposals above, and that the contents of Section 2, 3, 4 and 5 is included in an annex to TS 33.223, intended to specify the security layer for push applications.
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