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1. Introduction 

In current 33.821, there are several alternatives for algorithm negotiation between UE and network. This document is to compare these alternatives and try to give a reference for selecting the solution.
2. Discussion
In current 33.821, there are mainly three alternatives and each has its variation suggested by editor notes for algorithm negotiation between UE and network. 

·  Alternative 1 and its variation:
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Figure 1: Alternative 1

In this alternative, algorithms for RRC, UP and NAS are all selected by MME. And then MME informs the selected algorithms to eNB and UE respectively. And there are also some suggestions to simplified signaling in the editor notes: “

Editor’s Note: It is ffs whether the messages 3 and 5 can be combined into one message.
Editor’s Note: It is ffs whether the selected RRC and UP encryption algorithms should be deleted from the NAS security mode command and instead be included in a integrity protected RRC message sent from eNB to UE, such that MME selects the RRC and UP algorithms and eNB acknowledges the choice to UE.”
Actually if the messages 3 and 5 are combined into one message, 2 signaling can be saved. In such case, it seems more reasonable and simple to remove selected RRC and UP encryption algorithms from NAS security mode command part of the message and let eNB acknowledge RRC algorithms to UE (in such case, RRC and UP encryption algorithms does not need to be sent twice in S1 interface). What’s more, since information for AS security protection (RRC ciphering/ integrity or UP ciphering protection) needed to be negotiated between UE and eNB shall also include information like the Ciphering/ integrity activation time, which is unknown to MME, it is nature that eNB informs all the information for AS protection to UE in one AS security mode command. This can simplify corresponding processing of UE. 
Otherwise, if RRC algorithms are carried in NAS message, it requires that NAS function shall be able to control the low layer function like RRC (if RRC protection is done at RRC layer), and AS protection function shall have to recombine all the information for AS protection received from NAS and RRC signaling, which will make system more complexity. 
Conclusion1: From the security view, both procedures alternative 1 and its variation suggested in editor notes can accomplish the algorithm negotiation between UE and network. But the variation solution suggested in editor notes seems more simple and easy to be implemented. So it is suggested to modify the alternative1 as suggested in the editor notes.
· Alternative 2 and its variation
In alternative 2, MME select NAS algorithms and eNB select RRC and UP algorithms. MME acknowledge all algorithms for NAS, RRC and UP to UE, after it receives selected RRC and UP algorithms from eNB. And another variation is also suggested in editor notes: “It is ffs whether the messages 3 and 5 can be combined into one message. It is ffs whether the selected RRC and UP encryption algorithms should be deleted from the NAS security mode command and instead be included in a integrity protected RRC message sent from eNB to UE, such that eNB selects the RRC and UP algorithms and eNB acknowledges the choice to UE. In this case message 3 is not needed.”
Actually, if the selected RRC and UP algorithms can be informed directly to UE in AS SMC by eNB, it will save the round trip between eNB and MME and corresponding time is also saved.
And in such case, messages 3 and 5 can be combined into one message. And the advantage of acknowledging selected RRC and UP algorithms directly by eNB described in alternative also applies here. 

Conclusion2: From the security view, both procedures alternative 2 and its variation suggested in editor notes can accomplish the algorithm negotiation between UE and network. But the variation solution suggested in editor notes seems more simple and easy to be implemented. So it is suggested to modify the alternative2 as suggested in the editor notes（see figure 3）.
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Figure 2: Alternative 2
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Figure 3: Variation of alternative 2

Alternative 3 and its variation
In Alternative 3, eNB, and MME each selects the corresponding algorithms and protects the acknowledgement messages sent to UE. The message flow for Alternative 3 is illustrated in Figure and the message flow is detailed below. 
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Figure4: Alternative 3, MME, UPE and eNB select and MME protects the acknowledgement NAS, eNB protects the acknowledgement for RRC, and UPE protect the acknowledgement for UP
In alternatives 3, MME selects and acknowledges NAS algorithm to UE by integrity protected NAS security command. And eNB select and acknowledges AS algorithms including RRC, UP   algorithms to UE by integrity protected RRC message. In the editor notes, a variation solution is suggested:” Editor’s Note: It is ffs whether the order of the messages 4 + 5 and 6 +7 should be reversed. In this case it would also be possible to combine the messages 2 and 6. “
The figure 4gives a new procedure when the order of the messages 4 + 5 and 6 +7 is reversed. In this case that MME can authenticate UE by SMC and decide whether the service request can be authorized   earlier. And if the service request is not authorized, the RRC setup procedure does not needed. While in alternatives 3, RRC setup procedure has to be implemented even if the service request is not authorized. So it seems a more optimum solution
What’s more, if message 2 and 6 is combined from MME to eNB, message 6 can be combined with message 4 from eNB to UE. Correspondingly, message 5 and 7 can also be combined. 
Conclusion 3: From the security view, both procedures alternative 3 and its variation suggested in editor notes seem to be able to accomplish the algorithm negotiation between UE and network. From the efficiency view, the variation of alternative 3 seems more efficient.
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Figure 5: Variation of alternative 3

Comparison of the variations of three alternatives
1.The only difference between variation of alternative1 and that of alternative 2 is that: in first case, it is MME who select RRC and UP algorithm, and in second case, it is eNB who select RRC and UP algorithm.  However in first case, MME need know capability of eNB. 
2. The diffrence between variation of alternative 3 and that of alternative 2 is that: in variation of alternative 2, the message 3 and 6 of alternative 3 are combined by eNB, and message 4 and 7 of alternative 3 are combined by UE correspondingly. So the signaling of variation of alternative 2 seems more simple than that of alternative 3.
3. Proposal 
Since the three variants are more efficient, it is suggested to modify the three alternatives as the three variants suggest.  A P-CR to 33.８２１is suggested in S3-070364, we hope SA3 agree it. 
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