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1. Introduction 

In last SA3 meeting, a contribution about key selection mechanism for GAA push is proposed. And it has been accepted that Network shall indicate which key to be used in case of GBA_U. But it shall be checked whether it has been covered by current GBA specification 24.109 and 33.220. A corresponding check is done and this document is to give a corresponding clarification.
2. Discussion

There are two issues needed to be clarified in current TS 33.223 specification:
2.1 Whether key selection in GAA push has been implemented in TS 24.109
The following are corresponding statements of key selection indication described in 24.109:

1) In section 5.2.1, it describes:
“……The UE shall indicate to an application server (i.e. a NAF) that it supports 3GPP-bootstrapping based HTTP Digest authentication by including a "product" token to the "User-Agent" header (cf. RFC 2616 [14]) that is a static string "3gpp-gba" if the HTTP client application resides in the ME, or "3gpp-gba-uicc" if the HTTP client application resides in the UICC……”
So, UE shall inform location of the client application to NAF to let NAF know which key should be used in normal GBA.

2) In section 5.2.2.1, it describes:
“… …  In the case of GBA_U, the NAF shall indicate to the UE which NAF specific key can be used by setting the first part of the realm to "3GPP-bootstrapping" (for the ME-based key i.e. Ks_ext_NAF), or to "3GPP-bootstrapping-uicc" (for the UICC-based key i.e. Ks_int_NAF). If the NAF allows both types of keys to be used then the "realm" parameter shall contain both indications separated by semi-colon ";" (e.g., "3GPP-bootstrapping@naf1.operator.com;3GPP-bootstrapping-uicc@naf1.operator.com") ……. 

In the case of GBA_U, if the HTTPS client application resides in the ME, then the application shall use only the ME-based key i.e. Ks_ext_NAF……... If the HTTP client application resides in the UICC, then the application shall use only the UICC-based key.…...”
2) And in section 5.2.4, it describes:

 ” 5.2.4
Bootstrapping required indication
NAF shall indicate to the UE that bootstrapped security association is required by sending an HTTP response with code 401 "Unauthorized" and include the WWW-Authenticate header into the response. In particular, the "realm" attribute shall contain a prefix "3GPP-bootstrapping@" or "3GPP-bootstrapping-uicc@" or both, and this shall trigger UE to run bootstrapping procedure over Ub interface.”

3) In 5.3.3.1, it describes:

”   … …
-
the ServerKeyExchange shall be sent by the server and it shall contain the psk_identity_hint field and it shall contain the static string "3GPP‑bootstrapping" or "3GPP-bootstrapping-uicc" or both separated by semi-colon ";" (e.g., "3GPP-bootstrapping;3GPP-bootstrapping-uicc").

In the case of GBA_U, the NAF shall indicate to the UE which NAF specific key can be used by setting the psk_identity_hint to "3GPP-bootstrapping" (for the ME-based key i.e. Ks_ext_NAF), or to "3GPP-bootstrapping-uicc" (for the UICC-based key i.e. Ks_int_NAF). If the NAF allows both types of keys to be used then the psk_identity_hint field shall contain both hints separated by semi-colon ";". …..
· the ClientKeyExchange shall contain the psk_identity field and it shall contain a prefix "3GPP‑bootstrapping" or "3GPP‑bootstrapping-uicc" indicating the selected psk identity name space, a separator character ";" and the B-TID;… … “
So from above, it can be concluded that: in normal GBA, the key selection mechanism is:

1) Both UE and NAF decide to use which key based on where application client residents in. And UE need to inform NAF the location of application client in request message to let NAF know to use which key especially when both keys are allowed by NAF.

2)  NAF just informs UE about the policy of NAF (which key is allowed be selected), not the key type finally selected by network. UE need this information to know whether the key selected by UE itself is allowed by NAF. 
 However, above method can not apply to GAA push as the following reason:
1. Different behaving of NAF. In normal GBA, which key to be used depends on where application client resides in (ME or UICC?). And NAF know location of application client from request message sent by UE to know which key to be used. However, in GAA push, NAF can not get any information from UE especially in case that no return -channel from UE to NAF and shall be able to decide which key to be used before it send push message to UE according to policy of network and other factor (like UICC capability).
2. Different behaving of UE. In normal GBA, UE decide which key to use based on the factor where application client resides in (ME or UICC?). But in GAA push UE shall have to use the key indicated by NAF.
3. Different content and meaning of key indication. In 24.109, the key indication given by NAF is just to tell UE about the policy of NAF. That is, which keys are allowed to be used and this indication can be set to two values, e.g., "3GPP-bootstrapping@naf1.operator.com;3GPP-bootstrapping-uicc@naf1.operator.com.While in GAA push, key type indication is to tell UE which key is selected by network (NAF or BSF) and it can be set to only value even if NAF policy permits both keys to be used, while the key indication in GAA push can only be set to one value. When UE receives the indication, it knows which key to be used to decrypt the push message just based on the indication.
4. Different type of message to be used. In 24.109, the message which is used by NAF to transfer the key type indication is restricted to the response message to the request message from UE. But in GAA push, the key type indication can only be transferred in push message.
So, based on above analysis, the indication defined in current TS 24.109 can not actually implement the requirement in GAA push. It is suggested to remove the editor notes from current 33.223 to define the key selection mechanism for GAA push in GAA push specification.
2.2 Whether key selection mechanism in GAA push has been covered by 33.220

As it is mentioned above, NAF shall have to know which key to be used before sending encrypted push message to UE in GAA push. How NAF know to use which key? There may be two cases:

1) In case that BSF operator may send key selection indication to indicate NAF which key shall be used, NAF shall use the key indicated by BSF. The key indication is sent in the USS. This has been mentioned in section 5.3.2 of current 33.220:
“…… A key selection indication, which key (i.e. Ks_int_NAF or Ks_ext_NAF) the NAF shall use in the Ua reference point may be present in the application specific USS as defined in stage 3 specification. If the indication exists, the NAF shall use the indicated key. If the Ks_int_NAF key was indicated in the USS, the UE attempts to use Ks_ext_NAF key, the NAF shall terminate the communication with the UE…….”
2) In case that no key selection indication is given by BSF, NAF shall have to select one key to be used based on its own policy and/or other information like (UICC capability) without help of UE. This is different with normal GBA as mentioned in section 2.1. So it is not mentioned in current 33.220. 
Since it is a specific requirement for GAA push and is not totally covered by key management policy in 33.220, it suggested add the corresponding statements to step 5 of section 5 in 33.223 make GAA push specification more realizable.  
3. Proposal 
So the key selection mechanism for normal GBA can not totally apply to GAA push. It is suggested to modify the key selection mechanism according to the specific requirement in GAA push. A corresponding p-CR is proposed in S3-070360. We hope SA3 agree it.
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