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1. Introduction
In the last 46 and 46b meeting, it is recognized that the LI requirements will have a major influence on the media security solution. And several related contributions were proposed, but only the scenario that the master key is generated by UE is considered, no scenario that the master key generated by the network entity is considered. This contribution will first analysis the possible issues that may be introduced by the methods that master key generated by UE, then analyze the feasibility of methods that master key generated by the network entity. After the analysis, we suggest that SA3 make the current media security work assumption that the master key can be generated either by the UE or by the network entity.

2. Discussion
The current SA3 work assumption is the key management for media security should be performed on the signaling path, and the REQ21 in 33.828 V0.1.0 requires that the media security should be applied on an end to end basis, so the following discussion is based on the above two assumptions.
2.1. Master key generated by the UE
Currently, the following 4 possible major types are presented in the SA3:
1) DH related methods
Currently possible DH related methods presented in the SA3 are: MIKEY-DH and MIKEY-DHHMAC related methods presented in the S3-070122, and the ISIM-based DH variation presented in S3-070134 which avoids the network to perform MITM works for the LI. Since all of them are DH based method, they all inherited the heavy computationally attribute of the DH, especially if the SIP forking feature is supported by 3GPP. Considering the current capabilities of UE, these methods may be difficult to satisfy the large scale deployment requirement of REQ30 in 33.828 V0.1.0;
2) Public key related methods
Currently possible public key related methods presented in the SA3 are: MIKEY-RSA and MIKEY-RSA-R related methods presented in the S3-070122. Currently, the public key infrastructure are not broadly deployed by 3GPP and TISPAN networks, in order to provide IMS media security features, either the service provider network or the 3rd party shall provide the public key infrastructure, also the UE shall support the public key functions. It needs further evaluations whether the methods can satisfy the cost effective and large scale deployment requirements in 33.828 V0.1.0. Considering the LI, the public key related methods may require the network entity to perform MITM attack or need additional signaling flows, which will cause session establishment delays. So whether the potential impacts can be accepted should be carefully studied.
3) Pre-shared key related methods
Currently possible pre-shared key related methods presented in the SA3 are: MIKEY-PSK. It is not simple to establish the pre-shared keys between UEs for the PSK related methods. Further more, the pre-shared key establishment procedures may possibly need additional signaling flows and cause session establishment delays.
If a good way can be found to establish the “pre-shared key”, the pre-shared key related methods may be good candidate methods.

4) Plain master key protected by signaling security
Currently possible plain key related method presented in the SA3 is: SDES which relies on the signaling security. SDES seems a good candidate, but SDES can only be used in the unicast scenario. It is a big restriction for the IMS application servers who provide the multicast services.
Another potential risk for all the above 4 kinds of possible methods is: “LI-resistant” attack. Since the UE manages the generation of the master key, if a malevolence program on the UE doesn’t send the “real” master key but send parameters for the generation of the “real” master key instead, in order to make the LI effective, the network entity may need to do potential check works.

Conclusion: From the analysis of the above, it seems that all the possible methods of master key generated by the UE have issues. After all, the methods of master key generated by the UE may still possible candidate approaches, if these issues can be solved.
2.2. Master key generated by the network entity
This section will analysis the feasibility of methods that the master key is generated by the network entity. In order to simplify the description, we assume the master key is generated by the network entity (e.g. SIP-AS, or other entities); we also assume that the protection of master key transferred to UE is rely on the signaling path security. Here are some considerations:
1) Architecture impaction: 
It seems have no impaction on the existing IMS architecture.
2) LI consideration:
Since the master key is generated (managed) by the network, it is easy to implement the LI.
3) Aligned with IETF:
The existing IETF key management protocols may be suitable for the network entity to deliver the master key, e.g. SDP “k” header, MIKEY or SDES.
4) Scalability, Cost and Performance
It seems be suitable for large users, cost effective requirements, and no more performance requirement on the UE.
5) Potential issues

The method may possibly need the cooperation of the caller network entity and the callee network entity.
Conclusion: It seems that master key generated by the network may also be a good candidate method.

3. Proposal
After the above analysis, methods that the master key is generated by the network entity may also candidate approaches. So we propose SA3 to make the current media security work assumption that the master key can be generated by the network entity as well as by the UE. Which one is more suitable is FFS.
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