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1 Introduction

At SA3#46bis in Sophia Antipolis, the contributing companies submitted S3-070256 in order to counteract the threats that arose due to the decision of moving User Plane Ciphering into the eNB (S2-071046). 

This contribution, as a follow up and slightly modified version of S3-070256, represents the high level security requirements for eNBs. It is proposed to agree the security requirements as listed in chapter 2, and include them into the TR 33.821. We remind the reader that following guideline had been agreed during the adhoc meeting i.e. at SA3#46bis in Sophia Antipolis:  "Security requirements for eNodeB shall not focus on any specific implementation technology in order to allow for future evolution in security technology". 

2 Security Requirements for LTE eNBs
2.1 Terminology: 

This section defines the terminology as used in the subsequent section. We note that some of the Adhoc discussions focused on the defining more exactly a secure environment. So we spend some more time on discussing a suitable definition of 'secure environment' in this contribution. As the LS from SA3#46bis S3-070283 to RAN2/3 describes, the term 'secure vault' has been used by some companies in a similar context as 'secure environment'. We prefer however to keep on working with 'secure environment'. The word 'vault' refers to a kind of secure storage function (i.e. a safe), while for LTE also some secured processing has to be performed inside. Also the term 'trusted environment' could be used e.g. see OMTP (http://www.omtp.org/docs/OMTP_Trusted_Environment_OMTP_TR0_v1.1.pdf) if it would be clear that no misunderstandings would arise from this and it would not violate any usage, disclosure and reproduction restrictions set by OMTP Ltd. 

Proposed terminology:

Last-mile is the path or link from the eNB towards the physically secure core network (e.g. security gateway)

Physically secure means that attacker does not have physical access to the device/link
Physically insecure means that attacker can have access to the device/link

Discussion on secure environment:

From S3-070256: 'Secure environment is an area on which an attacker when gaining physical access to components e.g memory or communication busses within an eNB can not intercept plain text data (e.g. reading plain text packets and/or keys).'
There seems to be different approaches to define a secure environment i.e. at very high level (see Wikipedia definition
) or at a very detailed level covering threats and protected assets (cfr OMTP). Going for the second approach will require a lot of SA3 effort, and is furthermore infeasible at this stage of standardization. The new proposal is a kind of middle way. 

Proposed definition of secure environment:

A secure eNB environment is an environment which implements the controlled storage and processing of information. Dependent on the type of data that needs to be handled, this may or shall include protection against tampering of stored and processed information, and confidentiality protection. A secure environment does not prohibit multi-chip realizations, neither does it dictate certain architecture of communication busses and memory.  
2.2 eNB security requirements

NOTE: The eNB requirements are mostly identical with those presented at the SA3 adhoc although not all

 i.e.

· Requirement 3 and 4 is the result of splitting and clarifying former requirement 3.

· a NOTE was added on Requirement 8

A) Requirements for eNB setup and configuration.

Setting up and configuring eNBs shall be authenticated and authorized so that attackers shall not be able to modify the eNB settings and software configurations via local or remote access. 

1. Communication between the SAE core and the eNB shall be mutually authenticated.

2. Communication between the remote/local O&M systems and the eNB shall be mutually authenticated.

3. The eNB shall be able to ensure whether software/data change attempts are authorized and use authorized data/software. 

4. Sensitive parts of the boot-up process shall be executed with the help of the secure environment.  

5. Confidentiality of software transfer towards the eNB shall be ensured.

B) Requirements for key management inside eNB

The SAE core network provides subscriber specific session keying material for the eNBs, which also hold long term keys used for authentication and security association setup purposes. Protecting all these keys is important.
6. Keys stored inside eNBs shall never leave a secure environment within the eNB

C) Requirements for handling User plane data within the eNB

It is eNB’s task is to cipher and decipher user plane packets between the air interface and the last-mile link. 

7. User plane data ciphering/deciphering shall take place inside the secure environment where the related keys are stored. 

8. The transport of user data over S1_U shall be ciphered in case the last-mile link is physically insecure
NOTE: The use of ciphering on S1_U is an operator's decision. Various security configurations are possible for protection according to TS 33.210 (NDS/IP). In case the eNB has been placed in a physically secured environment then the 'secure environment' may include other nodes and links beside the eNB.

3 Conclusion

We propose that SA3 accepts the proposed security requirements and definitions from section 2 and include them into the TR 33.821.

Furthermore it is also proposed that the answer to question 2 of LS S3-070283 is captured into the TR" as a NOTE: "SA3 aims for a single set of high level security requirements for all types of eNodeB (i.e. femto, pico and macro eNB). However, SA3 recognizes that different deployment environments dictate that different security solutions are needed to meet these requirements. SA3 has not yet agreed whether the requirements on the solutions for different deployment environments will be documented by 3GPP. "

� In � HYPERLINK "http://en.wikipedia.org/wiki/Computing" \o "Computing" ��computing�, a secure environment is any environment which implements the controlled � HYPERLINK "http://en.wikipedia.org/wiki/Storage" \o "Storage" ��storage� and use of information. Often, � HYPERLINK "http://en.wikipedia.org/wiki/Secure" \o "Secure" ��secure� environments employ � HYPERLINK "http://en.wikipedia.org/wiki/Cryptography" \o "Cryptography" ��cryptography� as a means to protect information. Some secure environments employ � HYPERLINK "http://en.wikipedia.org/wiki/Cryptographic_hash_function" \o "Cryptographic hash function" ��cryptographic hashing�, simply to verify that the information has not been altered since it was last modified. 
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