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1 Introduction

This contribution gives an overview of the 3GPP defined mechanisms for SPAM control and prevention. It is proposed that these mechanisms be included in the Technical Report on SPAM prevention and control. The goal of this contribution is to provide an overview of existing mechanisms, and thus provides no comparison with the mechanisms that were proposed by [S3-070159].

2 3GPP SPAM related Work/Study Items

Apart from the new study Item on" Protection against SMS and MMS spam" [SP-060446]. Following 3GPP Work Items have been initiated/concluded with SPAM prevention/detection as being a main reason for the work. 

· Within 3GPP SA3, some work on TCAP handshake has been performed, and TCAPsec has been developed. Both mechanisms want to provide a better authentication of the protocols that carry the messages such that a SPAM source could be detected more easily. 
· Within 3GPP CT4 a study on routing of MT-SM via the Home-PLMN has been concluded in Rel-7. Differently with the protocol work on TCAP, this Home Control provides the Operator with means to filter SPAM SMS messages, before the delivery of these towards the customer will take place. Details on these mechanisms can be found in section 3 of this contribution.
3 Details on SA3 work to prevent/control SPAM

3.1 Introduction

In 2004 a request for countermeasures against SPAM via SS7 was initiated by [SP-040279]. This paper highlighted that so called “fraudulent SMS usage” was on the rise where in some cases, the SCCP or MAP addresses for mobile-terminated SMS traffic are spoofed, which makes it difficult for operators to apply SMS spam protection rules and may cause inter-operator accounting discrepancies.

Delivering a mobile terminated SM is a procedure of two steps:

1) The SMSC to which an originating short message was delivered interrogates the recipient’s HLR via the MAP message Send Routing Information for Short Message (sendRoutingInfoForSM). In response to the offered recipient’s MSISDN, the SMSC (provided that this MSISDN represents a valid subscription) receives that recipient’s IMSI and the currently valid MSC address.

2) The SMSC then sends the short message itself to that MSC address via the MAP message Forward Short Message (mt-forwardSM). The recipient MSC acknowledges the message delivery to the SMSC, and in addition charging information is produced which, among other relevant information, captures the SMSC address from which the short message was received.

These two MAP operations are not interlinked; both can be run independently of each other. Therefore, it is possible to build a database of MSISDN/IMSI/MSC number entries by repeating step (1) over large MSISDN ranges. The interrogated HLR will sort out all MSISDNs not representing an existing subscription, and a significant proportion of correlated MSC numbers can be considered almost always correct since they represent the respective customers’ home areas.

In a typical SMS fraud scenario, step (1) is done as described, but for step (2) the source SMSC address is spoofed by inserting, for instance, another network’s SMSC address. The faking party’s intention is to distribute a huge number of SMS to as many people as possible; the short messages themselves urge the recipients to call some premium rate number with some kind of promise (e.g. they've won a prize). Of course, some of the SM recipients do actually call the number, and by this, the fakers of the short messages make their money. A side effect of such a procedure, perhaps not intended by these SMS spoofers, is a misalignment of the accounting mechanism between the originating network and the terminating network. 

The terminating network (which has terminated the SMS traffic) will request more money from the “originating” network than justified. The design of SS7 doesn’t allow any countermeasures; SS7 is effectively based on trusted relationships within the SS7 community and as such doesn’t prevent anybody with access to the international SS7 network from injecting signalling messages with spoofed content.

Potential SPAM entry points can be located between the sender and recipient network, and within the serving network and in the recipient network itself. 3GPP did define several countermeasures with different scope and effectiveness. The first one has been the TCAP handshake, a mechanism that allows verifying if the originating network address has not been spoofed.  A second mechanism that was defined by 3GPP SA3 is TCAPsec as defined by TS 33.204. A third mechanism that was defined by 3GPP, is described in TR 23.840, and consists in giving the SMS Recipients Home Network more control on SMS content screening messaging. Details are described in section 3.4. While the TCAPsec protocol and TCAP handshake try to prevent address spoofing, the home controlled routing gives the recipient's home network a better possibility to perform SMS content screening. Mechanism three is thus complementary to mechanisms one and two. Mechanisms one and two are alternatives and have a different effectiveness.

3.2 TCAP Handshake

This mechanism is defined in [TS 33.200] for Rel-6 and in [TS 33.204] from Rel-7 onwards. TCAP handshake is useful as a tool to identify the originator PLMN during SMS transfer without the necessity for key management for message authentication
. 
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Figure 1: MAP mt-Forward-SM messages using a TCAP Handshake

The incentive for SMS SS7 Fraud
 may also arise because according to SMS Interworking agreements, the originator (PLMN) is required to pay the recipient (PLMN) a fee for each Short Message. If the originator address is modified, the invoice will be sent to the unknowing party, whose identity has been used on the Short Message, instead of the genuine originator PLMN. The associated failure of the SS7 MAP acknowledgement is no real concern, especially if the content is advertising or SPAM.

It is in the commercial interest of the recipient PLMNs to be able to collect revenue for the SMs they receive, and to be able to discard SMs from non-honest sources. TCAP Handshake for SMS delivers this differentiation. Also it is in the interests of originating PLMNs to support SMS TCAP handshake, so that they are not invoiced for SMs that they did not generate. 

A further miss-billing issue arises with Spoofing (Address manipulation for a Mobile Originated SM). A customer, who did not originate an SM will be billed for the Spoofed SM. TCAP Handshake for SMS ensures that the PLMN involved in originating the SM is “correct”, and therefore any customer billing issues are most unlikely to be related to SS7 fraud. Any customer billing issue can be handled in conventional issue-resolution within the roaming agreement.

3.3 TCAP security

This mechanisms described in [TS 33.204] from Rel-7 onwards. TCAPsec counteracts the same threats as TCAP handshake, but can provide more accuracy in authentication (and on top confidentiality protection if needed), which is not possible with TCAP handshake. Once the SMS has been received in the recipients network (see section 3.4), the message content still needs to be screened and payload addresses have to be correlated and verified with TCAP addresses. 
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Figure 1: End-to-end SS7-Security Gateway Architecture

Alternatively also IPsec could be used if SS7 over IP (SIGTRAN) is in use. Compared with that solution TCAPsec works at a higher protocols layer and thus can provide real PLMN to PLMN authentication at TCAP layer, which cannot be provided with IPsec as the IP-layer is/might not be available
 from source to recipient PLMN.

3.4 Routeing of MT-SMs via the HPLMN

This Rel-7 feature [TR 23.840] has been developed by 3GPP CT4. The relevant CRs to CT4 specifications have been approved at CT4#34 (Feb 2007) i.e. CR to 29.002 Rel-7 on Addition of capability to route MT-SMs via the HPLMN of the receiving MS (C4-070228). 
3.4.1 Rationale for home control

[TR 23.840] V7.0.1 has following paragraph 4.3.4 on SPAM: 

"In recent times, Mobile Subscribers have experienced a rise in receiving unsolicited short messages (commonly called "Spam"). Such SMs range from advertising products/services, to more unscrupulous practices such as duping subscribers into dialling a premium rate number (e.g. on the pretence that they have won a competition). 

User Equipment typically does not have the capability for sophisticated Spam identification and processing. In order to provide for this across the whole of a subscriber base (regardless of UE capability), such functionality is typically provided for by the HPLMN (usually on either an opt‑in or opt‑out basis, depending on local regulations). However, as discussed in section 4.3.2, if the receiving MS is roaming outside of the HPLMN, then the HPLMN is not in the path of the delivery of SMs and therefore cannot intercept such SMs, resulting in the receiving MS receiving such "Spam" SMs while roaming and occasionally, depending on the VPLMN, incurring a roaming charge for receiving it.

Therefore, in the current world, the general trust of the identity of the sending MS and its HPLMN, has diminished and so wherever possible, some kind of authentication should take place before accepting to deliver an SM."

3.4.2 Solution for home control

The solution is that all MT SMs shall have the capability to be routed via an SMS router
 located in the HPLMN of the receiving MS. The routeing retrieval for SMS is realised by the MAP_SRI_For_SM operation. The messaging involved with this operation already involves the HPLMN of the receiving MS. This means that this messaging can be used to force the subsequent delivery of the SM (which uses the MAP_Forward_Short_Message operation) to a different node other than the serving MSC/VLR or SGSN; specifically, a node located in the subscribed network of the receiving MS.

Once the subscribed network of the receiving MS receives the subsequent MAP_Forward_Short_Message, the HPLMN of the receiving MS can then take care of the actual delivery. But before the actual SMS delivery a node
 in the Home Network can screen the SMS message before delivery to the recipient.

4 Conclusion

This contribution has given an overview of the 3GPP defined mechanisms for SPAM control. We propose that these mechanisms will be included in the Technical Report on SPAM prevention and control.
























































































































































































































































































































































































































































































































































































� The TCAP handshake does only provide loose authentication cfr. TS 33.204


� The spammer may also want to be unrecognized and therefore fakes addresses.  A fake SMS is originated from the international C7 Network and is terminated to a mobile network. This is a specific case when SCCP or MAP addresses are manipulated. The SCCP or MAP originator (for example: SMSC Global Title, or A_MSISDN) is wrong or is taken from a valid originator.





� SIGTRAN deployment in "islands"


� This can be an SM-SC, an STP or an SS7SEG.


� E.g. STP, SS7SEG or SM-SC
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