4

​3GPP TSG SA WG3 Security — SA3#47
S3-070337
Tallinn, Estonia, 22.-25. May 2007


--------------------------------------------------------------------------------------------------------------------------------------


  

Source:
Nokia, Nokia Siemens Networks
Title:





Correction of  reference point name
Agenda item:
6.15.2 TS 33.259
Document for:
Discussion and decision

-----------------------------------------------------------------------------------------------------------------------------------------------
Introduction

The Ua reference point is defined in TS 24.109 and  TS 33.220. TS 33.220 states: 

4.3.2
Reference point Ua

The reference point Ua carries the application protocol, which is secured using the keys material agreed between UE and BSF as a result of the run of HTTP Digest AKA over reference point Ub. For instance, in the case of support for subscriber certificates TS 33.221 [5], it is a protocol, which allows the user to request certificates from the NAF. In this case the NAF would be the PKI portal.

TS 33.259 also describes a communication between the UE and the NAF, but this reference point is not secured using GBA key material, rather the GBA key is transferred inside a secure tunnel.

This Pseudo-CR outlines the splitting of the Ua reference point and we ask SA3 to accept the Pseudo-CR below.
Pseudo-CR
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3GPP TR 21.905: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications".

[2]
3GPP TS 31.101: "3rd Generation Partnership Project; Technical Specification Group Terminals; UICC-terminal interface; Physical and logical characteristics".

[3]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".

[4]
3GPP TS 22.259: " Service Requirements for Personal Network Management; Stage 1".

[5]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application function using Hypertext Transfer Protocol over Transport Layer Security HTTPS".

[6]
3GPP TS 33.110: “Technical Specification Group Services and System Aspects; Key establishment between a UICC and a terminal”.
[x]

3GPP TS 24.109: "Technical Specification Group Core Network and Terminals; Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".
**************************************NEXT CHANGE********************************************

4
Key Establishment between a UICC Hosting Device and a Remote Device

4.1
Reference model
A Remote Device, which for example could be a PNE as defined in TS 22.259 [4] or any other Remote Device containing a Ua application according to this specification, is connected to a UICC Hosting Device, via a local interface. The communication over the local interface could take place via for example Bluetooth, USB, IR or a serial cable.
GBA_ME or GBA_U is used to provision a shared key (i.e. Ks_local_device) between the UICC Hosting Device and the Remote Device. The shared key (i.e. Ks_local_device) is derived by the UICC Hosting Device and the NAF Key Centre from the Ks_ext_NAF or Ks_NAF residing in the UICC Hosting Device and NAF Key Centre after a complete GBA run according to TS 33.220 [3].The NAF Key Centre securely delivers Ks_local_device to the Remote Device  through a TLS tunnel, which is established between the NAF Key Centre and the Remote Device. The Ks_local_device can then be used to secure the local interface between the UICC Hosting Device and the Remote Device.
Figure 5.1 shows a network model of the entities that utilize the bootstrapped secrets, and the reference points used between them.
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Figure 4.1: High level reference model

Editor’s note: 
The case, where the UICC holding device has connectivity and the remote device has not, needs to be added.
**************************************NEXT CHANGE********************************************

4.3.3
Reference point Ua

The reference point Ua  is TS 33.220 specificand  carries the application protocol, which is secured using the keys material agreed between UE and BSF as a result of the run of HTTP Digest AKA over reference point Ub and is defined in TS 33.220 [3]. The Ua interface is not used in this specification.
4.3.4
Reference point Uax (NEW)

The reference point Uax is used to deliver Ks_local_device and the associated parameters to the Remote Device.
**************************************END CHANGES********************************************
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