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Introduction

The need to establish a secure channel between a terminal and a remote device can result from many usage scenarios. Typical examples are:
- Content rights management and protection

- Mobile banking

- Personal profile data transfer

- Calendar or mail synchronization

- Forwarding of data to PC for viewing 

- Address book synchronization

- Secure provisioning data

- Mobile ticketing…..
Some of those use cases relate closely to the personal area network idea, others are more related to service consumption. Depending on the business model and service offering each operator has, it may or may not be desirable to allow the NAF Key Center (as defined by TS 33.259) also in networks outside the home network. The services may be offered by trusted visited networks or by other trusted services residing in a third party network. 
Advantages of Mandating the NAF Key Center in the Home Network:
- Easy direct control and configuration for the home operator

- Potential revenue for security association generation based on NAF Key center requests for the Home operator.

For our considerations below, we assume that the NAF Key Center is operated by a party that is trusted by the home operator.

Advantages of Allowing the NAF Key Center in a Third Party Network
- The operator could allow the NAF Key Center to be hosted e.g. by a trusted partner (e.g. other affiliated mobile network, financial organization etc) to be able to offer also use cases that are not in the core business. This may offer the opportunity for revenue sharing with low business risk for the operator.

- Related application may reside in a third party network that is not easily be integrated in operator network e.g. banking application. Control could be exercised by the home operator using USS e.g. using key usage indication as outlined in TS 29.109.  The trust link needs to be between the home network and the NAF Key center. The USS can be used to indicate key usage and authorization.
Proposal

We think that in general the potential benefits for allowing the NAF Key Center in Third Party networks outweigh the disadvantages, but the specification should highlight that the placement of the NAF Key Center in a third party  network needs also an additional measure.  Hence we suggest that:

· The home network control should be ensured by using the GBA USS. 

· Specification points out the features related to a NAF Key Center in the home network.

· The NAF Key Center in a third party network is allowed.

Are studied and the following P-CR is accepted for integration into TS 33.259.
Pseudo-CR

4.4.5
 Requirements on the NAF Key Centre
The NAF Key Centre shall support certificate-based mutual authentication as defined in TS 33.222 [5].

The NAF Key Centre shall be capable of determining whether a Remote Device is trusted or not.

The NAF Key Centre shall be capable of determining whether the Remote Device is auhorized to establish a shared key.
The NAF Key Centre shall implement GBA_ME and GBA_U as defined in TS 33.220 [3].

The NAF Key Centre dedicated to the Key Establishment Mechanism may be located in the Home Network.

NOTE: 
If the NAF Key Centre is not located in the home network, then the mobile network operator can not control directly the handing out of credentials from the NAF Key Centre. Therefore, the network hosting the NAF Key Centre and the home network need to have a strong trust relationship with the NAF Key Centre provider. The operator can use USS for control information for the NAF Key Centre.

The NAF Key Centre should support USS.
The NAF Key Centre shall be capable of deriving the Ks_local_device key from the Ks_(ext)_NAF key.
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