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Discussion and decision

______________________________________________________
Introduction
In the last SA3 ad-hoc meeting (SA3#46bis) key refresh was discussed for intra-MME and inter-MME handovers. In this contribution we refine the procedure and improve the security of the eNB key management by using key chaining as proposed in S3-070273.
Key refresh on Intra-MME handover
According to 25.813, v 7.10, Section 9.1.5, on intra MME handover the source eNB sends a handover request to the target eNB. The target eNB replies with a handover response. The handover response includes information required by UE (e.g. the C-RNTI). The source eNB includes this information in the handover command it sends to UE. 
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Figure 5: Key re-fresh on intra MME handover
Figure 5 shows how KRRCenc, KRRCint, KUPenc are refreshed on intra-MME handover.

1. UE measurement report

2. Source eNB calculates a one way hash over the current KeNB to get KeNB* and transfers it to the target eNB in the handover request message
3. Target eNB sends handover response message to the source eNB, which includes the new C-RNTI and some other parameters (see 25.813, section 9.1.5). Target eNB derives a new KeNB from C-RNTI and KeNB* by KeNB_new   = KDF(KeNB* || C-RNTI)  and further derives KRRCenc, KRRCint, KUPenc  from  the KeNB_new.

4. Source eNB sends integrity protected and ciphered handover command message to the UE.
5. UE derives the KeNB*, new KeNB, KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys.

6. Target eNB verifies the HO confirm message and sends handover complete message to the source eNB

7. Target eNB updates the location with evolved packet core network.
Key refresh on Inter-MME handover
According to 23.882, v 1.18, Section 7.15 inter MME handover does either not occur at all (due to S1 flexible nature) or is executed with involvement of a target MME. We assume here that in the latter case, the handover command and handover confirm messages are exchanged between UE and the source eNB in the same way as on intra-MME handover such that inter and intra-MME handover are indistinguishable for the UE. It is ffs if this assumption holds.

On inter-MME handover as on intra-MME handover, the fresh KeNB* is transferred to the target eNB. A new KeNB is derived from the KeNB* and C-RNTI, and KRRCenc, KRRCint, KUPenc are refreshed with the help of this new KeNB.  The proposed procedure is detailed in Figure 6.
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Figure 6: Key refresh on inter MME handover 

1. UE measurement report

2. Source eNB calculates a one way hash over the current KeNB to get KeNB* and transfers it to the source MME in the handover request message

3. Source MME transfers the KeNB* and other related MME security context information, like NAS keys, COUNT values for NAS protection, and KASME to the target MME in the handover request message. 

4. Target MME  includes the KeNB* in the handover request sent to target eNB

5. Target eNB sends handover response message to the target MME, which includes the new C-RNTI and some other parameters (see 25.813, section 9.1.5). Target eNB derives a new KeNB from C-RNTI and KeNB* by KeNB_new   = KDF(KeNB* || C-RNTI)  and further derives KRRCenc, KRRCint, KUPenc  from  the KeNB_new.

6. Target MME forwards the handover response to source MME which sends it to source eNB

7. Source eNB sends the handover command message to the UE. This message is protected with the old RRC integrity and ciphering keys shared with the source eNB.
8. UE derives the KeNB*, new KeNB, KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys.

9. Target eNB sends handover complete message to the source eNB.
Analysis

Changing the key during inter-eNB handovers allows resetting the PDCP sequence number, and no counter value synchronization is needed. Using a strong one way hash function to create a key hash chain of eNB keys improves security as the target eNB can not get the source eNB keys (backward security).

In case an attacker gets hold of an eNB key, and a plain hash chain without any further input is used, the attacker can calculate all the future eNB keys for the UE without needing to intercept the traffic. Thus, the attacker can start intercepting UE’s traffic at any point in time he/she wants, provided that UE still uses the same eNB key hash chain (e.g. not updated by a new AKA run).

To make the attack more difficult, we derive a new eNB key in the target eNB based on the unpredictable 32bit C-RNTI link layer identifier allocated by the target eNB for the UE. In this case, if attacker gets hold to the eNB key it also needs to intercept all the allocated C-RNTIs for the UE in order to calculate the key hash chain. Furthermore if the UE goes out of the range of the attacker’s control area, the attacker is not able to get the eNB key even if the UE comes back to the area again as the attacker is not able to get the C-RNTI allocations outside its control range. The result is a just-in-time and link layer bound key derivation procedure, which improves security compared to a plain key hash chain without time and air interface binding.
The added cost of the C-RNTI binding is that the UE and the target eNB have to calculate one additional hash function over a few bytes (C-RNTI plus the eNB key), which is considered to be negligible. 

Conclusion

We propose that SA3 adopts the proposed procedures as working assumption on how to ensure key freshness and thus ensure an easy counter handling on intra-MME handovers within SAE/LTE and include the above text in TR 33.821.
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