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1 Introduction
The establishment of user-related keys in SAE/LTE is described within 3GP TR 33.821. This document proposes an alternative solution to derive user-related keys in SAE/LTE with higher security level. 

2 Security enhancement for the establishment of user-related key in SAE/LTE

2.1
 Proposed key establishment of user-related keys in SAE/LTE

TS 33.821 v0.1.0 (section 7.4.7), proposes the following hierarchy of user-related key in SAE/LTE:

· Keys for all SAE access networks

· K: permanent stored on the USIM and the AuC

· CK, IK: pair of keys derived in the AuC and on the USIM

· KASME  : key derived from CK, IK by the ME and the HSS. 

This key shall depend on the identities of the radio access technology

· Keys for LTE access networks

· Keys for NAS traffic: KNAS,int , KNAS,enc, they are derived from KASME by ME and MME

· Keys for UP traffic: KUPE, KUPE,enc 
· KUPE is derived from KASME by ME and MME

· Keys for RRC traffic: KeNB used to derive KeNB,int , KeNB,enc,    

Overview on proposed key hierarchy for Solution_A 
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2.2 Alternative key establishment providing higher security level

All LTE access networks keys are derived from KASME; KASME is considered as master key. 

The LTE keys could be updated by reusing the existing master key KASME without new AKA procedure, as it is described in §7.4.6 of TR 33.821. 

The two facts above imply that KASME must be viewed as a sensitive data. Consequently, it should be stored and manipulated in a secure way. As demonstrated by the attacks described below, the storage of the master key KASME in the UICC provides a much better level of security than the storage in ME. 

The storage of KASME in the UICC implies a modification of the AKA authentication procedure in the USIM. During SAE/LTE-specific AKA authentication procedure: the USIM stores CK and IK and does not send CK, IK to the ME. The USIM derives KASME from (CK|| IK) and key derivation parameters including identities of the radio access networks. To retrieve LTE keys, the ME sends a command to the USIM with the identities of targeted eNB, UPE, MME and additional input parameters required for the derivation of the set of LTE keys, then the USIM computes the LTE keys and send them to the ME. When the ME does not need all the LTE keys but only some specific ones, then it would be possible to indicate in the input parameter of the command the types of LTE required by the ME. 

Attacks description
KASME is stored in the ME

The input parameters used to derive LTE keys could be RAND, IMPI, Identities of eNB, MME, UPE… All the derivation parameters (such as the identities of the network elements) are available on the ME and are not confidential.

An attacker accessing the ME can retrieve KASME, associated information such as the RAND and also IMSI or IMPI values. The knowledge of KASME and associated values allows the attacker to compute all LTE keys for any eNB, UPE and MME entities. 

Consequently, when KASME is stored on the ME, an attacker needs only one connection with the ME to allow a device not hosting the UICC to compute any set of LTE keys used by the ME during the availability of KASME. 

KASME is stored in the UICC

An attacker accessing the ME can retrieve RAND and also IMSI or IMPI,…, and current LTE keys used for communication. If the attacker wants to know another set of LTE keys associated to different elements (eNB, UPE, MME) then the attacker needs to establish a new connection to the ME in order to make the ME send a command to the UICC asking for the derivation of new set of LTE keys, and after the execution of the command, the ME retrieves the new set of LTE Keys.

So, in case of KASME stored on the UICC, if an attacker wants to discover a set of LTE keys from a device not hosting the UICC, then it needs to establish one connection with the ME for each set of LTE keys. 

Remark

Those attacks are similar to attacks existing in GBA. GBA_U procedure was specified to counteract those attacks and provide a higher security level by storing the bootstrapping key Ks in the UICC. GBA_U-based NAF-specific keys are derived by the UICC as described in TS 33.220 section 5.

KASME  key lifetime

This solutions also increases the key lifetime of KASME. 

KASME is stored in the ME

KASME should be deleted when the ME is powered down or when the UICC is removed. 

KASME is stored in the UICC

There is no need to delete KASME when the ME is powered down or UICC is removed. 

So, KASME key lifetime is longer when KASME is stored in the UICC, this leads to decrease the consumption of authentication vectors. 

Constraints that solution should address
The key hierarchy should not be used for UTRAN access network. The UICC shall be able to distinguish authentication requests for LTE access network requiring key hierarchy from authentication requests for UTRAN access network. 

Moreover, only SAE/LTE-capable USIM would be able to perform the enhanced procedure to store KASME and derive LTE keys. The key hierarchy proposed in §2.1 of this document should apply in case of non SAE/LTE-capable USIM. 

A possible way to address those requirements is to define a specific AUTN value (AUTN**) informing SAE/LTE-capable USIM that SAE/LTE-specific AKA procedure shall be executed. 

If the authentication vector is dedicated to UTRAN access network, the HSS sends classical AUTN value and the key hierarchy does not apply. 

If there is need for SAE/LTE key hierarchy and the USIM is not SAE/LTE-capable then the derivation of user-related keys in SAE/LTE are performed within the ME as described in §2.1 of this document. 

The approach is exactly the same one than in GBA where GBA_ME and GBA_U procedures are defined. To trigger GBA_U procedure, the BSF sends GBA-specific AUTN value (AUTN* based on specific MAC* computation) and only GBA_U-capable USIM can interpret the AUTN* value and perform GBA_U procedure. 

Description of the alternative solution
The HSS creates a dedicated AUTN** value for SAE/LTE key derivation to inform SAE/LTE-capable USIM that a SAE/LTE-specific AKA authentication procedure is required. 

When the SAE/LTE-capable USIM receives the AUTN**, the USIM performs SAE/LTE-specific AKA authentication procedure. 

SAE/LTE-specific AKA procedure: The USIM does not sent CK and IK to the ME and stores CK and IK. 

The USIM derives KASME from (CK|| IK) and key derivation parameters including identities of the radio access networks. 

To retrieve LTE keys, the ME sends a command to the USIM with the identities of targeted eNB, UPE, MME and additional input parameters required for the derivation of the set of LTE keys, then the USIM derives the LTE keys from KASME key and input parameters, and sends LTE keys to the ME. In case that not all keys will necessary be established at the same time then it would be possible to indicate in the input parameter of the command the types of LTE required by the ME. 

In case of UTRAN access network: the HSS sends classical AUTN.

In case of non SAE/LTE-capable USIM the HSS sends classical AUTN and the derivation of user-related keys in SAE/LTE are performed by the ME as described in section §2.2 of this document.  

Overview of alternative solution with SAE/LTE-capable USIM
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3 Proposal

Gemalto kindly asks SA3 to review Solution_B and approve attached pseudo-CR to TR 33.821 proposing the description of Solution_B in TR 33.821. 
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