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1. Introduction

At SA3 #46 SA3 discussed LS [S3-070137] from TISPAN WG7 regarding media security. A reply LS was provided in [S3-070183] where SA3 stated:

SA3 is happy to accept the first requirement that the media security solution shall have minimal impacts on already deployed network entities. This requirement will be added to the next version of the 3GPP IMS media security Technical Report. SA3 could not yet agree on the second requirement that the key transfer mechanism shall provide integrity, confidentiality and replay protection. SA3 looks forward to discussing this further at the joint meeting. In addition, SA3 would also like to discuss further at the joint meeting whether the key transfer or establishment mechanism will be performed in the signalling path or the media path.
This contribution discusses the signalling path and media path key management for media security.
2. Discussion
2.1 Key management approaches
Key management for media security can be done via signalling path, media path or as a combination of these two. See figure 1 (the figure shows only the nodes relevant to the present contribution).
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Figure 1. Signalling and media paths.

In signalling path key management the signalling messages, i.e. SIP messages, are used to carry key management information. Usually key management information is carried within the SDP. An example of such mechanism is SDESC defined in RFC 4568 [RFC4568]. Also MIKEY [3830] can be carried within SDP as is defined in RFC 4567 [RFC4567].
In media path key management the endpoints perform key management via the media path, usually multiplexed to the same port as the RTP traffic. Examples of such mechanisms are ZRTP [ZRTP] and DTLS-SRTP [DTLS] and MIKEYv2 [MIKEYv2]. Some of these mechanisms may also use the SDP to indicate the use of a media path mechanism and to convey a fingerprint or hash of a certificate or Diffie-Hellman message in order to authenticate the key management exchange. 
At a recent IETF meeting #68, the IETF chose to take DTLS-SRTP approach [DTLS] as the basis for the development of a media plane key management protocol. According to IETF processes this decision needs to be ratified on IETF mailing lists which might or might not change the decision. 
The analysis below discusses how media path and signalling path protocols meet some 3GPP requirements.  
2.2 Analysis 
SA3 TR "Media plane security" [S3-070107] has collected the current requirements for media security in 3GPP and IETF.  A new version of the IETF requirements draft [Reqs] has been published, and also a new draft [infra] discussing infrastructure aspects has been submitted to the IETF. Annex A of this contribution shows how the new requirements would impact the requirements list in the SA3 TR.  
Lawful interception issues

3GPP has requirements to support Lawful Interception (LI). The media path key management mechanisms under discussion in the IETF do not inherently support LI. There is a fresh internet draft [Srtpkey] which proposes that a co-operating endpoint publishes its SRTP master keys to an authorized party using the SIP Event State Publication Extension. However, this proposal seems to not fulfill the 3GPP requirement that the LI target shall not be able to know that he is under LI activities. 
Thus, to meet 3GPP LI requirements the proposed media path protocols would need to be modified, or a new media path protocol be developed by 3GPP. The latter choice does not seem a viable way forward. Signaling path protocols seem to be able to meet LI requirements as were shown in [S3-070122] and  [S3-070134]. 
Early media / media clipping issues
One of the main reasons why IETF has been leaning towards media path key management protocols is so called media clipping. Media clipping occurs when the initiator of a session receives "early" encrypted media from the responder before he has received the responder's SDP which would include the needed key. 
There are proposed mechanisms in IETF how media clipping could be avoided in this case, but they might require extra signaling which IETF tries to avoid. On the contrary, 3GPP has a statement in the 3GPP TR that media clipping shall be avoided even at the cost of additional signaling. 
In addition, recent discussions in the IETF rtpsec list indicate that media clipping may not be an issue after all, as the media path may be blocked by middle-boxes until the initiator has received the responder's answer in 200 OK message. This will likely be the case in 3GPP and TISPAN networks.
Furthermore, to avoid clipping some media path proposals allow to start with RTP and then upgrade to SRTP when the keys are in place. IETF requirements acknowledge this to be an acceptable approach. However, this is concluded not to be a good approach from 3GPP point of view as stated in the 3GPP TR.
Architectural issues

The earlier mentioned issue that middle-boxes may block media path until 200 OK has been received may also increase the set up delay of media path solutions as the key exchange can only start when 200 OK has been received. Therefore it seems that set up delay would be longer compared to when the keys are exchanged in the signaling path messages. 
This could also result to media clipping in both ends as media path key exchange may still be in progress when media packets start to flow after 200 OK has been received.
If the media needs to be terminated in an AS (e.g., voice mail) or other intermediate nodes like in a PSTN gateway, it is important that the key management protocol supports the possibility to terminate it in the network. If the key management solution requires that there is a user intervention to authenticate the channel then media may not be able to terminate in an intermediate node. 
SIP session management allows a unidirectional media connection between endpoints. In case of a unidirectional media connection the media path key management protocols would not work or would need an additional media path connection to be set up. Signalling path provides a two-way connection.
Impacts to existing nodes
Intermediate nodes in the media path may not let other than RTP traffic thru e.g. due to traffic policing. This may mean that media path protocols would not pass thru in existing nodes. To enable other protocols than RTP these nodes would have to be updated to support (i.e. recognize and pass thru) the media path key management protocols. This would be against the TISPAN requirement of minimizing the impacts to existing nodes which was also acknowledged by SA3 in the recent LS. A signaling path solution carried in SIP would likely only impact those nodes that would handle media security key management. Other signaling path nodes could handle the information transparently.

User experience issues

Some media path solutions require user intervention in the sense of reading aloud an authentication string to the other endpoint. This feature is used by ZRTP but it has also been proposed for DTLS-SRTP in IETF discussions. This may be an inconvenient user experience, especially for elderly or disabled persons. Therefore, the solution should not require user intervention. 
Other media than RTP
3GPP has a requirement that the solution shall support the possibility to protect non RTP-based IMS user plane traffic. It seems today that only a signalling path solution could meet this requirement as the media path proposals are more or less tied to RTP.
3. Conclusions and Proposal

Based on the analysis in section 2 it seems like the working assumption in TISPAN holds and key management for media security should be performed on the signalling path. 
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SA3 TR "Media plane security" [S3-070107] has collected the current requirements for media security in 3GPP and IETF.

A new version of the IETF requirements draft [Reqs] has been published, and also a new draft [Infra] discussing infrastructure aspects has been submitted to the IETF. These are taken into account in the requirements list below in the following way: when a requirement has been updated in [Reqs] this is indicated as "changed to", a new requirement is indicated with "new".  New proposed requirements from [Infra] are indicated with "new-infra". Otherwise the text is copied from the SA3 TR, e.g. comments marked with "Comment:" are taken as is from SA3 TR. Also, the numbering of the requirements does not match with the SA3 TR.
It should be noted that the new requirements in the IETF have not been analyzed in 3GPP.
Lawful interception

3GPP Requirements:

1. Lawful interception shall be supported.
2. The lawful interception solution shall not require the operator to reveal information to the interception agent that would allow him to intercept user communications that are outside the terms of the intercept warrant.

3. It shall not be possible for users to determine whether their communications are subject to lawful interception.

NOTE
Further study is needed on the exact requirements for lawful interception.

IETF Requirements:

4. A solution SHOULD support media recording.

5. A solution SHOULD NOT allow end users to determine whether their end-to-end interaction is subject to lawful interception (ffs).
changed to:
A solution SHOULD NOT allow end users to determine whether their end-to-end interaction is subject to lawful interception. (This is something for discussion, obviously.)

Security

3GPP Requirements:
6. It shall be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on access network interfaces and access network nodes.

7. It should be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on core network interfaces and at core network nodes. One exception to this is that the decryption key or plaintext user traffic may be revealed to certain trusted core network elements for lawful interception purposes.

NOTE: 
It should be considered whether SA3 could relax this requirement so that the decryption key could be revealed to IMS network elements and on some core network interfaces. This would allow simple key management solutions to be adopted where the sender generates the end-to-end key and sends it to the receiver in SDP according to e.g. draft-ietf-mmusic-sdescriptions-12, whereby the key is protected using existing "per hop" IMS control plane security mechanisms.

8. The level of security provided should satisfy operators and the vast majority of users, whilst at the same time satisfying applicable lawful interception requirements.

IETF Requirements:

9. A solution MUST provide protection against passive attacks. 
changed to:
A solution MUST provide protection against passive attacks on the media path and MUST protect against passive attacks of a SIP proxy that is legitimately routing SIP messages.
10. A solution SHOULD consider active attacks (ffs).
changed to:
A solution SHOULD consider active attacks, including DoS attacks.
Comment: A 3GPP solution shall provide protection against active attacks on access network interfaces and access network nodes. It should also be possible to protect against active attacks on core network interfaces and at core network nodes, except if such attacks are performed for the purposes of lawful interception.

11. A solution MUST be able to support Perfect Forward Secrecy. 
Comment: Perfect Forward Secrecy is not considered to be required in a 3GPP network.

12. A solution MUST support algorithm negotiation without incurring per-algorithm computational expense. changed to:
A solution MUST support negotiation of the key exchange algorithm without incurring per-algorithm computational expense.

13. A solution MUST support multiple cipher suites without additional computational expense. 
changed to:
A solution MUST support multiple SRTP cipher suites without additional computational expense
14. new: A solution SHOULD use algorithms that allow FIPS 140-2 [FIPS-140-2] certification.
15. new-infra: It might be justified to consider using shared keys in addition to public keys to provide media security in some environments.
Requirements related to SIP based call features/SIP related problems

Forking and Retargeting

IETF Requirements:
16. Forking and retargeting MUST work with all end-points being SRTP. 
changed to: 
Negotiation of SRTP keys MUST NOT cause the call setup to fail in forked and retargeted calls where all end points are willing to use SRTP.
17. Forking and retargeting MUST allow establishing SRTP or RTP with a mixture of SRTP- and RTP-capable targets. 
changed to:
Forking and retargeting MUST allow establishing SRTP or RTP with a mixture of SRTP- and RTP-capable targets, such that SRTP is performed with SRTP-capable targets and RTP targets do not cause Heterogeneous Error Response Forking Problem (HERFP).

18. With forking, only the entity to which the call is finally established, MUST get hold of the media encryption keys. 
changed to: 
Forked end points SHOULD NOT know the SRTP key of any call established with another forked end point.
A solution MAY support the ability to utilize an initially established security context that was established as part of the first call setup with a remote end point.

Specialized devices may need to avoid public key operations or Diffie-Hellman operations as much as possible because of the computational cost or because of the additional call setup delay.  For example, it can take a second or two to perform a Diffie-Hellman operation in certain devices.  Examples of these specialized devices would include some handsets, intelligent SIMs, and PSTN gateways.  For the typical case because a phone call has not yet been established, ancillary processing cycles can be utilized to perform the PK or DH operation; for example, in a PSTN gateway the DSP, which is not yet involved with typical DSP operations, could be used to perform the calculation, so as to avoid having the central host processor perform the calculation.  Some devices, such as handsets, and intelligent SIMs do not have such ancillary processing capability.

19. A solution SHOULD allow to start with RTP and then upgrade to SRTP 

Comment: From an architectural point of view 3GPP does not consider this to be a good approach.

20. Endpoint identification when forking.  The Offerer must be able to associate answer with the appropriate flow endpoint.  In case of forking one might not want to perform a DH with every party but instead to associate the SDP response with the right end point. This is a performance related requirement. 
changed to:
Key exchange SHOULD be able to associate the signaling with the media.  This is useful with forking. 

Comment: Forking and retargeting in 3GPP is for further study.

Early Media/Media Clipping

IETF Requirements:
21. A solution SHOULD avoid clipping media before SDP answer without additional signalling.

Comment: In a 3GPP architecture media clipping shall be avoided, even at the cost of additional signalling.

Shared Key Conferencing

IETF Requirements:
22. Shared-key encryption for conferencing (Note: it may be matter of discussion, if shared key conferencing stays as out-of-scope.) 

Comment: This requirement is currently stated as out-of-scope in the IETF. This requirement shall be valid in a 3GPP architecture.
changed to: Discussions concluded that key management for shared-key encryption of conferencing is outside the scope of this document.  As the priority is point-to-point unicast SRTP session keying, resolving shared-key SRTP session keying is deferred to later and left as an item for future investigations.

Architectural 

3GPP Requirements:
23. Encryption and integrity protection of user media should be applied on an end-to-end basis, where possible, to save on network resources and to avoid restrictions on media plane routing.

24. Where it is not possible to provide protection on an end-to-end basis due to cost or complexity reasons, then solutions should be developed which terminate user plane security in an appropriate network element (e.g. at a conference bridge or at interworking gateways with non-IMS networks).

25. It should be possible for operators to be able to terminate media plane security in the network in some cases, e.g. if the operator needs access to the media for content control purposes.

26. Multiple solutions should be avoided to reduce complexity in the network and to maximise interoperability between user devices.

27. The requirement for new functions on the user’s smartcard should be avoided unless it would provide significant and cost effective benefits.

28. The solution should support the possibility to protect user traffic on an end-to-end basis between IMS-capable and non IMS-capable user equipment.

IETF Requirements:
29. A solution MUST NOT require 3rd-party certs.  If two parties share an auth infrastructure they should be able to use it. 
changed to:
A solution MUST NOT require 3rd parties to sign certificates.

This requirements points to the fact that a global PKI cannot be assumed and opportunistic security approaches should be considered in the solution.  However, if two parties share an authentication infrastructure that has 3rd parties signing certificates, they may use it.
30. new-infra: To enable a scalable solution that allows to set up a secure connection to an arbitrary peer seems to require the help of some third party.

31. From an architectural point of view solutions can exchange key exchange messages along the media path, along the signaling path or on both paths.  A solution SHOULD operate along the media path and the signaling path.
changed to:
From an architectural point of view solutions can exchange key exchange messages along the media path, along the signalling path or on both paths.  A solution SHOULD require the adversary to be located on the media as well as on the signaling path.

Comment: In the 3GPP architecture the preferred solution is to perform the key exchange messages in the signaling path only.
32. new-infra: Media security solutions should cover the cases where media security is not employed end-to-end but is terminated in a gateway.
33. new-infra: Termination of media streams in different devices
Scalability, Cost and Performance 

3GPP Requirements:
34. The solution should scale well for large numbers of users.

35. The solution should be cost effective.

36. The solution should not adversely affect performance of IMS services. In particular, there should be no significant increase in call set-up delay and no media clipping.
IETF Requirements:
37. new: When DH is used to establish session keys performance aspect SHOULD be taken into account.

For example, if using a Diffie-Hellman keying technique with security preconditions that forks to 20 end points, the call initiator would get 20 provisional responses containing 20 signed Diffie-Hellman key pairs.  Calculating 20 DH secrets and validating signatures can be a difficult task depending on the device capabilities.  Hence, in the case of forking, it is not desirable to perform a DH or PK operation with every party, but rather only with the party that answers the call (and incur some media clipping).
Requirements regarding the Access network type

3GPP Requirements:
38. The solution shall support the possibility to provide protection on an end-to-end basis between any IMS-capable UE regardless of what type of access technology they use (fixed DSL, WLAN, cellular, etc.)

39. The key management solution should be based on the existing IMS access security architecture, so that no special user registration or user involvement is required, and so that existing infrastructure can be re-used. 

40. Since the IMS client may use different access authentication methods, both smartcard and non smartcard based, the key management solution for end-to-end security shall be able to be based on any of these authentication methods.

Backward Compatibility and Migration

3GPP Requirements:
41. Media security shall be mandatory to implement for UEs and networks and optional to use for UEs.  

42. The media security solution shall allow a UE to negotiate media security settings for each individual call. 

43. The negotiation of media security must be protected against downgrading attacks

44. The use of media security shall be prohibited in case any two UEs in a call support and prefer to use media security but the network does not.

IETF Requirements:
45. A solution MUST allow a SIP UE to negotiate media security parameters for each individual session.
changed to:
A solution MUST allow a SIP UA to negotiate media security parameters for each individual session.
46. new: A solution MUST protect cipher suite negotiation against downgrading attacks.
47. new: A solution MUST provide crypto-agility.
Other Requirements

3GPP Requirements:
48. The solution shall support the possibility to protect RTP-based IMS user plane traffic.

49. The solution shall support the possibility to protect non RTP-based IMS user plane traffic.

IETF Requirements:
50. A solution SHOULD support the possibility to protect non-RTP-based data traffic.
51. new: A solution SHOULD allow establishing SRTP keying between different call signaling protocols (e.g., between Jabber, SIP, H.323, MGCP)
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