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1
Introduction

When some of the requirements in TR 33.821 were introduced, then there was no agreement on the use of SIM/USIM etc. Therefore the term “xSIM” was introduced in the TR 33.821. 
The use of USIM in SAE/LTE has now been agreed (SA1 – see [1]) and SA #35 has decided to not allow the use of SIM in SAE/LTE. 

We would therefore like to propose to "clean up" the document regarding the notation and replace the term “xSIM” with “USIM”. At the same time the editor's note mentioning that it must be made explicit that R99 USIM is sufficient for access to LTE is removed, and requirement 3 in Sections 7.2.1.3 and 7.6.2 is augmented to make this fact explicit.
In addition, it is proposed to correct the term “USIM cards” to say “USIM”, as the USIM is not a card but an application on the UICC.

Furthermore, a few references which are invalid are corrected in the affected sections.

Pseudo-CR:

*********************************************************
**** FIRST CHANGE 
****
5.1.1.2
Countermeasures

To mitigate this threat, UE must be able to reject plain text IMSI queries coming from an untrustworthy source. This way the UE has control over when to send the plain text IMSI to an unauthenticated network or source. Public key cryptography or symmetric keys may be used to hide the IMSI.

A mechanism similar to TMSI mechanism in UMTS may be used. User permanent identity is rarely used. Temporary identity is often used to identify the user. Temporary identity is allocated by network. The procedure of allocating temporary identity should be provided confidential protection.

(From S3-060646)

Securing the IMSI so that an attacker can not get it over the air interfaces is important and provides improved security over UTRAN. This can be achieved if the UE has a key, which it can use to encrypt the IMSI (or MSIN part of it) before sending it to the network. This can also be achieved if the UE has a pseudonym that is assured to be understandable by the home network at least (corresponding IMSI can be identified).

One natural way to incorporate IMSI protection is to extend the identity request and response messages (see TS 33.102) for LTE to include an option to support one or more IMSI protection mechanisms. UE can for example provide the identity in an encrypted form that is then denoted in the identity response message. Alternatively the network can also denote in the identity request message that it supports encrypted IMSIs in a backwards compatible way and thus the support of IMSI protection can be implemented into existing UTRAN networks as well for terminals that support IMSI protection.

Editor’s Note: More studies are needed on how to support emergency calls.

Solution –A) Public Key Based Approaches

In a public key based approach the UE uses a public key to encrypt the MSIN part of the IMSI and provides it to the network. Either visited or home network then decrypts the MSIN part of the IMSI and uses the plain text IMSI to get proper authentication vectors from corresponding HLR.

Traditionally the public key comes in a form of a certificate, as has been the case with the 3GPP General Bootstrapping Architecture (GBA). The public key certificate needs to be provisioned for the UE before it can use it and reject the plain text IMSI queries. UE must also be able to authenticate the public key certificate. This has been considered a problem earlier, but once solved within the scope of the 3GPP GBA the same approach can be used for IMSI protection as well, which makes the IMSI protection solution a nice side product of the 3GPP GBA standardization.

Here the user identity request and response message procedure could be extended to support visited/home network certificate provisioning for the UE during the initial attachment. UE could then verify the received certificate based on the same principles as in GBA. 

Alternatively the AKA quintet could be marked to be “used in home network only” based on a small extension into the AMF field in the quintet (one bit standardized to denote “used in home network only”). This would in effect allow the UE to authenticate the home network from any other networks, which is not possible with AKA today as it does not bind the quintets to the access network identities. Using the secure NAS signalling path to the home network UE could allow it to update any public keys or certificates for it if needed. This update for the AKA protocol would not need any changes in the USIM, but the UE could check whether the AMF field contains “home network bit” set to true or false. 

Extending the AMF field would also allow other potential applications to be built on top of the secure connection with the home network and is independent of the LTE. The requirement is of course that the HLR does not provide quintets with the “home network only” AMF bit set to true for any visited networks. Thus, this extension is also transparent for the access networks, but requires a small HLR internal update. However, the protocols between HLR and other network elements should not need to be changed (provided that the HRL can distinguish home network elements from visited network elements based on the SAs).

Alternatively the UE could also use GBA Subscriber Certificates for IMSI encryption.

Solution-B) Pseudonyms Based Approach

In a secure pseudonym based approach (G. Ateniese, A. Herzberg, H. Krawczyk, and G. Tsudik, On Traveling Incognito, in journal of Computer Networks (31) 8 (1999) pp. 871-884, April 23, 1999), the HLR is modified in such a way that the quintet itself includes a pseudonym inside the AUTN parameter which the UE is able to authenticate based on its long term key in the USIM and shared with the HLR. When UE next time needs to provide identity and it does not share a P-TMSI with the network, it can use one of the pseudonyms from the previously authenticated AUTN parameters.

One way to create the pseudonym in the home network (HLR) is to have a secret key K with key identifier KID in HLR, which uses it to create the pseudonyms by encrypting the IMSI and some random variable with the key. This pseudonym is then put with the key identifier into the AUTN parameter.

The key K does not have to be transferred outside the HLR. Once HLR gets authentication request based on a pseudonym, it decrypts the pseudonym with the secret K associated with the key id KID and identify the full IMSI.

The pseudonym creation and the pseudonym based IMSI identification are HLR internal procedures. The exact algorithms used to create the pseudonyms do not affect the network and UE implementations as the pseudonym can be considered a bit string, possibly with a variable length.

To support this, the USIM  in the UEs must be upgraded to support secure pseudonyms as the AUTN parameter in AKA is extended. Thus, we believe that this alternative is not feasible in practice unless there are other more important reasons to upgrade the AKA protocol, USIM  and the HLR implementations.

Editor’s Note: If users are moved between HLRs, pseudonyms based approach may have problems.

****




NEXT CHANGE 
****
7.2.1.2
Non-3GPP access

R1: AKA for non-3GPP access SHALL use USIM based EAP AKA.

Editor’s Note: This requirement has to be confirmed when the other aspects are ready.

Rationale: Considering backwards compatibility with 3GPP I-WLAN and that EAP AKA is currently the only generic way to allow USIM-based access to non-3GPP networks, it appears the only feasible solution. Also, this appears to already be the working assumption in other 3GPP WGs.

7.2.1.3
LTE access

R2: 2G SIM Access to LTE SHALL NOT be granted.



Rationale: 2G security is not sufficient. When a UE has authenticated in GSM and later performs a handover to UMTS, the 64-bit ciphering key Kc is converted to the two 128-bit ciphering and integrity keys CK and IK. This operation does not add any entropy to CK or IK. Moreover, if an attacker breaks the encryption in GSM and gets hold of Kc, will be able to also decrypt the traffic even if the UE moves into LTE if direct hand-overs were allowed. If there is any time to phase out 2G SIMs, making LTE future proof, it is now. It seems likely that R99 USIM can provide necessary security level, see also the next requirement. This requirement implies that an LTE UE that has previously only established GSM security shall be re-authenticated, establishing LTE security context, before granting LTE access. 
· Security drawbacks of 2G SIM 1: Small key size

The new GSM-Milenage algorithms can produce 128 bits keys, similar to USIM application. However, considering that GSM-Milenage is not (widely) deployed and since the only imaginable reason for supporting 2G SIMs in LTE would be to limit the need to physically distribute new UICCs, it is clear that allowing 2G SIM access to LTE will in practice imply a 64-bit security level. Put differently, if distribution of new 2G SIMs can be assumed, then one may as well assume distribution of USIMs. 

In 1998, special-purpose hardware machine was available that would retrieve 56-bit (DES) keys in about a day, [6]. The machine, a special-purpose ASIC design, was built at a cost of about US $250,000. The machine’s cost/performance agreed well with predictions based on Moore’s law and hardware proposals done already in 1993, [7]. It might seem that the 64-bit level of GSM would still remain secure, considering the cost/effort to break such keys. However, development has continued.

In 2006, a similar (but FPGA-based) machine was presented that could be built at a cost of under € 9,000, and the machine would find 56-bit keys in a matter of a few days, [8]. Quite recently, an enhanced machine, specially targeted at dedicated stream ciphers (of which the A5/1, and UEA2 algorithms are examples) was presented, [9]. Using additional speed-up possible due to the nature of dedicated stream ciphers, it can be predicted that the effective security of LTE algorithms in general is even less.

Assuming continued development, it can be predicted that breaking 64-bit keys will be “common place” in at most 10 years, but probably much earlier, to attackers with quite moderate resources.

The conclusion is that 2G SIM key sizes will not remain secure for the economic life-time of SAE/LTE. Moreover, if 2G SIM support is kept in SAE/LTE, it can be envisioned that the practical problems of phasing out 2G SIMs is just pushed ahead, and when the “next-generation” systems are to be designed, the problem of the “SIM-legacy” will still exist. 
· Security drawbacks of 2G SIM 2: Lack of Mutual Authentication

As is well known, 2G SIM application does not support (home) network authentication. In SA3 it has been discussed whether in LTE, it should be possible to authenticate even the visited network. In any case, use of 2G SIM is clearly a major security risk.

· Security drawbacks of 2G SIM3: Lack of replay protection

There is no guaranty of random freshness in GSM AKA. Related to the issue of network authentication is the issue of replay protection. This is one of critical aspects that makes the side-effects of the attacks on A5/2 so serious as it can spread also to other algorithms. Again, a significant risk is taken by using 2G SIMs.

Editor’s Note: The security SA could be set up shortly after the authentication.

However, a hand-over from GSM BSS connected to a R99+ VLR/SGSN may very well be acceptable and is not excluded.

R3: LTE AKA SHALL be based on USIM and (possible) extensions to UMTS AKA.  In particular, R99 USIM shall be sufficient for access to LTE
Rationale: This has already been agreed, and is in a sense therefore a superfluous requirement. Nevertheless, it is re-stated for self-containment. Note that the set of possible extensions include, but are not limited to EAP AKA and GBA. While security context transfer of UMTS security context to LTE is likely to provide sufficient security level (key size etc) at hand-over, it cannot be excluded that LTE security context will be a proper super-set of UMTS security context, this is FFS. As a derived requirement we get:

R4: LTE AKA SHALL produce keys forming a basis for UP/CP protection (ciphering, integrity).

Note: Other keys may also need to be produced, this is FFS.

R5: The LTE AKA keys of R4 SHALL be dependent on the algorithm with which they are used.

Rationale: Such “key separation” is being discussed as a countermeasure to GSM weaknesses discovered the last few years. While UMTS (and thus the re-use of UEA/UIA algorithms in LTE) is still believed to be secure, it seems prudent to introduce these mechanisms in LTE from day one.

****




NEXT CHANGE 
****
7.6.2
LTE AKA requirements

Comparison between EAP-AKA + EAP-ER and UMTS AKA (conclusion from SA3#45).
Requirement-0: The SAE CN and LTE AN SHALL allow for keys of size 128 or 256 bits. (from S3-060632)

Requirement-1: AKA for non-3GPP access SHALL use USIM based EAP AKA (from section 7.2.1).

Editor’s Note: This requirement has to be confirmed when the other aspects are ready.

Requirement-2: 2G SIM Access to LTE SHALL NOT be granted (from section 7.2.1).



Editor’s Note: The security SA could be set up shortly after the authentication.

Requirement-3: LTE AKA SHALL be based on USIM and (possible) extensions to UMTS AKA. In particular, R99 USIM shall be sufficient for access to LTE (from section 7.2.1).

Requirement-4: LTE AKA SHALL produce keys forming a basis for UP/CP protection (ciphering, integrity) (from section 7.2.1).

Requirement-5: The LTE AKA keys of R4 SHALL be dependent on the algorithm with which they are used (from section 7.2.1).

Reuse UTMS AKA in LTE/SAE authentication (S3-070085).
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