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4
Requirements

Editor's Note:
The content of this section is taken from sections 1 and 2 of S3-060723 with some minor editorial changes. 3GPP formatting style has not yet been fully applied to this section.

The purpose of this section is identify 3GPP requirements for IMS media plane security and to evaluate IETF media security requirements detailed in [2] with respect to their relevance for 3GPP. The requirements are grouped into various categories in order to ease discussion and to check for completeness. A comment is added to some of the IETF requirements indicating the relation to 3GPP media security requirements. When no comment is added then this indicates that the IETF requirement seems acceptable for IMS. With some of the IETF requirements a status of ffs (for further study) is indicated showing that the requirement is still under discussion in the IETF. 

4.1
Lawful interception

3GPP Requirements:

1. Lawful interception shall be supported.

2. The lawful interception solution shall not require the operator to reveal information to the interception agent that would allow him to intercept user communications that are outside the terms of the intercept warrant.

3. It shall not be possible for users to determine whether their communications are subject to lawful interception.

NOTE
Further study is needed on the exact requirements for lawful interception.

IETF Requirements:

4. A solution SHOULD support media recording (ffs).

5. A solution SHOULD NOT allow end users to determine whether their end-to-end interaction is subject to lawful interception (ffs).

4.2
Security

3GPP Requirements:
6. It shall be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on access network interfaces and access network nodes.

7. It should be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on core network interfaces and at core network nodes. One exception to this is that the decryption key or plaintext user traffic may be revealed to certain trusted core network elements for lawful interception purposes.

NOTE: 
It should be considered whether SA3 could relax this requirement so that the decryption key could be revealed to IMS network elements and on some core network interfaces. This would allow simple key management solutions to be adopted where the sender generates the end-to-end key and sends it to the receiver in SDP according to e.g. draft-ietf-mmusic-sdescriptions-12, whereby the key is protected using existing "per hop" IMS control plane security mechanisms.

8. The level of security provided should satisfy operators and the vast majority of users, whilst at the same time satisfying applicable lawful interception requirements.

IETF Requirements:

9. A solution MUST provide protection against passive attacks.

10. A solution SHOULD consider active attacks (ffs).
Comment: A 3GPP solution shall provide protection against active attacks on access network interfaces and access network nodes. It should also be possible to protect against active attacks on core network interfaces and at core network nodes, except if such attacks are performed for the purposes of lawful interception.

11. A solution MUST be able to support Perfect Forward Secrecy.
Comment: Perfect Forward Secrecy is not considered to be required in a 3GPP network.

12. A solution MUST support algorithm negotiation without incurring per-algorithm computational expense.

13. A solution MUST support multiple cipher suites without additional computational expense.

4.3
Requirements related to SIP based call features/SIP related problems

4.3.1
Forking and Retargeting

IETF Requirements:
14. Forking and retargeting MUST work with all end-points being SRTP.

15. Forking and retargeting MUST allow establishing SRTP or RTP with a mixture of SRTP- and RTP-capable targets.

16. With forking, only the entity to which the call is finally established, MUST get hold of the media encryption keys.

17. A solution SHOULD allow to start with RTP and then upgrade to SRTP (ffs).

Comment: From an architectural point of view 3GPP does not consider this to be a good approach.

18. Endpoint identification when forking.  The Offerer must be able to associate answer with the appropriate flow endpoint.  In case of forking one might not want to perform a DH with every party but instead to associate the SDP response with the right end point. This is a performance related requirement.

Comment: Forking and retargeting in 3GPP is for further study.

4.3.2
Early Media/Media Clipping

IETF Requirements:
19. A solution SHOULD avoid clipping media before SDP answer without additional signalling.

Comment: In a 3GPP architecture media clipping shall be avoided, even at the cost of additional signalling.

4.3.3
Shared Key Conferencing

IETF Requirements:
20. Shared-key encryption for conferencing (Note: it may be matter of discussion, if shared key conferencing stays as out-of-scope.) 

Comment: This requirement is currently stated as out-of-scope in the IETF. This requirement shall be valid in a 3GPP architecture.

4.4
Architectural 

3GPP Requirements:
21. Encryption and integrity protection of user media should be applied on an end-to-end basis, where possible, to save on network resources and to avoid restrictions on media plane routing.

22. Where it is not possible to provide protection on an end-to-end basis due to cost or complexity reasons, then solutions should be developed which terminate user plane security in an appropriate network element (e.g. at a conference bridge or at interworking gateways with non-IMS networks).

23. It should be possible for operators to be able to terminate media plane security in the network in some cases, e.g. if the operator needs access to the media for content control purposes.

24. Multiple solutions should be avoided to reduce complexity in the network and to maximise interoperability between user devices.

25. The requirement for new functions on the user’s smartcard should be avoided unless it would provide significant and cost effective benefits.

26. The solution should support the possibility to protect user traffic on an end-to-end basis between IMS-capable and non IMS-capable user equipment hosting a smartcard.

27. The solution shall have minimal impacts on already deployed network entities.

IETF Requirements:
28. A solution MUST NOT require 3rd-party certs.  If two parties share an auth infrastructure they should be able to use it.

29. From an architectural point of view solutions can exchange key exchange messages along the media path, along the signaling path or on both paths.  A solution SHOULD operate along the media path and the signaling path.

Comment: In the 3GPP architecture the preferred solution is to perform the key exchange messages in the signaling path only.

4.5
Scalability, Cost and Performance 

3GPP Requirements:
30. The solution should scale well for large numbers of users.

31. The solution should be cost effective.

32. The solution should not adversely affect performance of IMS services. In particular, there should be no significant increase in call set-up delay and no media clipping.

4.6
Requirements regarding the Access network type

3GPP Requirements:
33. The solution shall support the possibility to provide protection on an end-to-end basis between any IMS-capable UE regardless of what type of access technology relying on smartcard-based authentication methods they use (fixed DSL, WLAN, cellular, etc.)

34. The key management solution should be based on the existing IMS access security architecture, so that no special user registration or user involvement is required, and so that existing infrastructure can be re-used. 

35. The key management solution for end-to-end security shall be able to be based on smartcard-based authentication methods.

4.7
Backward Compatibility and Migration

3GPP Requirements:
36. Media security shall be mandatory to implement for UEs and networks and optional to use for UEs.  

37. The media security solution shall allow a UE to negotiate media security settings for each individual call. 

38. The negotiation of media security must be protected against downgrading attacks

39. The use of media security shall be prohibited in case any two UEs in a call support and prefer to use media security but the network does not.

IETF Requirements:
40. A solution MUST allow a SIP UE to negotiate media security parameters for each individual session.

4.8
Other Requirements

3GPP Requirements:
41. The solution shall support the possibility to protect RTP-based IMS user plane traffic.

42. The solution shall support the possibility to protect non RTP-based IMS user plane traffic.

IETF Requirements:
43. A solution SHOULD support the possibility to protect non-RTP-based data traffic.
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