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1 Introduction

TR 33.828 v0.1.0 contains requirements regarding the access network type that preclude the definition of solutions relying on smart card credentials and mechanisms. 

This document proposes to modify some of these requirements in order to allow smart card-based solutions. 

2 Requirements regarding the Access network type

TR 33.828 v0.1.0 contains following requirements in section 4.6 of the TR: 

33
The solution shall support the possibility to provide protection on an end-to-end basis between any IMS-capable UE regardless of what type of access technology they use (fixed DSL, WLAN, cellular, etc.)

35
The solution shall support the possibility to provide protection on an end-to-end basis between any IMS-capable UE regardless of what type of access technology they use (fixed DSL, WLAN, cellular, etc.)

Those requirements imply that a generic solution for IMS Media security could not rely on smart card-based credentials and mechanisms. 

The IMS media security defined by SA3 should fulfil the 3GPP working assumption requiring the presence of smart card to address wireless security. The requirements mentioned above, stating that the key management solution shall be based on both smart card and non smart card based authentication methods, contradict this 3GPP working assumption. 

SA3 work on IMS media security is performed in the scope of joint work between 3GPP-SA3 and TISPAN WG7. The solution should correspond to common working assumptions in 3GPP and TISPAN. 3GPP mandates the presence of the smart card and TISPAN preferred authentication method is full IMS authentication relying on ISIM on UICC. So, in the scope of the joint work, the authentication method for access network should be based on smart card solutions. This working assumption does not contradict the joint work on IMS media security since TISPAN WG7 created a dedicated Technical Report, ETSI TR 187 007, to address TISPAN-specific needs. 

CableLabs did not request any work on IMS media security and the way to integrate CableLabs solution in 3GPP is not yet endorsed by SDOs. 

Consequently, there is no reason to have in TR 33.828 3GPP requirements mandating a solution addressing both smart card and non smart card-based authentication methods. SA3 IMS media security should define a solution associated to smart card-based authentication methods for access network.  

Furthermore, MIKEY protocol is potential candidate to address IMS media security. GBA-based MIKEY is already defined for MBMS and could be re-used for IMS media security. The requirements mentioned above preclude this kind of solution since GBA relies on AKA authentication, which mandates the presence of a smart card. 

3 Proposal

We kindly ask SA3 to modify the requirements that preclude smart card-based mechanisms to define IMS Media Security solution. 

We kindly ask SA3 to review and agree the corresponding attached pseudo-CR to TR 33.828. 













