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1. Introduction

TISPAN has discussed I-CSCF in the context of authentication mechanism co-existence. SA3 was involved in the discussion through the TISPAN WG7 liaison from TISPAN #12t (12tTD398r1, S3-070139).
This contribution further analyzes I-CSCF handling of authentication mechanisms, based on discussions in TISPAN and at SA3 #46. The contributing companies believe that the authentication handling in I-CSCF needs to be as aligned as possible for the different authentication options. The contributing companies also believe that the I-CSCF is able to handle authentication mechanism co-existence without explicitly distinguishing between authentication mechanisms. There has been no evidence presented that the I-CSCF needs to be able to explicitly distinguish between authentication mechanisms.
2. Analysis

TISPAN has discussed how the I-CSCF shall handle registration messages without an authorization header. In particular, how the I-CSCF can get the IMPI. Today, the current TISPAN specifications are not explicit on how this is done, but there are statements hinting that the IMPI is derived from the IMPU when no authorization header is present (this was also discussed and clarified during the TISPAN 11b meeting). One concern that was raised was that for NBA and Digest it is optional to send the authorization header, and that might make it more difficult for the I-CSCF. 
In general, there seems to be no need to take any other approach than the one used within 3GPP, i.e., if an authorization header is present, extract the IMPI from the authorization header, and if not present, apply analogous procedures to 33.978 (Clause 6.2.5), i.e., the IMPI shall be derived from the IMPU "being registered by removing URI scheme and the following parts of the URI if present: port number, URI parameters, and headers". 

This approach would account for all cases, both the cases where an authorization header is present and when it is not, while at the same time being agnostic to the authentication method used. 
S3-070125 argues that the I-CSCF needs to be authentication mechanism aware since topology hiding is not used for early IMS. It is unclear why this would be the case. Early IMS is restricted to non-roaming environments, and thus topology hiding is not used for early IMS. The I-CSCF will perform topology hiding only for roaming traffic. Thus, it is sufficient to be able to distinguish between roaming and non-roaming traffic. Consequently, the topology hiding function does not require the I-CSCF to be authentication mechanism aware. 
S3-070125 further argues that the I-CSCF needs to be authentication mechanism aware due to S-CSCF reselection. This seems not to be valid. As pointed out by S3-070125: 

“In early IMS case, due to the fact that the Authorisation header is not included in REGISTER requests, the I-CSCF is unable to use the presence or absence of the "integrity-protected" parameter to distinguish initial and non-initial REGISTER messages. Therefore the S-CSCF reselection procedure described in clause 5.3.1.3 of TS 24.229 [7] cannot be used.”

To clarify this topic, the text from S3-070125 does not reflect the problem exactly. It is not the presence or absence of the integrity-protected flag, but the value of the flag which allows discrimination of initial and re-registration. Awareness of the authentication algorithm would not help here because the property to distinguish between initial and re-registration for each single authentication mechanism is the important feature here. 

In conclusion, the S-CSCF reselection procedures cannot be used in all cases. This conclusion, in fact, applies to the TISPAN mechanisms (NBA and HTTP Digest) as well as to Early IMS.. For all three mechanisms (Early IMS, NBA and HTTP Digest) even with awareness of the authentication mechanism, still the I-CSCF would have no indication for initial and re-registration, and thus reselection cannot be allowed. Thus no explicit authentication mechanism awareness is needed in the I-CSCF.
Finally, S3-070125 argues that if the I-CSCF would be authentication method aware, it “would be more extensible when considering coexistence with other SDO authentication schemes in the future”. It is questionable whether authentication mechanism awareness increases extensibility in the first place, and it seems to be more a theoretical claim than backed up by practical use cases. The contributing companies believe that the I-CSCF can be extended to support potential new authentication methods (if such are even needed for IMS) without being authentication method aware. In order to not unnecessarily complicate common IMS, the aim should be to keep I-CSCF processing as aligned as possible, even for potential future authentication mechanisms. 
3. Conclusions and Proposal

There is no evidence demonstrating that the I-CSCF would need to explicitly distinguish the different authentication schemes discussed for IMS. The contributing companies believe that it is enough that the I-CSCF, based on the presence / absence of the authorization header, decides whether an explicit IMPI is available, or if an IMPI needs to be derived from the IMPU. This procedure is independent on the authentication method used. No more complex procedures are seen as necessary.
The contributing companies acknowledge that there may be room for misinterpretation of certain statements related to the lack of authorization header in the TISPAN endorsement of 24.229, and recommends that it becomes clearer that the I-CSCF in the lack of authorization header and explicit IMPI, derives the IMPI from the IMPU. 
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