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Discussion and decision (Pseudo Change Request)

______________________________________________________
*********************** BEGIN CHANGES *******************************************************
7.4.6 
Key identities in LTE/SAE (S3-070053)
Key Set Identifier (KSI) is used to identify the AKA quintet in UMTS networks (see TS 33.102). In UMTS the purpose of the Key Set Identifier is to make it possible for the network to identify the cipher key CK and integrity key IK which are stored in the mobile station without invoking the authentication procedure. This is used to allow re-use of the cipher key CK and integrity key IK during subsequent connection set-ups.
In UMTS security context is a state that is established between a user and a serving network domain as a result of the execution of UMTS AKA. At both ends "UMTS security context data" is stored, that consists at least of the UMTS cipher/integrity keys CK and IK and the key set identifier KSI. One is still in a UMTS security context, if the keys CK/IK are converted into Kc to work with a GSM BSS (see TS 33.102).

The amount of data that is protected by different key pairs can be different. It is easy to understand that the amount of data that is ciphered by KUP enc can be more than the amount of data that is protected with KRRC enc/KRRC int or KNAS enc/KNAS int. A mechanism that allows updating these key pairs separately would address the difference in amount of data that is protected with these keys. Such a mechanism could make LTE/SAE more flexible and reduce the unnecessary changes of security configurations, however there is a cost associated with it. 
Along these lines 
two options are shown below on how to identify the keys if they need to be identified separately or not.
· KASME key identity only (security context identification)
In this case, KASME and hence the security context in the network and the UE will have an identity called KSIASME. 
If any of the derived keys needs to be invalidated, KSIASME is set to “111” and authentication shall be performed to update all the keys (i.e. create a new valid security context). A new KSIASME is then stored in MME and UE and delivered by the network for the UE.


· Separate key identity for KASME, RRC, NAS and UP keys
In this case the identities are called KSIASME, KSINAS, KSIRRC and KSIUP respectively. If one of these keys (or key pairs) is invalid, the corresponding identity would be set to “111” to inform MME.
 For example, if key pair KRRC enc/KRRC int is invalid, KSIRRC would be set to “111”. 
Similarly as in case of KSIASME identity only if KASME is invalid, KSIASME would be set to “111” and authentication procedure shall be performed to update all the keys. How to use the different key identities is out of the scope of this section..


Key hierarchy working assumption in Section 7.4.7 assumes that all LTE keys are derived based on a KASME. The key hierarchy does not allow, as is, explicit key updates, but RRC and UP keys are derived based on the KeNB and certain dynamic parameters (like C-RNTI), which result as fresh RRC and UP keys in the eNB between inter-eNB handovers and state transitions. The KeNB is not stored in eNB while UE is in idle mode. 
It seems enough to identify the security context with KSIASME that includes the KASME as all keys are derived from KASME. Thus, the original purpose of identifying CK and IK in UMTS with the KSI is similarly fulfilled by identifying KASME with KSIASME.
If RRC/UP keys are corrupted (e.g. ciphering/integrity fails continuously, keys are missing in UE/eNB, C-RNTI contained bit errors, etc.) UE will have to restart radio level attachment procedure (e.g. similar radio level procedure to idle-to-active mode transition or initial attachment). In case KASME is invalid KSI with value "111" is sent to the network, which then can initiate (re-)authentication procedure to get a new KASME based on a successful UMTS AKA authentication.
Editor's Note: Key change on the fly may require that a separate KeNB identifier from the KASME identifier is needed but this is for further study.
Editors Note: It is for further study if a separate KeNB identifier is needed for the purpose of separate lifetime handling of the KeNB from the KASME lifetime handling.
A detailed solution in case of multiple KSI-identifiers is described below:
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1. KSIm and KSInas were sent to MME. If there is no available master key in UE, UE would set KSIm to “111”. If there is no available nas key in UE, UE would set KSInas to “111”.

2. The KSIm “111” would trigger AKA procedure. If only KSInas was set to “111”, AKA procedure would not be performed. After AKA procedure, master key was shared between UE and MME.

3. MME select nas algorithms. If KSInas in step2 was set to “111”, new keys for NAS signalling are derived. New KSInas was also generated.

4. MME would send KSIm and KSInas to UE with integrity protection. If new NAS keys are generated in step3, new KSInas would be send. The message should be integrity protected with new NAS key.

5. UE verify NAS-MAC. If NAS key are generated, UE would derive new NAS keys.

6. UE send NAS security mode complete to MME.

7. In idle-active transition, KSIenb was send to MME. If keys are invailable, related key identity would be set to “111”. KSInas and KSIm may also be sent to MME in this message.

8. If KSIenb was “111”, new keys for eNB would be generated based on master key. New KSIenb would be sent to eNB.

9. eNB select eNB algorithms.

10. eNB send acknowledge to MME.

11. eNB send KSIenb to UE. If new keys for eNB were generated in step8, new KSIenb would be send. 

12. UE send eNB security mode complete to eNB.

**************************** END CHANGES **************************************************






























12 eNB security mode complete
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11 RRC resource connection setup including eNB SMC: 


selected eNB algos, KSIenb protected by eNB integrity key





9 Select eNB algo(s)





8 Allowed eNB algos, UE caps, Kenb, KSIenb





Attachment





5 Verify NAS-MAC
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1 Initial layer 3 message: include all UP caps, KSIm, KSInas
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2 Authentication and key agreement





4 Selected NAS algos, all UE caps, KSIm, KSInas protected by NAS integrity key





6 NAS security mode complete





7 RRC Resource connection request;  KSIenb, KSIm, KSInas
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