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1 Introduction

SA#35 decided that SA3 would include requirements on implementation of the eNodeB security functionality in the normative part of SA3 SAE/LTE specifications. In addition, RAN requested SA3 to provide information to RAN3 about the notion of tamper-resistance for or during RAN3 meeting 7-11 May (Kobe, Japan).
The purpose of this contribution is to start discussion in SA3 aimed on defining the notion of tamper-resistance.
2 Common definition of tamper-resistance
Tamper resistance defined by Wikipedia in [TR-Wiki] is resistance to tampering by either the normal users of a system or others with physical access to it. There are many reasons for employing tamper-resistance.

Tamper resistance ranges from simple features like screws with special heads to more complex devices that render themselves inoperable or encrypt all data transmissions between individual chips. Tamper resistant devices or features are also common on packages to deter package or product tampering.
In some applications, devices may only need to be tamper evident rather than tamper resistant.

Tamper-resistant microprocessors are used to store and process private or sensitive information, such as private keys or electronic money credit. To prevent an attacker from retrieving or modifying the information, the chips are designed so that the information is not accessible through external means, and can be accessed only by the embedded software, which should contain the appropriate security measures.

Examples of tamper-resistant chips include all secure cryptoprocessors, chips used in smartcards, as well as the Clipper chip.

It is common to design tamper-resistant chips to clear their sensitive data (especially cryptographic keys) if they detect penetration of their security encapsulation or out-of-specification environmental parameters. A chip may have provision for "cold clearing", the ability to clear itself even after its power supply has been compromised.

The fact that an attacker may have the device in his possession for as long as he likes, and perhaps obtain numerous other samples for testing and practice, means that it is practically impossible to completely eliminate tampering by a sufficiently motivated attacker. Because of this, one of the most important elements in protecting a system is overall system design. In particular, tamper-resistant systems should "fail gracefully" by ensuring that compromise of one device does not compromise the entire system. In this manner, the attacker has to be practically restricted to attacks that cost less than the expected return from compromising a single device. 
2.1 Some examples

A secure crypto-processor is a dedicated computer or microprocessor for carrying out cryptographic operations, embedded in a packaging with multiple physical security measures, which give it a degree of tamper resistance.

The purpose of a secure crypto-processor is to act as the keystone of a security sub-system, eliminating the need to protect the rest of the sub-system with physical security measures.
Smartcards are probably the most widely deployed form of secure crypto-processor, although more complex and versatile secure crypto-processors are widely deployed in systems such as Automated Teller Machines (ATM), TV set-top boxes, and high-security portable communication equipment. Some secure crypto-processors can even run general-purpose operating systems such as Linux inside their security boundary. 
Crypto-processors input program instructions in encrypted form, decrypt the instructions to plain instructions which are then executed within the same crypto-processor chip where the decrypted instructions are inaccessibly stored. By never revealing the decrypted program instructions, the crypto-processor prevents tampering of programs by technicians who may have legitimate access to the sub-system data bus. This is known as bus encryption. Data processed by a crypto-processor is also frequently encrypted.

The Trusted Platform Module provides an implementation of a secure crypto-processor that brings the notion of trusted computing to ordinary PCs by enabling a secure environment. While envisioned by some as being a method to make it much harder to illegally copy copyrighted software, present implementations tend to focus more on providing a tamper-proof boot environment.

Security measures that are potentially used in secure crypto-processors can be summarised here:

· Tamper-detecting and tamper-evident containment.

· Automatic clearing of secrets in the event of tamper detection.

· Internal battery backup.

· Chain of trust boot-loader which authenticates the operating system before loading it.

· Chain of trust operating system which authenticates application software before loading it.

· Hardware-based capability registers, implementing an one-way privilege separation model.

3 Conclusion

This contribution addressed the notion of tamper-resistance and its definition. We kindly ask SA3 to include the material from this contribution in its LS to RAN3
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