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Discussion and decision
______________________________________________________
1. Introduction

In the contributions 

· S3-070095 “Hierarchy of user-related keys in SAE/LTE” , and
· S3-070096 “Binding authentication vectors to SAE use by using the AMF field in authentication vectors”,

Nokia and Siemens Networks proposed that authentication vectors be bound in a certain way to the use within LTE. 

(Side remark: S3-070095 has been updated in S3-070230 to take into account the effects of the decision to shift UP encryption termination to eNB, but this update does not affect our discussion here. S3-070096 was not updated.)

S3-070248 argues that “The proposal to completely bind entire
 AVs to 3G/LTE appears unnecessarily strict and inflexible.” (Cf. a similar argument in Huawei’s 258, section 3.3.) We have the impression that S3-070248 may be based on a misunderstanding of
· the nature of the proposed binding; 

· the nature of threats to be countered;

· the effect of the binding on key transfers between MMEs or MMEs and SGSNs.

We will address these aspects one by one.

2. Nature of the proposed binding

2.1 Scope of the binding

It is made clear in S3-070095 that the binding of authentication vectors (AVs) applies only to key establishment. 

From S3-070095:

The binding discussed in this document is meant to apply to key establishment. Whether this binding shall also imply that the use of this key is only allows in the context in which the key was established is a separate issue. When we propose here that the use of the key shall always be bound to the context of establishment we explicitly say so.
2.2 Binding mechanism
The following mechanism was proposed in S3-070096:

· the HSS must never issue an AV with the Separation bit set to 1 to a non-SAE network entity. 

· The HSS performs further key derivation from CK, IK as defined in the companion document on SAE key hierarchy [i.e. S3-070095] before sending an AV with Separation bit set to 1 to an SAE-MME (or any other SAE entity.).

· An ME attaching to LTE (or another SAE access network) must check during authentication that separation bit is set to 1 and abort authentication if this is not the case.

This means that the UE must perform an explicit policy check when attaching to LTE. So, the proposed mechanism is “skippable” in the sense of S3-070248. But we must confess that we did not quite understand why this notion was introduced in S3-070248, as it is not said there whether skippable or un-skippable mechanisms were to be preferred in LTE and why.

It was also explained that the proposed mechanism neither affects the USIM nor non-SAE MEs, and it has a minimal effect on the HSS and the Authentication Centre in particular. 

3 Nature of threats to be countered
The reason for the proposed key binding of AVs is twofold: 

a) to protect UMTS/GSM networks from compromised LTE entities; 

b) to protect LTE networks from compromised UMTS/GSM entities.
The threats were explained in detail in S3-070095, section 5.3. We only point out here the following:
Regarding a), the conditions under which LTE will be operated may be quite different from today, and we may not be able to assume the same level of trust among operators as today. 
Regarding b), it should be noted that UMTS is also evolving and that, in the future, we will have HSPA base stations in the home or in small offices, and authentication vectors, including CK, IK, will be available in these base stations. 

Protection against a) is achieved because CK, IK from an AV are never made available in any LTE entity. This could be also achieved without the proposed setting of a bit in the AMF field  of an AV by simply have the HSS perform a key derivation on CK, IK before sending them to an LTE entity. But it could not be achieved by sending AVs to visited network entities and let only these network entities perform key bindings.
Protection against b) is achieved because the “ME attaching to LTE (or another SAE access network) must check during authentication that separation bit is set to 1 and abort authentication if this is not the case.” This could NOT be achieved without the proposed setting of a bit in the AMF field of an AV. The reason is that any compromised UTRAN RNC or SGSN or HSPA base station has CK, IK available and could perform the same key derivations as the HSS.

Therefore, having key bindings only by letting HSS or even visited network entities perform key derivations on CK, IK falls short of countering of achieving the protection goals a) and b).
4. Effect of the binding on key transfers between MMEs, or MMEs and SGSNs 

4.1 Key transfer in active or idle mode mobility
A companion contribution S3-070099 addressed “Key handling on mobility within an SAE/LTE network and between two different SAE/LTE networks”. It was explicitly permitted there that the key KASME (top level key in an LTE access network, held by the MME, cf. S3-070095) is transferred to another MME in handover, either as is (alternative 3 in 099) or after applying a key derivation (alternative 2 in 099). 

Nothing has been said in the Nokia and Siemens Networks contributions to the last meeting how keys should be handled in mobility between LTE and other 3GPP access technologies. But the binding of AVs to LTE for key establishment does not preclude a key transfer between MME in LTE and SGSN in UTRAN/GERAN in handover. I.e. it does not preclude a transfer of KASME from MME to SGSN in handover, and it does not preclude a transfer of CK, IK from SGSN to MME in handover. 

4.2 Transfer of unused AVs

Ericsson’s S3-070248 criticises that transfer of unused AVs was no longer possible with the proposed binding of AVs to LTE. This is not quite accurate as shown in the following: 

Note first that, in LTE, an AV sent from the HSS to an MME consists in (RAND, AUTN, KASME ,RES). The need to send batches of such AVs from the HSS to the serving network is greatly reduced, and, consequently, the existence of unused AVs in an MME would be much less likely, because, in LTE, MME and UE would have the possibility to refresh lower layer session keys derived from KASME without the involvement of the HSS. This is in contrast to GSM and UMTS where the session keys used on the radio link have to be generated in the HSS. 

Therefore the issue of transferring unused AVs from MME to SGSN is much less likely to arise. 

Conversely, there may be unused AVs in an SGSN, and one AV may indeed be transferred from SGSN to MME in handover for performance reasons, so as to avoid the involvement of the HSS in handover. This is compatible with the binding of AVs to LTE proposed in S3-070096. But it seems unwise to transfer unused AVs from SGSN to MME for security reasons. Only the active keys CK, IK (not the entire AV) need to be transferred from SGSN to MME and then converted by MME to LTE format. Rather, when the next authentication is required in LTE some time after a handover (e.g. at the next idle-to-active transition), a new AKA with the involvement of the HSS shall be run. There would be no performance issue in this case. 
In fact, S3-060704 “Key management aspects for LTE/UMTS interworking” by Ericsson proposes “that LTE MME shall implement strong backwards key separation towards legacy systems,” and “that Rel8 SGSNs shall implement strong backwards key separation towards LTE”. We are not saying we support or reject these statements in full, we only want to point out that, in our understanding they are in line with a re-authentication in LTE after a state transition to idle/detach and back to active, so that no unused AVs sent from SGSN in UTRAN should be used in LTE.  
5. Types of bindings needed in LTE

S3-070248 by Ericsson states in the conclusions section that “it is unclear if SA3 has taken a “total approach” to consider which types of bindings that are needed in LTE.” In our understanding, S3-070095 (update in S3-070230) provides such an approach, which has been accepted as a working assumption. Of course, this approach is open for discussion, but then specific proposals should be made how to change it.
6. Conclusion
It was shown above that the binding of authentication vectors to LTE key establishment, which was proposed in S3-070095/96, was necessary to counter the threats mentioned in section 3. The proposed mechanism has small effects on the existing infrastructure and has low complexity. It was therefore adopted as a working assumption at the last meeting. The same hold for the key hierarchy proposed in S3-070095. 

We therefore propose not to include S3-070248 in TR 33.821.




















































































� What is the meaning of “entire“ here?
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