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1. Introduction

The above referenced contributions propose some principles for SAE/LTE key management. In principle Ericsson supports the most of the aspects of the key hierarchy and the key management proposed. However at a more detailed level, there is a need for further study before agreeing on a solution, as discussed below.
2. Open issues

2.1 Key refresh

The principle to use nonces introduced to refresh keys is just one way of achieving freshness. This is an instantiation of alternative 2 in Figure 1 of Section 7.4.12.1 in TR 33.821 (i.e., the target key is derived from the source key by the source node before given to the target node).

If the goal is just to replace the key with a new one, it is questionable if the overhead introduced by the use of nonces is motivated from security point of view, compared to using a strong key conversion function (a one-way permutation). This needs to be further studied before making a decision.
This should be investigated for eNB-eNB handover, IDLE to ACTIVE transition, and MME to MME/SGSN change.

2.1.1 Particular mechanism for key refresh

The need for ACTIVE mode key refresh from LTE has not yet been established and cannot be established by SA3 alone.  There are other ways of refreshing the keys when a fresh K_asme has to be established. RAN2 has discussed that AKA can be run in the background, and that the new K_asme can be taken into use by performing an ACTIVE-IDLE-ACTIVE cycle.
For key refresh when counters are about to wrap, it can be possible to run a virtual handover to the eNB itself.
2.2 Key binding

What sort of bindings that are possible and what sort of bindings are beneficial are different issues and has to be discussed (see S3-070248). 
2.3 Algorithm negotiation

From a principal point of view Ericsson believes that the MME, as a core network node, shall be in control of the algorithm selection in all nodes. It is unclear if knowledge of eNB security capabilities imposes any additional burden on the MME (it has to know many other capabilities on a per eNB basis anyhow). Furthermore, the proposed alternative 2 in S3-070233 seems to impose more signalling than alternative 1.
A consequence of that the MME is the controlling entity for algorithm selection, is that the eNBs cannot decide on algorithm change at eNB handover themselves. The following signaling options can be envisioned (assuming an algorithm change is really necessary):

1. algorithm change, using NAS signaling, is prepared in the source cell before handover to the target.

2. algorithm change, using NAS signaling, is performed immediately after the handover in the target cell.

3. optimistic approach: algorithm selection/change on the eNB level with later NAS signaling confirming the choice.
To conclude, there are several ways in which this can be achieved, and RAN groups should be consulted to decide which is the most efficient.
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