3GPP TSG SA WG3 Security — SA3#46b LTE/SAE_adHoc             S3-070266
28 - 29 March 2007

Sophia-antipolis, FRANCE
Source:
Samsung
Title:
Mobility between 3GPP and non-3GPP networks 
Document for:
Approval 

1. Introduction
In this contribution, we propose security mechanisms for mobility between 3GPP and non-3GPP networks to achieve low latency handovers. In the SAE system, AAA server and MME will be within a single operator domain, if the operator owns both 3GPP and non-3GPP networks and it is possible to exchange the security context between the different trusted access technology authentication entities to reduce handover latency. In case if the operator consider non-3GPP network as un-trusted network, then mechanism like pre-authentication to be considered to achieve low latency handovers. 
2. Discussion
Current 3GPP standards and specifications consider context transfer as a solution for seamless intra-network handovers. The level of security differs from network to network, for example the level of security in UTRAN is stronger compared to the level of security in GSM networks. However, to reduce the handover latency, the UE is allowed to access the network via security context transfer. And later to impose the required security level, the target access system can perform an access-specific complete authentication procedure. 

As 3GPP has already adopted security context transfer procedures for optimizing authentication during handover, it is reasonable for SAE to enable security context transfer between the 3GPP and non-3GPP networks through AAA protocols. The AAA server and the MME are in the core network. If the non-3GPP network is to be trusted by the operator, then securely context can be transferred and low latency handover between the 3GPP and non-3GPP networks can be achieved. 

Following 3GPP TS 33.102, which specifies the interoperation and handover between UMTS and GSM system, it should be possible to adopt a similar mechanism and key conversion for handover between 3GPP and trusted non-3GPP system, without compromising the security level. As many different access systems all employ AKA as the authentication protocol, it is possible that access specific keys can be derived from the keys (CK and IK) agreed during the AKA procedure in the pervious access system. 

If the operator considers the non-3GPP network as the un-trusted network, then mechanisms like pre-authentication to be followed to achieve low latency handover.
3. Mobility between 3GPP and non-3GPP access networks
3.1 Mobility between 3GPP and trusted non-3GPP access networks

Security context can be transferred between the 3GPP and the trusted non-3GPP networks during handover to achieve low latency handover. A full authentication or re-authentication takes longer than acceptable for data transfer interruption. The previous access system security context can be used by the target network and the UE, to derive the target access specific keys for quick connection establishment. Then to impose the required security level, the target access system can perform an access-specific complete authentication procedure in parallel with the data transfer. This requires support of access specific key derivation during handover. 
It is FFS in SA3 to specify the interoperation and access system specific key derivation during handover between the 3GPP and the non-3GPP networks.

3.2 Mobility between 3GPP and un-trusted non-3GPP access networks
To optimize the handover latency, mechanisms like pre-authentication need to be considered. It is FFS in SA3 to analyze and adopt a mechanism for reducing the handover latency, during mobility between the 3GPP and the un-trusted non-3GPP access network.
4. Conclusion
It is proposed to include the section 3 in the SA3 TR “Security aspects for inter-access mobility between non 3GPP and 3GPP access network”.

















































































































































































































































































































































































































































































































































































