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7.4.7
Hierarchy of user-related keys in SAE/LTE (from S3-070095)

7.4.7.1
General

This section deals with the establishment of user-related keys in SAE/LTE. User-related keys are keys shared between the UE and a network entity. It’s considered the establishment of keys shared with entities in or at the border to the SAE core network and keys shared with entities in the LTE access network. There isn’t consideration the establishment of any keys shared with entities inside non-LTE access networks here as these are dealt with in the standards relating to these other access networks. In order to have a common name for a key management entities at the border to the SAE core network we define:

An Access Security Management Entity (ASME) is an entity which receives the top-level keys in an access network from the HSS. 

For LTE access networks, the role of the ASME is assumed by the MME. This is the only case, for which detailed information is available at present and which we consider in this section. Another example for an ASME may be an AAA server or a gateway residing in the home or visited network and serving a non-3GPP access network, e.g. a WiMAX network. (In the work on EAP-VKH [S3-060662], it has been proposed to also consider AAA servers in the visited domain. This is ffs.) 

If the access network is UTRAN the key hierarchy proposed here does not apply, as it shall be possible for a legacy UMTS UE to attach to any UTRAN even if the UTRAN is connected to an MME. (With this statement, we want to allow for the possibility that an MME may also have the functionality of a 3G-SGSN to which a UTRAN is attached. This isn’t required, though. This would be similar to the situation in UMTS, where a GERAN may be attached to a 3G-SGSN.)

New user-related keys will be established as a result of a new run of the user authentication and key agreement protocol. In particular, an AKA shall be run at initial attachment. But not all keys in the SAE hierarchy will necessarily be established at the same time. E.g. RRC keys may need to be established only when switching to active mode. 

It’s assumed, in accordance with the decisions of 3GPP SA3 that AKA is used for user authentication. Our considerations do not depend on the decision between UMTS AKA and EAP AKA, which is still pending at the time of writing this section. 

This section does not deal with conditions for when to run AKA. Such conditions (e.g. operator defined conditions, conditions depending on active to idle transitions, conditions depending on timers, e.g. for connections of long duration) will have to be decided upon separately. 
Key lengths are not considered in the present version of the section, but fit with the scope and could be added later.

Key derivation functions are not considered in the present version of the section, but fit with the scope and could be added later.

The focus on user-related keys implies that network-domain security in SAE is outside the scope of this section.

This section does not consider key handling on mobility events within an access network or between different access networks. This key handling will be addressed in separate sections.  Key handling at mobility events may consist in a mere transfer of an already established key, or in a further key derivation from an already established key, or in a new run of the authentication protocol. 

It makes sense to consider key establishment separately from key handling at mobility events because

· it helps the analysis and presentation of key-related issues by breaking the problem down into smaller problems; 

· it allows to take into account the potentially different trade offs between risk of key compromise and complexity or performance for key establishment and handling of already established keys.

7.4.7.2
Proposed hierarchy of user-related keys in SAE/LTE
Solution_A
Keys for all SAE access networks: 

Keys shared between UE and HSS:
· K  is the permanent key stored on the USIM and in the Authentication Centre AuC

· CK, IK is the pair of keys derived in the AuC and on USIM during an AKA run. CK, IK shall be handled differently depending on whether they are used in an SAE context or a legacy context, as follows: 

· If the AKA is run over LTE or a non-3GPP SAE access network, CK, IK shall not leave the HSS. 

· If the AKA is run over a UTRAN access network, according to 3G TS 33.102, or a WLAN according to 3G TS 33.234, then CK, IK shall be transferred from the HSS to VLR, SGSN, or AAA server respectively. 
Note: whether this applies even to UTRAN attached to MME or a Release 8-SGSN is ffs. If it does not then the ME needs to be able to signal its capability to perform SAE key derivation. 

· CK, IK from an AKA run in one context (SAE or legacy) shall not be usable in key establishment procedures in the other context. The UE shall be able to check this condition.  

Intermediate key shared between ME and ASME: 

· KASME is a key derived by UE and in HSS from CK, IK during an AKA run. KASME shall depend on the identities of the radio access technology. It’s assumed that KASME  additionally depends on the identity of the ASME itself (ffs). If the RAT is LTE then KASME shall also depend on the PLMN identity (MCC + MNC). If the RAT is not LTE then it is ffs what a PLMN identity known to UE and HSS could be. The identities become known to the UE during the attachment procedure. They are transferred from the ASME to the HSS as part of an SAE-specific authentication vector request. (Which protocol will be used in SAE for authentication vector requests, and how the above mentioned identities are carried in this protocol, is ffs.)  The key KASME is transferred from HSS to ASME as part of an SAE-specific authentication vector response (remember that, for LTE, the MME is the ASME. Other cases are ffs). 

Keys for LTE access networks: 

Keys for NAS traffic: 

· KNAS,int is a key derived by UE and MME from KASME . It may only be used for the protection of NAS traffic with a particular integrity algorithm. 

· KNAS,enc is a key derived by UE and MME from KASME . It may only be used for the protection of NAS traffic with a particular encryption algorithm. 

Keys for UP traffic: 

· KUPE is a key derived by UE and MME from KASME. It may only be used for the protection of UP traffic. It shall depend on the identity of the UPE requesting it from the MME. It is an intermediate key which is only needed if the MME does not perform the derivation of KUPE, enc (cf. next bullet). This is ffs. 

· KUPE, enc is a key, which may only be used for the protection of UP traffic with a particular encryption algorithm. There are two options for generating this key. It is ffs which of these options is to choose.

a) KUPE, enc may be derived by UE and MME directly from KASME. KUPE, enc shall depend on the identity of the UPE requesting it from the MME. 

b) KUPE, enc may be derived by UE and UPE from KUPE if the MME does not derive KUPE, enc directly. 

Keys for RRC traffic: 

· KeNB is a key derived by UE and MME from KASME. It may only be used for the protection of RRC traffic. It shall depend on the identity of the eNB requesting it from the MME. This is ffs. 

KeNB, int is a key, which may only be used for the protection of RRC traffic with a particular integrity algorithm. KeNB, enc is a key, which may only be used for the protection of RRC traffic with a particular encryption algorithm. KeNB, int and KeNB, enc may be derived by UE and eNB from KeNB including the C-RNTI shared between the UE and the eNB. 
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Figure 1: Overview on proposed key hierarchy

Solution_B: enhancement of solution A
All LTE access networks keys are derived from KASME; KASME is considered as master key. 

The LTE keys could be updated by reusing the existing master key KASME without new AKA procedure.
The two facts above imply that KASME must be viewed as a sensitive data. Consequently, it should be stored and manipulated in a secure way. As demonstrated by the attacks described below, the storage of the master key KASME in the UICC provides a much better level of security than the storage in ME. 
The storage of KASME in the UICC implies a modification of the AKA authentication procedure in the USIM. During SAE/LTE-specific AKA authentication procedure: the USIM stores CK and IK and does not send CK, IK to the ME. The USIM derives KASME from (CK|| IK) and key derivation parameters including identities of the radio access networks. To retrieve LTE keys, the ME sends a command to the USIM with the identities of targeted eNB, UPE, MME and additional input parameters required for the derivation of the set of LTE keys, then the USIM computes the LTE keys and send them to the ME. When the ME does not need all the LTE keys but only some specific ones, then it would be possible to indicate in the input parameter of the command the types of LTE required by the ME. 

Attacks description
KASME is stored in the ME
The input parameters used to derive LTE keys could be RAND, IMPI, Identities of eNB, MME, UPE… All the derivation parameters (such as the identities of the network elements) are available on the ME and are not confidential.

An attacker accessing the ME can retrieve KASME, associated information such as the RAND and also IMSI or IMPI values. The knowledge of KASME and associated values allows the attacker to compute all LTE keys for any eNB, UPE and MME entities. 

Consequently, when KASME is stored on the ME, an attacker needs only one connection with the ME to allow a device not hosting the UICC to compute any set of LTE keys used by the ME during the availability of KASME. 

KASME is stored in the UICC

An attacker accessing the ME can retrieve RAND and also IMSI or IMPI,…, and current LTE keys used for communication. If the attacker wants to know another set of LTE keys associated to different elements (eNB, UPE, MME) then the attacker needs to establish a new connection to the ME in order to make the ME send a command to the UICC asking for the derivation of new set of LTE keys, and after the execution of the command, the ME retrieves the new set of LTE Keys.

So, in case of KASME stored on the UICC, if an attacker wants to discover a set of LTE keys from a device not hosting the UICC, then it needs to establish one connection with the ME for each set of LTE keys. 

KASME key lifetime

KASME is stored in the ME

KASME should be deleted when the ME is powered down or when the UICC is removed. 

KASME is stored in the UICC

There is no need to delete KASME when the ME is powered down or UICC is removed. 

So, KASME key lifetime is longer when KASME is stored in the UICC, this leads to decrease the consumption of authentication vectors. 

Constraints that Solution_B should address

The key hierarchy should not be used for UTRAN access network. The UICC shall be able to distinguish authentication requests for LTE access network requiring key hierarchy from authentication requests for UTRAN access network. 

Moreover, only SAE/LTE-capable USIM would be able to perform the enhanced procedure to store KASME and derive LTE keys. The key hierarchy proposed in Solution_A of this document should apply in case of non SAE/LTE-capable USIM. 

A possible way to address those requirements is to define a specific AUTN value (AUTN**) informing SAE/LTE-capable USIM that SAE/LTE-specific AKA procedure shall be executed. 

If the authentication vector is dedicated to UTRAN access network, the HSS sends classical AUTN value and the key hierarchy does not apply. 

If there is need for SAE/LTE key hierarchy and the USIM is not SAE/LTE-capable then the derivation of user-related keys in SAE/LTE are performed within the ME as described in Solution_A of this section. 

Description of the Solution_B
The HSS creates a dedicated AUTN** value for SAE/LTE key derivation to inform SAE/LTE-capable USIM that a SAE/LTE-specific AKA authentication procedure is required. 

When the SAE/LTE-capable USIM receives the AUTN**, the USIM performs SAE/LTE-specific AKA authentication procedure. 

SAE/LTE-specific AKA procedure: The USIM does not sent CK and IK to the ME and stores CK and IK. 

The USIM derives KASME from (CK|| IK) and key derivation parameters including identities of the radio access networks. 

To retrieve LTE keys, the ME sends a command to the USIM with the identities of targeted eNB, UPE, MME and additional input parameters required for the derivation of the set of LTE keys, then the USIM derives the LTE keys from KASME and input parameters, and sends LTE keys to the ME. In case that not all LTE keys will necessary be established at the same time then it would be possible to indicate in the input parameter of the command the types of LTE required by the ME. 

In case of UTRAN access network: the HSS sends classical AUTN.

In case of non SAE/LTE-capable USIM the HSS sends classical AUTN and the derivation of user-related keys in SAE/LTE are performed by the ME as described in section §2.2 of this document.  
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Overview of alternative solution with SAE/LTE-capable USIM

7.4.7.3
Justification of proposed key hierarchy 


Editor’s note: key hierarchy should not be used for UTRAN.
7.4.7.3.1
Binding of a context to a key: 

As a guiding principle we propose to 

· bind context information to an established key in such a way that the compromise of the key cannot be exploited by an attacker in a key establishment procedure in a different context. 

The decision which context information to bind to the key depends on a trade-off between the reduction of risk achieved by the binding and drawbacks, if any, regarding e.g. complexity or performance, caused by the context binding.

The binding discussed in this section is meant to apply to key establishment. Whether this binding shall also imply that the use of this key is only allows in the context in which the key was established is a separate issue. When we propose here that the use of the key shall always be bound to the context of establishment we explicitly say so.

Example: a context to which a key is bound may be a PLMN identity. The binding may be achieved by deriving this key from a higher-order key using the PLMN identity as input. When this key is stolen from one PLMN then an attacker cannot use this key to impersonate another PLMN when the user tries to attach to this other PLMN. However, whether or not this key may be transferred to a different PLMN in handover is subject to a separate discussion. A different handling may be justified by a different trade-off between risk and performance.

7.4.7.3.2
Top-level key in the system

It follows from the SA3 decisions to use AKA for authentication and to allow Release 99 USIMs for access to SAE that the top-level user-related key in the SAE/LTE key hierarchy is the key K stored in USIM and Authentication Centre, as defined in 3G TS 33.102. 

7.4.7.3.3
Binding CK, IK to SAE 

In section 4 we proposed the following. 

1. If the AKA is run over LTE or a non-3GPP SAE access network, CK, IK shall not leave the HSS. 

2. If the AKA is run over a UTRAN access network, according to 3G TS 33.102, or a WLAN according to 3G TS 33.234, then CK, IK shall be transferred from the HSS to VLR, SGSN, or AAA server respectively. 
Note: whether this applies even to UTRAN attached to MME or a Release 8-SGSN is ffs. If it does not then the ME needs to be able to signal its capability to perform SAE key derivation. 

3. CK, IK from an AKA run in one context (SAE or legacy) shall not be usable in key establishment procedures in the other context. The UE shall be able to check this condition.  

The reasons for these requirements are explained in this section. 

Requirement 2 above simply states that from Release 8 onward, authentication defined for pre-Release 8 access networks should continue to be done in the same way as before. This requirement is necessary because pre-Release 8 UEs shall be able to use these access networks even if the core elements to which they are attached are Release 8. 

In order to explain the rationales for requirements 1 and 3 we need to provide some more background information. 

The 3G TR 22.978 “All-IP Network (AIPN) feasibility study” explains the motivation and drivers for SAE as well as the expected changes in technology and business models. The expected changes in business models affect the trust models and threat analyses, which in turn provide the rationales for design decisions for a security architecture. These changes are therefore relevant in our context. In particular, 3G TR 22.978 states: 

“…, an AIPN will need to follow architectural principles that facilitate operation of AIPN, access system and services by separate stakeholders.”

 “With 3G and upcoming extensions of it, many new players will enter the scene. Small and very large AIPN operators and service providers will work together to offer the services the users expect in a competitive way. At the same time, the equipment of the end-users will become more complex and capable. … In this environment, attacks may occur in many different places and in many different ways.”
“Transforming today’s 3GPP system into an AIPN will introduce changes in the threat environment, introducing new threats but also changes in risk levels of already identified threats. Threats previously seen as having low risks may need to be reassessed leading to new security requirements and the need for new and/or improved security mechanisms. …” One of the examples listed in this context is “System heterogeneity and multi-access (GSM, UMTS, WLAN, new accesses, etc)”

3G TS 22.278 “Service requirements for evolution of the 3GPP system” goes one step further and derives one central requirement from the considerations in TR 22.978:

“Any possible lapse in security in one access technology shall not compromise security of other accesses.”

It’s concluded from this that, in particular, a lapse in security in an LTE or any other SAE access technologies shall not compromise security of pre-SAE access technologies, and vice versa. In particular, the security lapse we discuss in this section is “stealing an authentication vector on SAE (or pre-SAE) networks and using it to impersonate a valid pre-SAE (or SAE) network. 

Compromise of pre-SAE systems shall not affect SAE systems: 

In 3GPP specifications before Release 8, 3G authentication vectors are handed out to various entities of 3G operators: VLRs, SGSNs and P-CSCFs in home and visited networks, S-CSCFs, I-WLAN AAA servers and BSFs in home networks. In HSPA, base stations will obtain CK, IK. With the decision of ETSI TISPAN to accept IMS AKA as their long term security solution, there is also the possibility for P-CSCFs serving fixed access networks to obtain 3G authentication vectors. As IMS AKA is access independent, P-CSCFs obtaining 3G authentication vectors may be, in principle, connected to any access network. If CK, IK were stolen from any of these entities they could be used in key establishment in an SAE network.  In order to make use of stolen CK, IK an attacker would have to be able to set up a false eNB (at a bearable cost), attract the user to this eNB during the validity of the AV, and mount a network impersonation attack (for details of this discussion cf. S3-060716). The expected lower cost of LTE radio network equipment will make it easier to set up false eNBs, the expected larger amount of operators will make it more difficult to detect false eNBs and the lighter radio access network equipment will make it easier to set up false eNBs in the vicinity of victim users. Thus, without binding authentication vectors to their use within SAE, the effect of further key bindings within SAE could be easily defeated. E.g. it is argued in the next section that binding the PLMN identity to an LTE key in key establishment is useful. However, if keys are not bound to SAE usage, CK, IK stolen from a UTRAN network could be used to impersonate an SAE network during user attachment. 

This can be prevented if AKA authentication vectors given by the HSS to pre-SAE entities are verifiably different from those given to SAE entities and cannot be used in SAE systems.

Compromise of SAE systems shall not affect pre-SAE system: 

The quotes from TR 22.978 above show that it is difficult to predict what business relations, and in particular trust relations, among operators we may assume for the lifetime of SAE systems. It seems likely that the current model of large operators with long-lived, stable business relations may not hold in the future. Some of the operators may be more trustworthy than others, and it may be difficult to assess their trustworthiness or rely on legal recourse when things go wrong. It therefore seems very advisable to design SAE in such a way that a security compromise in one SAE network affects the rest of the world as little as possible. Such a compromise should only minimally affect pre-SAE systems. In addition, other networks or RATs within SAE should not be affected either.  

This can be prevented if CK, IK in AKA authentication vectors used for SAE never leave the HSS.

A possible mechanism to achieve a binding of AKA authentication vectors to SAE is the use of a bit in the AMF field. 

It’s assumed for this section, as for the next section, that a reasonable level of core network signalling security is provided such that e.g. HSS can authenticate the requesting PLMN or such that no AVs can be snooped in transit between home and visited network. Otherwise, it will be very difficult to guarantee good security with any architecture.

When trading off the expected security gain with the added complexity, we should also remember that, if we do not introduce key separation now, we will probably not be able to do it later for terminal backward compatibility reasons. 

7.4.7.3.4
Binding top-level key for access network to PLMN, RAT and ASME / MME identities

A detailed rationale why binding SAE keys to the PLMN identity during key establishment may be useful was given in S3-060716, which has become part of TR 33.821 on “Rationale …” (S3-060839).

The main reason given in S3-060716 was future-proofing SAE against network impersonation threats which were not practically relevant in UMTS, but may become relevant in SAE. The impersonation threat may be realised by stealing authentication vectors from one network, with possibly sloppy enforcement of security, and using them in another network. One should bear in mind that SAE/LTE is designed for use beyond 2015 and that the environment in which SAE/LTE will operate may be subject to drastic changes, including the business models and the assumptions on trust relations on which the UMTS security architecture was based. In particular, it is desirable for SAE that the dependency of the security in one network on the security in other networks shall be minimized. 

If it is true that the security of one LTE network shall not depend on that of another LTE network, it is a fortiori true that it shall not depend on the security of a non-3GPP access network. Therefore the binding of the access network technology to the highest key available in an SAE access network is also advisable. 

The binding of the identity of the ASME (MME in LTE) ensures that the compromise of one ASME / MME under the control of an attacker does not affect other ASMEs / MMEs in the same access network. However, one may assume a uniform level of security for entities of the same type in one access network, and the consequences of a compromise of security would be felt only within one administrative domain, so the risk may be deemed lower. It’s proposed just the same to also bind the ASME identity to the top-level key in an access network if the moderate gain in security comes almost for free: including an additional parameter in the key derivation function does not increase complexity on key establishment, but operational aspects may also need to be considered here. This assumes that the ASME identity is easily available to both, UE and HSS. 

It is important to note that including the ASME identity in the top level key on key establishment does not imply that this top level key or derived keys cannot be transferred to other MMEs during mobility events. 

7.4.7.3.5
Binding keys to traffic type in LTE

It is proposed that for NAS, UP and RRC traffic in LTE, specific keys are derived which may be used only with the specified traffic type. As the risk of compromise is different for the different traffic types it seems advantageous to limit the effect of a compromise to one traffic type. As separate keys are needed anyhow because the different traffic types terminate at different entities, the additional cost of binding the traffic type to the key seems low. 

This binding was also proposed in S3-060648 and included in the TR 33.821 on “Rationale…”.

7.4.7.3.6
Binding keys to cryptographic algorithms in LTE

It is proposed that LTE keys may be used only with a particular cryptographic algorithm. The advantage of such a binding is that a compromised algorithm which allows retrieving the key would not affect traffic using stronger algorithms. This requirement is motivated by the experience with the very badly broken A5/2 algorithm in GSM. Similar attacks are believed not to be possible in UMTS because the cryptographic algorithms in UMTS are stronger and bidding down attacks are not possible due to signalling integrity protection. But, although no immediate risk is seen in LTE, it seems prudent to introduce this binding as it does not seem to cost much.

This key binding was also proposed in S3-060476 and included in the TR 33.821 on “Rationale…”.

7.4.7.3.7
Binding keys to identities of network entities in LTE

It is proposed to make LTE keys dependent on the identities of the network entities for which they are generated. This requirement does not preclude that these keys are transferred to and used by different network entities in handover. 

The binding ensures that the compromise of one network entity would not affect other network entities of the same type in the same access network. But on the other hand, one may assume a uniform level of security in one access network, and the consequences of a compromise of security would be felt only within one administrative domain, so the risk may be deemed relatively low. It’s proposed just the same to use this binding because (as already stated in Section 5.4) the moderate gain in security comes almost for free. This assumes that the relevant identities are easily available to entities deriving the keys.

This binding was also proposed in S3-060648 and S3-060692 and included in the TR 33.821 on “Rationale…”.

Editor’s Note: It is ffs whether UPE identity binding to the key derivation is required/needed.

7.4.7.3.8
Binding keys to temporary identities of the UE

It is proposed to make LTE keys dependent on the temporary UE identities (i.e. C-RNTI for RRC). The binding ensures that the keys are renewed e.g. between multiple idle-to-active mode transitions under the same eNB. It’s proposed to also consider whether the binding of S-TMSI to a further intermediate key derived from KASME could be beneficial to achieve key renewal at a higher level in the key hierarchy without a new AKA run. But this is not included here as it needs more discussion.

7.4.8
Use of AMF for SAE binding (from S3-070096)

7.4.8.1
Background

In the SAE key hierarchy it is argued that binding authentication vectors to SAE use is crucial for enhanced security in SAE.

Briefly recap of the problem to be solved: authentication vectors used for SAE and pre-SAE systems shall be verifiably separated. In particular, authentication vectors delivered to pre-SAE network entities (e.g. SGSNs or RNCs in visited networks) could be stolen and then used to impersonate an SAE network. If this was possible it would defeat the purpose of key binding in SAE.

It’s required a binding mechanism to meet the following two requirements:

1) the mechanism shall not require any changes to R99 USIMs;

2) it shall be possible to use the same USIM with SAE-capable MEs as well as with legacy MEs;

Requirement 1) is in accordance with SA3’s decision to allow R99 USIMs for SAE access (TR 33.821). 

Requirement 2) means that a user can buy an LTE-capable ME at a certain point in time without having to change his USIM. A consequence of requirement 2) is that it is not possible for the HSS to generate special SAE authentication vectors for users, based on subscription information, as even SAE subscribers may at some point use their USIM in connection with legacy MEs that do not support a special SAE key derivation. Moreover, an ME cannot explicitly signal its capability to support SAE key derivation to a legacy SGSN. Therefore it must be assumed that the HSS has no information about the UE’s capabilities to support SAE key derivation when the UE attaches to a legacy SGSN. As noted in the section on the SAE key hierarchy, it is ffs whether this is also true when the UE attaches to an MME or a Release 8-SGSN over UTRAN. 

Here we present an effective solution for binding authentication vectors to SAE use. This solution is based on the AMF field of an authentication vector. 

The proposed solution shows that it is possible to implement the binding of authentication vectors to SAE use without requiring any changes to R99 USIMs and while keeping AuC changes small. 

The use of the mechanism considered here is independent of the decision whether UMTS 3G AKA or EAP-AKA will be used as it can be used with both variants of AKA. 

In this section, we show how a particular bit, which we call here the “Separation bit”, in the AMF field of AKA could be used to indicate whether or not an authentication vector is usable for AKA in an SAE context. If the Separation bit is set to 1 the authentication vector is only usable for AKA in Release in an SAE context, if the bit is set to 0, the vector is usable in a non-SAE context only. For authentication vectors with the Separation bit set to 1, the secret keys CK and IK generated during AKA do never leave the HSS. The proposed procedure does not require any changes to current USIMs and keeps AuC changes small. Furthermore, we assume that the changes amount to a configuration of the AuC. Also it does not change the Release 99 specifications and higher versions of 3G TS 33.102. 

The mechanism assumes that not all bits of the AMF are already in use for proprietary purposes. There is some evidence that, in fact, AMF is currently not used at all.

The 16 bit Authentication Management Field AMF (cf. TS 33.102, Section 6 and Annex F) is inserted into the authentication token AUTN in an authentication vector (AV) by the AuC during AKA in the clear (i.e. not blinded by the anonymity key AK). AMF is also included in the computation of the message authentication code MAC such that it cannot be changed during transfer to UE. There is currently no standardized interpretation for AMF. Examples for possible use cases are included in Annex F of TS 33.102. 

7.4.8.2
SAE binding with AMF

HSS and ME follow the rules below for the new key separation: 

Rules: 
· the HSS must never issue an AV with the Separation bit set to 1 to a non-SAE network entity. 

· The HSS performs further key derivation from CK, IK before sending an AV with Separation bit set to 1 to an SAE-MME (or any other SAE entity.).

· An ME attaching to LTE (or another SAE access network) must check during authentication that Separation bit is set to 1 and abort authentication if this is not the case.

Upon receipt of an authentication vector request from an MME, the HSS requests from the AuC one or more new authentication vectors AV* usable on SAE/LTE. AuC generates these authentication vectors AV* using the AMF with the Separation bit set to 1 and transfers them to HSS.  For each received authentication vector AV*, the HSS derives a PLMN- and RAT-specific key KASME from the original CK, IK included in AV* and replaces these by KASME in AV*. How such a key could be transported from HSS to ASME is explained in S3-060632. HSS gets knowledge of the corresponding PLMN, RAT combination and the ASME (MME) identity as part of the SAE-specific authentication vector request received from MME as HSS needs this information anyway to be able to take authorization decisions of whether PLMN is allowed to serve a particular subscriber in combination with a particular RAT 

HSS transfers the modified AV* to ASME (MME).  ASME (MME) sends RAND, AUTN of the first AV* to UE. Upon receipt of a RAND, AUTN pair, the USIM checks whether MAC is correctly computed over AUTN. USIM is thus assured that AMF was not changed during transfer from AuC to USIM. This is all in accordance with Release 99 specifications. USIM does not interpret AMF. Instead ME interprets AMF and computes the key KASME from CK, IK if the corresponding Separation bit is set to 1. In case of SAE/LTE-capable USIM, the USIM would check the AMF and computes the key KASME from CK, IK if the corresponding Separation bit is set to 1.
 If network selection in SAE/LTE is performed as in UMTS then UE gets to know the RAT / PLMN combination it is currently attached to as part of the beacon information used on network selection (cf. TS 23.122) and can use this information upon key separation. It needs to be checked further how UE obtains the MME identity.

It is important to note that, due to the use of the Separation bit, the AuC cannot simply pre-compute authentication vectors for several sequence numbers any more. This is a result of the use of sequence numbers and the fact that the message authentication code MAC depends on AMF, and AMF depends on the context (SAE or not) which the AuC cannot predict. Nevertheless, it may still be useful to pre-compute authentication vectors for the same context as the previous one as the likelihood of a UE attaching to the same type of network may be reasonably high. 

Editor’s note: it’s FFS if there is side effect caused by the proprietary use of the bit of AMF.
7.4.9
Key handling on active to idle and idle to active transitions in SAE (from S3-070097)

7.4.9.1
General

In this section we propose a working assumption on how keys should be handled on active to idle and idle to active transitions within SAE/LTE. These state transitions are independent of mobility events such as handover or idle mode mobility. 

As a general principle, on idle to active transitions, RRC protection keys should be generated in the same way as on initial attachment (see the section on key hierarchy) while keys for UP protection are assumed to be already available in UPE and keys for NAS protection as well as higher layer keys are assumed to be already available in the MME. These higher layer keys may have been established in the MME as a result of an AKA run, or as a result of a transfer from another MME during handover or idle mode mobility. On active to idle transitions, eNBs shall delete the keys they store after a predefined period such that state for idle mode UEs only has to be maintained in UPE and MME. 

7.4.9.2
Idle to active transition 

On idle to active transitions the MME shall generate and transfer the keys for RRC protection to eNB in the same way as during initial attachment (see the section on key hierarchy). In particular

· MME generates either KeNB and transfers it to eNB
· eNB subsequently derives KeNB enc and KeNB int  from KeNB
· eNB uses KeNB enc for encryption and KeNB int  for integrity protection of RRC traffic

In case UE is connected to the same eNB after idle to active transition as during any previous active phase since the last AKA run, the same KeNB is transferred from MME to eNB as used during this previous active phase.In order to avoid the use of the same key stream with different instances of the same eNB, C-RNTI is included in the derivation of the keys KeNB enc and KeNB int. 

7.4.9.3
Active to idle transition 

On active to idle transitions we assume that eNB does no longer store state information about the corresponding UE. In particular eNB deletes the current keys from its memory. 

In particular, on active to idle transitions:

· The eNB deletes KeNB 
· MME keeps KASME stored. 
· Depending of the choice in key hierarchy UPE keeps KUPE or KUPE enc stored. 
On active to idle transitions MME should be able to check whether a new authentication is required, e.g. because of prior inter-provider handover as described in the section on “Key handling on mobility events”. 

� In order to avoid the use of the same key stream with different instances of the same UPE or MME (e.g. on subsequent attachment procedures) Start values similar to UMTS (TS 33.102) could be used. This is ffs. 





�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





_1230636142.ppt












USIM / AuC

ME / MME

ME / UPE

ME / ASME

KASME

K

CK, IK

KUPE enc

KeNB int, KeNB enc

KeNB

KUPE

KNAS int

ME / HSS

ME / eNB

KNAS enc








_1235473967.ppt












USIM / AuC

ME / MME

ME / UPE

USIM / ASME

KASME

K

CK, IK

KUPE enc

KeNB int, KeNB enc

KeNB

KUPE

KNAS int

USIM / HSS

ME / eNB

KNAS enc








