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1 Introduction

SA#35 decided that SA3 would include requirements on implementation of the eNodeB security functionality in the normative part of SA3 SAE/LTE specifications. 
The purpose of this contribution is to start discussion in SA3 aimed on identifying these requirements.
2 Security concerns 
From a security perspective, our key observation is that there are two primary concerns with respect to a securing eNodeB’s: 
1. how does the operator protect its core from attacks and its business practices from subscription/service fraud;
2. how can UP traffic and/or  subscribers’/UEs’ identities be kept confidential.  
Both issues require a comprehensive solution from both: a network perspective as well as from a hardware and software perspectives.
SA3 stated in TS 33.821 [TS 33.821v0010] that utilization of Platform Security (i.e., Tamper-resistance) can help to thwart physical attacks on the eNodeB, protecting confidentiality/privacy of the subscribers as well as Operators’ core networks and business practices.

3 Definition of tamper-resistance

Tamper resistance defined by Wikipadia in [TR-Wiki] is resistance to tampering by either the normal users of a system or others with physical access to it. Examples of tamper-resistant chips include all secure cryptoprocessors, chips used in smartcards, as well as the Clipper chip.

There are many reasons for employing tamper-resistance. We discuss tamper-resistance in more details in our companion contribution. 

An example of the tamper-resistant cellsite architecture, implementing cellsite vault principle is presented in the Annex A.

4 Approach to the secure cellsite requirements 

ISO’s Security requirements for cryptographic modules [ISO/IEC 19790] and its predecessor and source FIPS PUB 140-2, Security Requirements for Cryptographic Modules [FIPS140-2] detail multi-levelled approach to the requirements. In our opinion, this approach is most suited for the cellsite security requirements being specified by SA3.
These levels are:

Security Level 1

Security Level 1 provides the lowest level of security. Basic security requirements are specified for a cryptographic module (e.g., at least one Approved algorithm or Approved security function shall be used). No specific physical security mechanisms are required in a Security Level 1 cryptographic module beyond the basic requirement for production-grade components. An example of a Security Level 1 cryptographic module is a personal computer (PC) encryption board.

Security Level 1 allows the software and firmware components of a cryptographic module to be executed on a general purpose computing system using an unevaluated operating system. Such implementations may be appropriate for some low-level security applications when other controls, such as physical security, network security, and administrative procedures are limited or nonexistent. The implementation of cryptographic software may be more cost-effective than corresponding hardware-based mechanisms, enabling organizations to select from alternative cryptographic solutions to meet lower-level security requirements.

Security Level 2

Security Level 2 enhances the physical security mechanisms of a Security Level 1 cryptographic module by adding the requirement for tamper-evidence, which includes the use of tamper-evident coatings or seals or for pick-resistant locks on removable covers or doors of the module. Tamper-evident coatings or seals are placed on a cryptographic module so that the coating or seal must be broken to attain physical access to the plaintext cryptographic keys and critical security parameters (CSPs) within the module. Tamper-evident seals or pick-resistant locks are placed on covers or doors to protect against unauthorized physical access.

Security Level 2 requires, at a minimum, role-based authentication in which a cryptographic module authenticates the authorization of an operator to assume a specific role and perform a corresponding set of services.

Security Level 2 allows the software and firmware components of a cryptographic module to be executed on a general purpose computing system using an operating system that:
· meets the functional requirements specified separately [ISO/IEC 19790, FIPS140-2]
· is evaluated at the evaluation assurance level EAL2 [ISO/IEC 19790, FIPS140-2] (or higher).

An equivalent evaluated trusted operating system may be used. A trusted operating system provides a level of trust so that cryptographic modules executing on general purpose computing platforms are comparable to cryptographic modules implemented using dedicated hardware systems.

Security Level 3

In addition to the tamper-evident physical security mechanisms required at Security Level 2, Security Level 3 attempts to prevent the intruder from gaining access to Critical security parameters (CSPs) held within the cryptographic module. Physical security mechanisms required at Security Level 3 are intended to have a high probability of detecting and responding to attempts at physical access, use or modification of the cryptographic module. The physical security mechanisms may include the use of strong enclosures and tamper detection/response circuitry that zeroizes all plaintext CSPs when the removable covers/doors of the cryptographic module are opened.

Security Level 3 requires identity-based authentication mechanisms, enhancing the security provided by the role-based authentication mechanisms specified for Security Level 2. A cryptographic module authenticates the identity of an operator and verifies that the identified operator is authorized to assume a specific role and perform a corresponding set of services.

Security Level 3 requires the entry or output of plaintext CSPs (including the entry or output of plaintext CSPs using split knowledge procedures) be performed using ports that are physically separated from other ports, or interfaces that are logically separated using a trusted path from other interfaces. Plaintext CSPs may be entered into or output from the cryptographic module in encrypted form (in which case they may travel through enclosing or intervening systems).

Security Level 3 allows the software and firmware components of a cryptographic module to be executed on a general purpose computing system using an operating system that

· meets the functional requirements specified separately [ISO/IEC 19790, FIPS140-2]
· is evaluated at the evaluation assurance level EAL3 [ISO/IEC 19790, FIPS140-2] (or higher).

An equivalent evaluated trusted operating system may be used. The implementation of a trusted path protects plaintext CSPs and the software and firmware components of the cryptographic module from other untrusted software or firmware that may be executing on the system.

Security Level 4

Security Level 4 provides the highest level of security defined in this standard. At this security level, the physical security mechanisms provide a complete envelope of protection around the cryptographic module with the intent of detecting and responding to all unauthorized attempts at physical access. Penetration of the cryptographic module enclosure from any direction has a very high probability of being detected, resulting in the immediate zeroization of all plaintext CSPs. Security Level 4 cryptographic modules are useful for operation in physically unprotected environments.

Security Level 4 also protects a cryptographic module against a security compromise due to environmental conditions or fluctuations outside of the module's normal operating ranges for voltage and temperature. Intentional excursions beyond the normal operating ranges may be used by an attacker to thwart a cryptographic module's defenses. A cryptographic module is required to either include special environmental protection features designed to detect fluctuations and zeroize CSPs, or to undergo rigorous environmental failure testing to provide a reasonable assurance that the module will not be affected by fluctuations outside of the normal operating range in a manner that can compromise the security of the module.

Security Level 4 allows the software and firmware components of a cryptographic module to be executed on a general purpose computing system using an operating system that

· meets the functional requirements specified separately [ISO/IEC 19790, FIPS140-2]
· is evaluated at the evaluation assurance level EAL4 [ISO/IEC 19790, FIPS140-2] (or higher).

An equivalent evaluated trusted operating system may be used.
5 Conclusion

This contribution addressed the methodology for including requirements on implementation of the eNodeB security functionality in the normative part of SA3 SAE/LTE specifications. Specifically, this contribution recommends multi-levelled approach to these security requirements. ISO’s Security requirements for cryptographic modules [ISO/IEC 19790] and FIPS PUB 140-2, Security Requirements for Cryptographic Modules [FIPS140-2] use similar approach and, in our opinion, shoud be used as examples.
We kindly ask SA3 to review the material from this contribution and use it when identifying requirements on implementation of the eNodeB security functionality in the normative part of SA3 SAE/LTE specifications.
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7 Annex A. An example of tamper-resistant basestation. The cellsite vault principle 

A cell-site vault is a trusted computing base added to the base station that takes care of all security processing related to the base station.  In particular, this means that all user-plane re-ciphering, authentication and maintenance operations executes inside the cell-site vault.  The hardware protection shields the device from physical attacks, while the software protection mechanisms protect software intrusions.

The hardware protection of the cell-site vault is based on encapsulating all security functions (e.g. functions that deal with keys) inside a System-on-a-Chip (SoC).  By including all security functions inside the SoC, active probing of memory or busses is made difficult, thus it is hard to observe key material associated with the security functions.  All key management for, OA&M and mobility management as well as the operations that are required for data re-ciphering execute inside the SoC.  For off-chip memory references that need to be unobservable (e.g. the executable code associated with the security functions and the buffers on which the functions operate), provisions need to be made inside the SoC to make those references unobservable by intruders.

The software protection of the cell-site vault is based on the following mechanisms: 
· secure boot; 
· tamper detection;

· secure hypervisor.  
Secure booting functions enable an operator to be assured the intended software (operating system and application software) is executing in the basestation, tamper-detection mechanisms revoke basestation’s key material when an intrusion is detected and the secure hypervisor provides for a secure processing environment inside existing execution environments (e.g. VxWorks, Linux, etc.).

The procedure to securely boot the basestation needs to be based on embedding a boot loader and key unique for a basestation inside the basestation’s SoC.  Both boot loader and private key can only be read when the system is in secure mode.  On start, the secure boot loader executes and loads a secondary (encrypted) boot loader from an external medium (e.g. flash).  The boot loader decrypts the software with the pre-provisioned unique for the basestation key and starts the decrypted software only when the boot loader has made certain the decrypted software is valid.  Typically, the secondary loader is the actual application software loader (i.e. it loads the operating system and application software).

Every basestation is loaded with an encrypted version of the operating system and a certificate that enables decryption of the operating system.  This certificate is encrypted with the basestation’s key.  Through this mechanism, all basestations can share the same encrypted operating system image, while the differentiation is provided through the per basestation certificate.  The secondary boot loader loads the encrypted operating system from e.g. flash, decrypts the per-basestation certificate, decrypts the operating system with a key embedded in the per-basestation certificate and makes sure the loaded operating system is valid before executing the image.

The reason for adding a primary and secondary loader is for allowing field upgradeable basestations: the operating system can be replaced by newer versions in the field.   An operating system is replaced by distributing a new copy of the operating system to all basestations and installing a new certificate for that operating system encrypted with that basestation’s private key.

Once the operating system is executing on the basestation, application integrity can be tested much like the operating system is validated: the file system contains per application certificates and the operating system loader validates the integrity of the application before starting the application.  Similar to the operating system image, the application images are protected by certificates, to make sure the application images are not tampered with.  The certificates can be protected by a key embedded in the operating system image, or certificate to create a hierarchy of trust.

The problem with using current operating systems inside the basestation is that current operating systems may be subject to security holes.  To mitigate against this risk, the basestation is to be extended with a secure hypervisor which can be viewed as a secure run-time system within the operating system.  This secure part of the operating system is started before the operating system is started.  An application can trap through the operating system into a secure portion of the software system where the sensitive functions execute.  All data re-ciphering operations and key operations are performed in this secure mode.  It is important to limit the size of this program to enable manual inspection of this code.  Moreover, once the processor is in the secure hypervisor state, communication between secure peripherals inside the SoC is possible.  Such peripherals (such as internal memory or ciphering engines) can be used for key storage to perform the security functions associated with a basestation.  These security peripherals are not available when the processor is not in the secure state.

Our approach to security is to combine the above described hardware and software techniques to harden the basestation against break-ins.  However, we recognize that it is impossible to provide a tamper-proof solution.  This means that there still is a remote possibility of a break-in into the processing environment of the basestation.  To address this issue, the basestation uses tamper detectors.  When a tamper-detector is triggered, the provisioned operating system certificate is erased from the SoC and must thus be placed in a well-known location within the SoC.   Such erasure leads to a basestation that cannot be used as a base station anymore: the operating system cannot execute anymore.  Instead, after the operating system certificate has been erased from the basestation, it might request the user the contact the provider for re-provisioning.

All external communications between the backhaul IP network and the basestation is terminated in the cell-site vault (including the OA&M interfaces).  This means that any break-in attempt would require attempting to break into the cell-site vault.  As soon as break-in is detected by the tamper detection system, the basestation becomes unusable.   A break-in into the regular functions of a basestation will at best lead to an adversary disrupting data communication between the basestation and UE or an adversary being able to listen into the encrypted over-the-air communication.  Both these threats are otherwise available to adversaries by simply eavesdropping/jamming the wireless communication path.
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