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1. Introduction 

       In TR23.882, the P-TMSI and P-TMSI signature mechanism in UMTS has been re-used in SAE/LTE. But the P-TMSI Signature mechanism in UMTS may have the risk of DoS attack. This contribution will analyse the potential DoS attack against the MME and propose a solution.
2. Discussion 
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Fig.1 Attach Procedure
P-TMSI and P-TMSI signature are used for identification checking purpose in an Attach procedure:
1. UE sends Attach request to the new MME, which includes P-TMSI, P-TMSI signature and old RAI.

2. The new MME sends Identification request to the old MME, which includes P-TMSI, P-TMSI signature.

3. The old MME compares the received P-TMSI signature with that stored before in the old MME. If they match, the old MME sends Identification response to the new MME, which includes IMSI, AV and so on.

4. The New MME may start up an authentication procedure.

5. The New MME will start up a security mode set up procedure. 

So if an Attach request with an eavesdropped (P-TMSI, P-TMSI signature) pair is forged by the attacker and sent to the new MME, it will not be detected until in step4 or step5. Therefore it will cause unnecessary round-trips for the new MME and consequently a DoS attack against the New MME may happen.
Because the (P-TMSI, P-TMSI signature) pair is sent in plain text, it is easy for an attacker to eavesdrop a valid (P-TMSI, P-TMSI signature) pair in these procedures. And because during some procedures (e.g. Detach / Periodic Location Registration) the (P-TMSI, P-TMSI signature) pair is not reallocated, this (P-TMSI, P-TMSI signature) pair can be used to forge valid requests to start a DoS attack against the network.
3. Proposal
To mitigate the above attack that eavesdropped (P-TMSI and P-TMSI signature) pair is used to attack network, we propose the following solution:

3.1 One way hash chain mechanism

[image: image2.png]Generate





Fig.2 One way hash chain

Fig. 2 shows a one way hash chain. Such a chain can be generated by randomly picking the last element of the chain St as the base and repeatedly applying a one-way function F. Then it is used from S0. Because S0 is generated from S1 by applying one-way function, a malicious attacker can not derive S1 from S0, and so on. Finally the element Si can be verified to be indeed the element with index i of the hash chain by checking that Ft-i(St) = Si. 

3.2 Solutions
During the first attach procedure, P-TMSI signature is allocated and shared by both the UE and the network (MME). Then it can be used as St to generate the above one way hash chain. The one way hash chain will be used in subsequent procedures which will use the (P-TMSI and P-TMSI signature) pair, for example Routeing Area Update procedure, Attach/Detach procedure, Periodic Location Registration and so on. In the initial L3 signalling message of these procedures, P-TMSI signature’s one-way hash chain will be used from [P-TMSI signature]0 in turn in both the UE and the MME.
Taking the Detach procedure for example:
1. The UE sends to the MME Detach request, which include (P-TMSI, [P-TMSI signature]i). Here [P-TMSI signature]i is the ith element of P-TMSI signature’s one way chain。
2. Since the MME also generated the above One-way hash chain based on the P-TMSI signature, the MME can check if the [P-TMSI signature]i is valid.
If it is valid, the MME will continue the subsequent steps. Otherwise, the MME just rejects the request.

Though the MME may not reallocate the P-TMSI signature in the above Detach procedure, the MME will expect that a initial L3 signalling message will carry [P-TMSI signature]i+1. Because an attacker can not forge [P-TMSI signature]i+1, the above DOS attack to the MME is avoided.
A next Attach procedure should be in the following:
1. The UE sends Attach request to the new MME, which include (P-TMSI,[P-TMSI signature]i+1). 

2. The new MME sends to the old MME identification request, which includes (P-TMSI,[P-TMSI signature]i+1).

3. Since the old MME also generated the above One-way hash chain based on the P-TMSI signature, the MME can check if the [P-TMSI signature]i+1 is valid.

If it is valid, the MME will continue the subsequent procedure. Otherwise, the MME just rejects the request.

4. The new MME may start up an authentication prodecure.

5. The new MME will start up a security mode set up procedure. 
4. Conclusion
In this document we proposed a proposal for DoS attack against MME. We propose that SA3 agrees to use these proposals as a basis for further discussion and include them in the TR 33.821.
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