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1 Introduction
Contribution S3-070095 [2] proposed a particular key hierarchy and nomenclature for various keys in the LTE keying structure. In meeting SA3-46, it was agreed to adopt this structure as a baseline for further discussion. The baseline hierarchy has been incorporated into the working document [1], section 7.4.7.2. Since meeting SA3-46, it has been agreed by the SA and RAN groups that the user-plane encryption function should be performed at the eNodeB rather than the UPE [3]. In the light of this decision, a modification to the baseline key hierarchy is needed. This contribution proposes such a modification.
2 Baseline Key Hierarchy
The following picture shows the key hierarchy that was proposed in [2] and adopted as the baseline in [1].
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Figure 1. Baseline key hierarchy.
3 Proposal for modified key hierarchy
In the light of the recent decision [3] to move the user plane encryption function to the eNodeB, a modified version of the key hierarchy is proposed as shown in Figure 2. Most of the structure and nomenclature of the baseline hierarchy is retained. The modifications are as follows.

· Deletion of the ME-UPE keys

· Addition of a key KeNB-UP-enc, which will be used for encryption of user-plane data at the eNodeB. This key is assumed to be derived from the ME-eNB session key KeNB that existed in the baseline hierarchy.

· A minor modification (for clarification only) showing the KeNB-RRC-int and KeNB-RRC-enc (which also existed in the baseline hierarchy) as being derived separately from KeNB (rather than showing them in a single box), to make the depiction similar to the depiction of the NAS keys KNAS-int and KNAS-enc.
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Figure 2. Key hierarchy with the proposed modification.
4 Conclusions
To incorporate the recent decision to move the user-plane encryption function to the eNodeB, a modified version of the baseline key hierarchy is presented. It is proposed to discuss and adopt this modified version as the new baseline key hierarchy.
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