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1. Introduction

This contribution proposes some principles for key management in relation to LTE and UTRAN and LTE/UTRAN interworking.
This contribution builds on our earlier contribution S3-060704, recommendations accepted in section 7.4.4 of TR 33.821, and section 7.4.7 in TR 33.821.
2
Background
The key hierarchy for LTE proposed in section 7.4.7 in TR 33.821 defines the KASME  as the key handled by the MME and from which keys for specific purposes are derived. In particular KASME will be the base key for derivation of keys for protection of the user plane and NAS and RRC signalling. Note that KASME is never directly used for protection purposes.
The MME is responsible for handover of keys/key context when the UE moves from LTE to e.g. UTRAN and vice versa. Data quality requirements do not allow reauthentication at handover. Still, strong key separation between LTE and legacy systems shall be provided, preferably in both directions.
3
LTE to UTRAN Handover 
Keys used in LTE and in legacy systems differ in number and formats. Thus some kind of key/key context transformation is needed at handover. Without any key conversion in the MME, i.e. if KASME would be sent as is to the SGSN in UTRAN, a security breach in UTRAN could lead to exposure of LTE user data and signalling traffic. 
First we note that the principle applied for key/context transformation for GSM / UTRAN is not ideal as the use of the key context in GSM leaks information when it is transformed to a key/context for UTRAN.  A simpler and more secure mechanism is to use a strong key conversion function f( ) to transform KASME  into a K’ASME , which then is transferred to UTRAN,  i.e.  K’ASME = f(KASME). The SGSN in UTRAN could then derive the Ck, Ik to be used from K’ASME. 
4
UTRAN key management and UTRAN to LTE Handover 
With the current key management in UTRAN it is impossible to achieve the same level of protection when handover is from UTRAN to LTE than what can be achieved LTE to UTRAN handover.  The context handed over from UTRAN to LTE must depend on Ck, Ik in UTRAN and a security breach in UTRAN will propagate into LTE, even if strong key conversion functions are used to derive the LTE keys. To fix this security problem we see the introduction of the LTE key hierarchy in UTRAN as an attractive solution. Such an introduction would in general strengthen security in UTRAN, especially when UTRAN keys are moved further out in the network. It would also offer a solution to the “reauthentication problem” when handovers from to UTRAN to LTE take place.

In particular we would like the introduction of an intermediate level of keys, corresponding to KASME  also in Rel 8 UTRAN. The procedure at handover could then be the same as for handovers in both direction between LTE and UTRAN.  To enable the use of this intermediate key level by all Rel 8 UEs the signalling in REL 8 UTRAN has to be modified to include information about the UE capabilities in this respect so that the HSS can perform the correct transformations of (CK, IK). Furthermore the UE has to learn about the SGSN capabilities.
Another less attractive option is to only rely on intermediate keys in UTRAN only when such a key is obtained at a handover from LTE. 
4
Conclusion and Proposal
It is proposed that 3GPP adopts as a working assumption, and records in the "tracking" document that
· LTE MME shall implement strong key conversion function when transferring key contexts to UTRAN, i.e. K’ASME = f(KASME) and that Ck, Ik is derived from K’ASME.
Furthermore it is recommended that

· The consequences of introducing the LTE key hierarchy in UTRAN is investigated in preparation for a recommendation of its adoption also there. Such an introduction would e.g. mean that 
· a Rel 8 SGSN should support the use of the intermediate key level (KASME ) and that when it is used, apply a strong key conversion function when transferring key contexts to LTE.
· Rel 8 authentication signalling is modified to allow signalling of Rel 8 UE key handling capability to HSS and Rel 8 SGSN key handling capabilities to UE.
· Interworking with pre-Rel 8 SGSNs has to be developed 
























































































































