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1 Introduction

This contribution updates section 8 on Network Domain Security due to the decision to move User plane ciphering to the eNodeB i.e. we have taken into account the new SAE architecture i.e. MME and SAE GW (and no UPE). Beside that, some new threats are added and some changes are due to editorial improvements.

2 Proposed changes to section 8 of TR 33.801

8
Network Domain Security 

This chapter describes how Network Domain Security according to TS 33.210 could be used to counteract certain IP-based threats on the LTE reference points. Section 8.1 gives a general overview; section 8.2 clarifies which threats from section 3 until 5 can be counteracted and which not. Finally section 8.3 provides a summary of the required security of NDS/IP.

Editor’s Note: If relevant threats are added to section 3 or 4 then this chapter may also need further changes.

8.1
Introduction

8.1.1
NDS/IP architecture applied to LTE

TS 33.210 defines a Za and a Zb-interface that is applied between NE’s (Network Elements) and SEGs (Security Gateways) in order to protect the transfer of signalling data.
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Figure 1 NDS architecture for IP-based protocols from TS 33.210

If we convert Figure 1  towards SAE/LTE entities then NE A-1 may be a core network node (i.e. an SAE GW or an MME) and NE B-1 may be the eNodeB. The core network node and the eNodeB may reside in different security domains (e.g. if they are connected over the Internet). The SEG may be integrated into the NE or may be a standalone device. If the link between the SEG and the NE can be trusted (e.g. the link between the core network node and the SEG resides in the same building of the operator) than no additional security (other than the physical measure) needs to be applied between them (i.e. the Zb reference point security is optional). Alternatively, if the core network node and eNodeB reside in the same security domain, they may be mapped to NE A-1 and NE A-2 respectively and the optional Zb interface would be used between them.

If several nodes are placed within the same trusted environment, then it may be advantageous to concentrate the security processing in a stand-alone device i.e. a SEG at the border of the trusted domain. This may be the fact for the core network node but also for eNodeBs. In any case the number of (semi-static) security associations for NDS/IP on the S1-reference points between eNodeB and the core Network will largely be determined by the number of eNodeBs.

It is assumed that the S1-reference points between eNodeBs and the core network may go via the open internet or over equivalent solutions with similar low protection level (e.g. the operator leases an IP-line from a carrier that cannot guarantee the prevention of security threats on that leased line). While the core network node resides in a trusted location, this is not necessarily the case for the eNodeB. In this case, the physical links in the vicinity of the eNodeB may be vulnerable. Therefore, in the general case, IPsec functionality (according to TS 33.210), terminating either Za (i.e. SEG functionality) or Zb will have to be integrated in the eNodeB, to prevent breaches if there would be a separate SEG to eNodeB link. However we should not rule out the deployment option where the vicinity of eNodeBs is sufficiently trusted, but the backhaul link to the core network is not. In this case, it may be advantageous to use a SEG aggregating the traffic from several eNodeBs.

8.1.2
Key Management solutions for NDS/IP

In the distributed case signalling and packet forwarding exists between the eNodeBs. At the same time the transmission links between eNodeBs are considered to be insecure, meaning that the threat of packet injection, packet eavesdropping, and packet modifications exists on these links. Handovers can also happen between many different eNodeBs, depending on the network configuration and management. 

There are various methods to provide key management for NDS/IP between eNodeBs:

1) NDS/IP could be used to secure connections between eNodeBs, based on pre-shared secrets. This would mean that Operations & Management is required to create the SAs between the required eNodeBs, or that the pre-shared secrets are transferred to the right eNodeBs by some other means.

2) eNodeB specific certificates could be used to bootstrap security associations between eNodeBs. This would mean that each eNodeB shall have its own certificate signed by a Certificate Authority (CA) and the corresponding root certificate from the CA for certificate validation. This would also probably mean that certificate revocation methods should be implemented or short enough certificate lifetimes should be used. The latter requires provisioning of new certificates, before the lifetime of the current ones is exceeded. Choosing the right lifetime becomes a trade-off issue between a fresh and possibly a disclosed certificate.

3) Centralized node(s) in the network could bootstrap eNodeB-eNodeB security associations automatically when needed. This would mean that the centralized node(s) know the topology of the eNodeBs (i.e. at least neighbour eNodeBs for each eNodeB).

Evaluation: 

In cases 1 and 3, when adding a new eNodeB to the network, the existing neighbouring eNodeBs need to be updated to incorporate the security association or needed credentials with the new eNodeB. In case 2 the certificate management must be implemented and the certificates in the eNodeBs must be protected and provisioned.

8.1.3
Alternatives

An alternative for NDS/IP is to provide the keying material inside a subscriber context from the core network to the eNodeBs. The MME encrypts a subscriber specific signalling protection (symmetric) key for multiple eNodeBs at the same time and sends all these encrypted keys to the subscribers’ current eNodeBs in the subscriber’s context.
When secure signalling between eNodeBs is needed the source eNodeB uses the subscriber specific signalling protection key to protect the messages, finds the encrypted entry for the target eNodeB and sends it along with the messages to the target eNodeB. Target eNodeB then decrypts the key and the corresponding received messages. This way the source eNodeB can securely communicate with all eNodeBs that are included in the subscribers context received from the core network. This does not mandate neighbouring relationship between the eNodeBs.

In this case, there is no need to maintain security associations between eNodeBs, because the exchanged messages themselves include needed material for message decryption securely delivered to the corresponding eNodeB.

Editor’s Note: There isn’t preference to the above countermeasures.

Editor’s Note: The text of this section needs further clarification how a subscriber context could be used as alternative to NDS/IP.
8.2
How particular threats can be counteracted.

In the distributed eNodeB-architecture, signalling and packet forwarding exists between the eNodeBs. At the same time the transmission links between eNodeBs are considered to be insecure, meaning that the threat of packet injection, packet eavesdropping, and packet modifications exists on the links. Handovers can also happen between many different eNodeBs, depending on the network configuration and management. 

In this section we analyse the IP-based threats, and evaluate whether and how NDS/IP provides a countermeasure. In this section we only consider outsider attacks between UE and the first uplink core network node (i.e. the MME and the SAE GW), and on the IP-based reference points between eNodeB.

NOTE: Only those threats from Section 3 and 4 were evaluated which were found relevant.

NOTE: The threats within this section are numbered as NDS-Threat-x in order to have a numbering independent from section 3 and 4. This will allow to renumbering of sections 3 and 4 with minimal impacts in this chapter.
8.2.1 Threats to User Data
NDS-Threat-1: Section 3.1 User Plane packet injection attacks (Threat-B):  ‘The attacker injects user plane packets on the last-mile, while eNodeB, UE and SAE GW are not compromised. DoS attack is also possible. Attacker may send broadcast packets to the access link and try to congest access network as much as possible.’

Evaluation:
If the interface between SAE GW and eNodeB is accessible for an attacker then an attacker could indeed inject packets via that interface towards the UE. The eNodeB would simply forward these packets towards the UE, irrespective of whether there would be a higher layer protection mechanism on the user plane data. In this way, an attacker could overload the air interface and deny service. Packet filtering methods must be used here. However the use of NDS could prevent that the eNodeB sends bogus packets further into the radio access network.
In the uplink, the effect of User Plane packet injection towards the SAE GW is similar as described for the downlink direction NDS could not stop an attacker from bombarding the SAE GW with bogus packets even if higher layer user plane security would have been used (e.g. integrity-protection between UE and SAE GW). Packet filtering methods must be used here. However the use of NDS could prevent that the SAE GW sends bogus packets further into the core network. Note that User Plane packets are forwarded by the SAE GW only if the attacker could correctly guess the required headers, which is easy if the user plane data is not protected between the eNodeB and the SAE GW. 

Conclusion: network domain security with integrity protection between eNodeB and SAE GW is required in the downlink and the uplink if the S1-U interface is not trusted to prevent packet injection attacks.

NDS-Threat-2: Section 3.2 User Plane packet modification injection attacks between eNodeB and the UE: (Threat-A) ‘The attacker modifies encrypted user plane packets, so as to deny service from the UE by modifying UE packets in such a way that the UE must re-transmit etc. In this way the attacker acts as man-in-the-middle between UE and UPE. This affects the service quality that the UE (subscriber) is seeing’. 

Evaluation: Applying NDS between eNodeB and SAE GW does not seem to help against attack between eNodeB and UE.

NDS-Threat-3: Section 3.3 User plane packet eavesdropping between the eNodeB and the UE

Evaluation: Applying NDS between eNodeB and SAE GW does not seem to help against attacks between eNodeB and UE. 
NDS-Threat-4: User plane packet eavesdropping between the eNodeB and the SAE GW (S1-U) or between two eNodeB's (X1-U)
Evaluation: Applying NDS with confidentiality activated does counteract this threat. 

8.2.2 Threats to Signalling Data
NDS-Threat-5: Section 4.1 Dos Attacks from false MME against eNodeB

Evaluation: This concerns control plane traffic which is originated from a false MME towards genuine eNodeB. As control traffic we distinguish S1-signalling (Iu-like) between eNodeB and MME and NAS signalling between UE and MME. The vice-versa case is similar.

It’s assumed that NAS signalling shall be integrity protected and may be confidentiality protected between the UE and the MME. Similar consideration as for NDS-Threat-1 applies i.e. the availability of higher layer protection mechanism can not prevent packet processing and forwarding at the eNodeB. IP packet authentication is needed to prevent that DoS attacks towards eNodeB's spread further towards the air interface.

However note that signalling on the S1-reference point will transfer RRC and PDCP User plane keys, so there is a requirement for confidentiality protection of the S1-signalling between MME and eNB
NDS-Threat-6:  Dos Attacks from false eNodeB to eNodeB.

Evaluation: Similar as NDS-Threat-1: IP packet authentication is needed.
NDS-Threat-7: Attacks on the eNodeB-eNodeB interface.

Evaluation: Similar as NDS-Threat-1: IP packet authentication is needed to prevent spoofed handover commands. It is likely that sensitive information will be transferred on this interface which will require confidentiality protection (e.g. RRC or PDCP user plane keys in handover).

8.3 Summary
	Reference point and data type / security requirement
	Integrity/authentication 
	Confidentiality
	Remarks

	User Plane Data
	
	
	

	S1-User plane  (SAE GW-eNB)
	Yes
	Yes
	TS 33.210 only covers signalling data

	eNodeB-eNodeB (X2-U)
	Yes
	Yes
	TS 33.210 only covers signalling data

	Signalling Plane Data
	
	
	

	S1-C transferring NAS signalling  (MME and -eNB)
	Yes
	No
	

	S1-C (Iu-alike) between MME and –eNB.
	Yes
	Yes (transfer of sensitive information e.g. RRC and PDCP user plane keys)
	

	eNodeB-eNodeB (X2-C)
	Yes
	Yes if sensitive information is exchanged (RRC and PDCP user plane keys)
	


3 Conclusion

It is proposed the accept the above changes for inclusion into the TR 33.821
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