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Discussion and decision

______________________________________________________
1 Introduction
The current TR 33.821 includes multiple alternatives for key derivation purposes. However, the key hierarchy (S3-070095) and serving network authentication (S3-060716) contributions agreed in the SA3#46 meeting as baseline rule out some of the alternatives presented. These need to be removed from the TR. On the other hand we need to continue to specify the key derivation parameters. Thus, in this contribution we propose modifications to the TR 33.821 section 7.4.3 “Key derivation”. We also need to update the section 7.4.1 “UMTS AKA” to reflect the key hierarchy baseline. Updates to this section are also provided in this contribution.
Updates:

· Section “7.4.1
UMTS AKA” updated to reflect the agreed key hierarchy (e.g. described in 7.4.7)

· Section “7.4.3
Key derivation” updated to reflect the change of no separate UPE element. 
2 Updated UMTS AKA and Key derivation sections

*********************** BEGIN 1st CHANGES *******************************************************

7.4.1
UMTS AKA

UMTS AKA is able to agree one pair of CK and IK. But there are more than one security associations in LTE/SAE. UE and network deduce the keys for AS, NAS and user data protection. The keys are delivered to the corresponding entities in the network side. 


1) 
2) 


**************************** END 1st CHANGES *****************************************************
*********************** BEGIN 2nd CHANGES *******************************************************

7.4.3
Key derivation

7.4.3.1
Key generation during initial access
Figure 1 shows an overview of SAE initial access authentication signalling and where the different keys are proposed to be generated. KDF (Key Derive Function) is used to derive different keys. After successful authentication, MME and UE will use KDF to generate keys based on CK, IK and RAND agreed during AKA authentication procedure.
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Figure 1  key generation for initial access

Many different KDF functions would be applicable for the purpose. Only three examples of them are listed:

Alternative-1: Specified KDF function in TS 33.220 Annex B. 

SAE_keys = KDF (Ks, "static string", RAND, IMPI, SAE_Ids)

Where:

Ks is generated by concatenating CK and IK. IMPI could be obtained from the IMSI as specified in TS 23.003. SAE_ids could be e.g MME_id, eNB id and SAE-GW_id or MME’s, eNB’s and SAE GW’s names. 

SAE_keys will express then MME_key, UP_key, RRC_key.

“static string” could be “LTE_CK” and “LTE_IK” to generate CKs and IKs.

Editor’s Note: It is for further study whether the identities of the nodes would be used.


Alternative-2: Uses Milenage f3 and f4 to derive keys

SAE_keys(K)=KDF(K, RAND XOR SAE_ids) 

Where: SAE_ids could be e.g. MME_id, eNB id and SAE-.GW_id or MME’s, eNB’s and SAE-GW’s names.

When K=CK, SAE_keys(CK)= f3(K, RAND XOR SAE_ids)

When K=IK,  SAE_keys(IK)= f4(K, RAND XOR SAE_ids)

Alternative-3: (From S3-060692)

In this alternative, the LTE/SAE system uses the UMTS AVs and derives the other keys as follows:

CKNAS || IKNAS || CKAS  || IKAS || CKUP = prf+ (Identity of UE || IK || CK)

The keys are derived in the MME and in the UE, after successful AKA procedure.

**************************** END 2nd CHANGES **************************************************
3 Conclusion

We propose to adopt the changes reflected in section 2 
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