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Discussion and decision
______________________________________________________________________________________________
1 Introduction
In S3-070100, it was described how the security algorithms for RRC, UP and NAS protection could be agreed upon between UE and a serving network during network attachment and on idle-to-active transitions.

In this document we propose to change the text currently included in TR 33.821 by 

· Deleting the first three Alternatives from the TR as they are not applicable to UP termination in eNB.

· Updating the last three Alternatives according to 

· UP termination in eNB

· Indicating when to start ciphering / integrity protection 

· Adding a weakness detected for Alternative 6 and recommending not to use it 

· Updating the text on handover to reflect the current working assumption of UP termination in eNB

· Adding changes necessary for security mode command procedures during handover between 2G/3G and LTE

· Updating the key notations according to the updated key hierarchy

· Updating all procedures according to the fact that RAN currently only considers detached to active transitions: Working assumption of S3-070100 was that detached to idle transitions occurs during network attachment. As this is not considered in the current RAN documents it is suggested to delete these parts. 

In addition, the document refers to a companion contribution that updates the current working assumption on the key hierarchy for SAE/LTE. 

2 Proposed changes to TR 33.821 v0.1.0
******************BEGIN CHANGES ********************************************************

7.4.13
 Security algorithm negotiation and Security mode command in SAE/LTE networks (from S3-070100)

7.4.13.1
General

In this section we propose different alternatives for how the security algorithms for RRC, UP and NAS protection could be agreed upon between UE and a serving network during network attachment and on idle to active transitions.  In addition, it also includes security algorithm selection upon mobility events within LTE. Here the UE and the target network entities have to agree on security algorithms to use after a mobility event occurred. 



******************END CHANGES ********************************************************

******************BEGIN CHANGES ********************************************************
7.4.13.3
Requirements for algorithm selection in SAE/LTE

Requirement 1: An active UE and a serving network shall agree upon algorithms for

· RRC encryption, RRC integrity protection (to be used between UE and eNB)

· UP encryption (to be used between UE and eNB)

· NAS encryption and NAS integrity protection (to be used between UE and MME)

Requirement 2: The serving network shall select the algorithms to use dependent on
· the capabilities of UE,
· the capabilities of the currently serving network entity

· restrictions set by the home network of the subscriber (ffs, cf TR 23.008)

· SN-wide policies on allowed security algorithms

(In this document, “capabilities” always refers to the supported encryption and integrity algorithms.)

Requirement 3: Each selected algorithm shall be acknowledged to UE in an integrity protected way such that UE is ensured that the algorithm selection was not manipulated (“bidding down protection of networks choice”).
Requirement 4: The capabilities the UE sends to the network shall be repeated in an integrity protected message to UE such that “bidding down attacks” against UE’s capabilities can be detected by UE

******************END CHANGES ********************************************************

In Section 7.4.13.4, six alternatives were presented. The first three alternatives are no longer applicable as the relate to “Case 1: UPE assigned during attachment”. But the UPE security function is now moved to the eNB which is assigned during transitions to active mode. So, alternatives 1, 2, 3 are deleted. For the remaining text, we mark the changes arising from termination of UP protection in eNB. In addition, we indicate when integrity protection and ciphering is started.

******************BEGIN CHANGES ********************************************************

7.4.13.4
Alternatives for algorithm selection in SAE/LTE 

7.4.13.4.1
Algorithm selection without consideration of mobility

According to the requirements described in the last section we need to answer the following questions

· Which network entity or entities should select the security algorithms to use (cf. Requirement 2)?

The security algorithms could either be selected by the eNB, and the MME for RRC, UP and NAS protection respectively or all algorithms could be selected by MME. As opposed to the second case, in the first case MME does not have to be configured to know the capabilities of all eNBs under its control. 

· Which network entity should acknowledge the selection of which algorithms to UE in an integrity protected way (cf. Requirement 3)?

If MME selects all algorithms it seems natural to assume that MME also acknowledges the selection to UE. However, in case eNB selects RRC and UP algorithms and MME selects NAS algorithms, there are several options for the acknowledgement, see below. 

· To which network entity should UE send its capabilities in which message, and which network entity should repeat the received capabilities to UE in an integrity protected message (cf. Requirement 4)?

In UMTS, UE sends its capabilities to RNC during RRC connection establishment and RNC selects the algorithms to use. MSC does not have to obtain the UE capabilities. However, in SAE/LTE MME has to obtain knowledge of (at least the NAS part) of UEs capabilities in order to be able to select the NAS protection algorithms. As a consequence it seems most natural to assume that UE sends its capabilities to MME in an initial layer 3 message. 

· When should the selection and acknowledgement of algorithms take place?

NAS signaling protection has to be started after each attachment, e.g. for subsequent protection of a “re-attachment request” (cf. TR 23.882, Section 7.13). Therefore the algorithm selection by the network entity (or entities) and the acknowledgement of the selection to UE has to take place immediately after or during each network attachment. RRC signaling protection and UP encryption need to be started on each idle to active transition. Idle to active transitions e.g. occur due to mobile originated service requests or due to paging.  The selection and acknowledgement of RRC signaling protection and UP encryption algorithms therefore has to take place upon idle to active transitions. This leads to the following alternatives: 
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Alternative 1: In this alternative it is the MME that selects all algorithms and acknowledges the selected algorithms to UE. The message flow for Alternative 1 is illustrated in Figure 13 and described in more detail bellow.


[image: image4.emf]UE

eNB MME

Radio resource connection request including initial layer 3 message: TMSI,

all UE caps, KSI

Radio resource setup 

protected with MAC-RRC, 

includes security 

mode command

Verify MAC-NAS

Start NAS integrity / 

encryption

Verify MAC-RRC,

Start RRC integrity,

RRC / UP encryption

[Select NAS algo(s)]

Select RRC algo(s)

Select UP algo

[Start NAS integrity]

[Ready to receive

encrypted NAS traffic]

Radio resource setup ack.

security mode complete

Selected RRC, UP algos, K

eNB

Acknowledge

Idle or detached to active

security mode command: selected NAS, UP, RRC algos, 

KSI protected by MAC-NAS

Start RRC integrity

Ready to receive 

encrypted RRC

and UP traffic

security mode complete

Start RRC /

UP encryption

Start NAS 

encryption

AKA


Figure 13: Alternative 1, MME selects all algorithms and MME protects the acknowledgement for all algorithms

Editor’s Note: Initial radio layer messages not included.


· 
· 
· 
· 
· 
· 
Upon idle or detached to active transitions:

· UE sends a radio resource connection request to eNB including the initial layer 3 message to MME which eNB forwards (see TR 23.882, Section 7.14).   This message includes UEs security capabilities.
· Optionally MME may request an new authentication 
· 
· MME selects RRC algorithms and the UP encryption algorithms according to the capabilities of the designated eNB and acknowledges its choice to eNB. eNB acknowledges the receipt of this message. 
· In the detached to active case, MME additionally selects the NAS algorithms (in the idle to active case the NAS algorithms are already selected), starts NAS integrity and prepares to receive encrypted NAS traffic.
· MME sends the security mode command message to eNB. This message may be sent after receiving or while still waiting for the acknowledge message from eNB (ffs). 
· eNB starts integrity protection, gets ready to receive encrypted RRC and UP traffic and sends the radio resource setup message to UE, including the security mode command message received from MME. The security mode command message includes the selected RRC algorithms and the selected UP algorithm and is protected with NAS integrity protection. 
· UE verifies the NAS integrity protection on the security mode command. In case of successful verification UE starts NAS integrity protection and NAS encryption. UE verifies MAC-RRC, starts RRC integrity and RRC encryption as well as UP encryption. UE sends the radio resource setup acknowledgement including a security mode complete message to eNB. 

· Upon receipt of the RRC setup acknowledgement message, eNB starts RRC and UP ciphering 

· Upon receipt of the security mode complete message, MME starts NAS ciphering
Alternative 2: The NAS algo selection is the same as in Alternative 1, eNB selects RRC and UP algorithms itself such that MME does not have to know the capabilities all eNBs.
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Figure 14: Alternative 2, MME, eNB and UPE select the corresponding algorithms and MME protects the acknowledgement for all algorithms
Editor’s Note: Initial radio layer messages not included.


· 
· 
· 
· 
· 
Upon idle or detached to active transitions:

· UE sends a radio resource connection request to eNB including a layer 3 service request to MME (see TR 23.882, Section 7.14).  The initial layer 3 message includes all UEs security capabilities
· Optionally MME requests a new authentication 

· 
· 
· MME sends a list of allowed RRC algorithms, allowed UP algorithms and the RRC and UP capabilities of UE to the designated eNB. 
· eNB selects RRC algorithms and the UP algorithm and acknowledges its choice to MME 
· In the detached to active case, MME additionally selects the NAS algorithms (in the idle to active case the NAS algorithms are already selected), starts NAS integrity and gets ready to receive encrypted NAS traffic.
· MME sends the security mode command message to eNB. This message may be sent after receiving or while still waiting for the acknowledge message from eNB (ffs). 
· eNB starts integrity protection, gets ready to receive encrypted RRC and UP traffic and sends the radio resource setup message to UE, including the security mode command message received from MME. The security mode command message includes the selected RRC algorithms and the selected UP algorithm and is protected with NAS integrity protection. 

· UE verifies MAC-NAS on the security mode command and starts NAS integrity and NAS encryption. UE verifies MAC-RRC on the radio resource setup message and starts RRC integrity and RRC and UP encryption.  
· Upon receipt of the RRC setup acknowledge message, eNB starts RRC and UP ciphering

· Upon receipt of the security mode complete message, MME starts NAS ciphering 
Alternative 3: In Alternative 3, eNB, and MME each selects the corresponding algorithms and protects the acknowledgement messages sent to UE. The message flow for Alternative 3 is illustrated in Figure 14 and the message flow is detailed below. 
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Figure 15: Alternative 3, MME, UPE and eNB select and MME protects the acknowledgement NAS, eNB protects the acknowledgement for RRC, and UPE protect the acknowledgement for UP

Editor’s Note: Initial radio layer messages not included.
· 
· 
· 
· 
· 
Upon idle to active and detached to active transitions:
· Upon receipt of a service request, MME sends a list of allowed RRC algorithms and the allowed UP algorithms to the designated eNB , including the RRC and UP capabilities of UE. 
· eNB selects the RRC security algorithms and UP algorithm in compliance with its own capabilities, the allowed algorithms and UEs capabilities.
eNB starts RRC integrity and gets ready to receive encrypted RRC traffic
· eNB acknowledges the receipt of the allowed algorithms to MME
· eNB acknowledges its choice of UP and RRC algorithms to UE in an integrity protected RRC security mode command included in the radio resource setup message

· UE verifies the correctness of the integrity protection, starts RRC integrity and RRC and UP encryption and returns an RRC security-mode-complete message. 

After receipt of the correctly protected security-mode-complete message, 

· 
· eNB starts ciphering of RRC and UP messages
· MME sends a NAS security mode command message including the selected NAS algorithms to UE. The message is integrity protected 

· UE verifies the MAC-NAS on the security mode command and starts NAS integrity as well as ciphering and sends the security mode complete message to MME

· Upon receipt of the security mode complete message, MME starts NAS ciphering. 
Weakness of Alternative 3: 

Now that UP traffic is terminated in eNB, Alternative 3 allows for the following service theft attack in case eNB is compromised 

A victim UE transits from active to idle. The attacker impersonates the victim UE and sends a radio resource connection request containing the service request for the MME to the eNB (cf TR 23.882, Section 7.14)

If the service request is not integrity protected (as e.g. on detached to active transitions, where no NAS keys are available yet), then the attacker is able to generate the RRC-integrity protected security mode complete message and subsequently send and receive correctly encrypted UP traffic.  

Countermeasure: 

The SMC setup procedure for RRC and UP could be protected by NAS signalling, i.e. Alternative 1 or Alternative 2 could be used.
Comparison of the three alternatives
	
	Alternative 1
	Alternative 2
	Alternative 3

	Selection of security algorithms
	MME, capabilities
	MME, eNB

	MME, eNB


	Protection of acknowledge-ment
	NAS integrity protection
	NAS integrity protection
	NAS integrity protection, RRC integrity protection

	
	
	
	

	Identified Weaknesses
	MME has to be configured to know the UP and RRC security algorithm capabilities of all  eNBs
	
	Allows for service theft in case of a compromise of an eNB and in case service request is not NAS integrity protected 


As alternative 3 exhibits a security weakness that is particularly severe for termination of UP protection in the eNB alternative 3 should not be selected and eventually deleted from the TR. Alternative 1 and 2 are the same from a security point of view. However, alternative 2 has a configurational advantage over alternative 1 as in alternative 1 MME does not have to store the security capabilities of all eNBs. We therefore suggest selecting alternative 2 as the working assumption. 
****************** END CHANGES ********************************************************
****************** BEGIN CHANGES ********************************************************
7.4.13.4.3 
Algorithms selection on handover

Upon handover the change of a network entity may require a change of the currently selected security algorithms if the source and the target entity do not have the same capabilities or belong to different administrative domains. 

For intra-MME handover with eNB change, MME involvement is currently not foreseen (TR 25.813). 

Handover without MME involvement: 
In this case, the source eNB will transfer UE-context to the target eNB. This context shall include the UE capabilities and the currently used security algorithms. The target eNB selects the RRC algorithms and UP algorithm to use after handover and transfers it to the UE via the source eNB in a handover command message. If the currently used algorithms are supported by the target eNB the choice shall be the currently used security algorithms. The source eNB provides the integrity protection of the handover command on RRC. 
Error case handling situations on handover without MME involvement are ffs.
On handover without MME involvement it seems more efficient to let eNB protect the acknowledgement of the algorithm selection to UE themselves (if feasible on UP). 

Note that, when there are pre-distributed eNode B specific keys from the MME (special case of Alternative 1 for key handling)), the Target eNode B should not rely on the source eNB to protect the security algorithm negotiation.
Handover with MME involvement: in this case, the source MME can transfer the capabilities of UE to the target MME during handover preparation (e.g. in the handover request). The target MME could then request resources of the target eNB and at the same time transfer the allowed security mechanism and UP capabilities. eNB could then select the security algorithms and acknowledge the selection to target MME. Target MME could then include all selected algorithms in the handover command message it sends to UE via source MME (similar to Alternative 2 described in Section 4). It is ffs whether it would be also be possible to have the selected algorithms acknowledged to UE directly by the entities using them.

Error case handling situations on handover with MME involvement are ffs.
For handover with MME involvement, including all selected algorithms in the handover command message seems more efficient as it saves UE from having to verify the integrity protection of more than one message during time critical handover. 
****************** END CHANGES ********************************************************
****************** BEGIN CHANGES ********************************************************
New section 7.4.13.4.4 Algorithms selection on handover to and from 2G/3G

Handover from LTE to 2G/3G:
UE capabilities send from UE to MME in the initial layer three messages shall include the GERAN and UTRAN UE capabilities. On handover to GERAN or UTRAN, MME shall include the UE capabilities in the handover request sent to SGSN. SGSN shall select the GERAN or UTRAN algorithm to use and indicate its choice in the handover command sent via MME to UE. 

Handover from 2G/3G to LTE:
An SGSN shall be able to ask UE for its NAS, UP, RRC security capabilities. On handover to LTE, SGSN shall include the NAS, UP, RRC security capabilities in the handover request send to MME. MME shall select the algorithms to use and acknowledge its choice to UE in the handover command sent to UE over SGSN. 

****************** END CHANGES ********************************************************
3 Conclusion

We propose to update the current version of TR 33.821 with the text provided in the last sections

4 References

TR 23.882: 3GPP system architecture evolution (SAE): Report on technical options and conclusions (in particular Section 7.13: Network Attachment and Section 7.14: Paging and C-plane establishment) 

TR 25.813: Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Radio interface protocol aspects, (in particular Section 9.1.5)

TR 23.008: Organization of Subscriber data (in particular Section 2.4.15)


















































































































� MME transfers the UE capabilities and not the intersection of the UE capabilities with the allowed algorithms such that eNB can transfer them upon handover.


� MME transfers the UE capabilities and not the intersection of the UE capabilities with the allowed algorithms such that eNB can transfer them upon handover.


� MME transfers the UE capabilities and not the intersection of the UE capabilities with the allowed algorithms such that eNB can transfer them upon handover.
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