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Discussion and decision
______________________________________________________
1 Introduction
In S3-070095 a working assumption for a key hierarchy for SAE/LTE was proposed. This proposal was accepted during SA3#46 and included in the TR 33.821, Section 7.4.7. However, the proposal was built on the assumption that UP protection was terminated in UPE and that UPE was “above” eNB. This document makes a proposal to update the working assumption on the key hierarchy according to the fact that UP protection is now expected to terminate in eNB. Furthermore some minor editorial corrections are made.  

In the following section the changes to the working assumption are indicated. In summary these changes are:

· There is no intermediate KUPE any more

· KeNB is used to derive UP and RRC keys

· the rationales provided in S3-070095 and included in the new version of the TR 33.821 (Section 7.4.7.3) are updated according to considerations related to privacy concerns of using network node identities in the key derivation

· the keys are consistently renamed

2 Proposed changes to TR 33.821 v0.1.0 

The following text is taken from TR 33.821 v0.1.0. The proposed changes are indicated by revision marks.

7.4.7.2
   Proposed hierarchy of user-related keys in SAE/LTE
Keys for all SAE access networks: 

Keys shared between UE and HSS:
· K  is the permanent key stored on the USIM and in the Authentication Centre AuC

· CK, IK is the pair of keys derived in the AuC and on USIM during an AKA run. CK, IK shall be handled differently depending on whether they are used in an SAE context or a legacy context, as follows: 

· If the AKA is run over LTE or a non-3GPP SAE access network, CK, IK shall not leave the HSS. 

· If the AKA is run over a UTRAN access network, according to 3G TS 33.102, or a WLAN according to 3G TS 33.234, then CK, IK shall be transferred from the HSS to VLR, SGSN, or AAA server respectively. 
Note: whether this applies even to UTRAN attached to MME or a Release 8-SGSN is ffs. If it does not then the ME needs to be able to signal its capability to perform SAE key derivation. 

· CK, IK from an AKA run in one context (SAE or legacy) shall not be usable in key establishment procedures in the other context. The UE shall be able to check this condition.  

Intermediate key shared between ME and ASME: 
*********************** BEGIN FIRST CHANGE *************************************************

· KASME is a key derived by UE and in HSS from CK, IK during an AKA run. KASME shall depend on the type of the radio access technology. If the RAT is LTE type then KASME shall also depend on the PLMN identity (MCC + MNC). If the RAT is not LTE type then it is ffs what a PLMN identity known to UE and HSS could be. The identities become known to the UE during the attachment procedure. They are transferred from the ASME to the HSS as part of an SAE-specific authentication vector request. (Which protocol will be used in SAE for authentication vector requests, and how the above mentioned identities are carried in this protocol, is ffs.)  The key KASME is transferred from HSS to ASME as part of an SAE-specific authentication vector response (remember that, for LTE, the MME is the ASME. Other cases are ffs). 

Keys for LTE access networks: 
Intermediate keys:

· KeNB is a key derived by UE and MME from KASME. KeNB may only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic. KeNB shall depend on the identity of the eNB requesting it from the MME.
Keys for NAS traffic: 

· KNAS,int is a key derived by UE and MME from KASME . It may only be used for the protection of NAS traffic with a particular integrity algorithm. 

· KNAS,enc is a key derived by UE and MME from KASME . It may only be used for the protection of NAS traffic with a particular encryption algorithm. 

Keys for UP traffic: 

· 
· KUP, enc is a key, which may only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 


Keys for RRC traffic: 
· KRRCintis a key, which may only be used for the protection of RRC traffic with a particular integrity algorithm.  KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.
· KRRCenc  is a key, which may only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc c is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm (ffs). 
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Figure 1: Overview on proposed key hierarchy. 

**************************** END OF FIRST CHANGE ********************************************
**************************** BEGINNING OF SECOND CHANGE **********************************
7.4.7.3.4
Binding top-level key for access network to PLMN andRAT 
A detailed rationale why binding SAE keys to the PLMN identity during key establishment may be useful was given in S3-060716, which has become part of TR 33.821 on “Rationale …” (S3-060839).

The main reason given in S3-060716 was future-proofing SAE against network impersonation threats which were not practically relevant in UMTS, but may become relevant in SAE. The impersonation threat may be realised by stealing authentication vectors from one network, with possibly sloppy enforcement of security, and using them in another network. One should bear in mind that SAE/LTE is designed for use beyond 2015 and that the environment in which SAE/LTE will operate may be subject to drastic changes, including the business models and the assumptions on trust relations on which the UMTS security architecture was based. In particular, it is desirable for SAE that the dependency of the security in one network on the security in other networks shall be minimized. 

If it is true that the security of one LTE network shall not depend on that of another LTE network, it is a fortiori true that it shall not depend on the security of a non-3GPP access network. Therefore the binding of the access network technology to the highest key available in an SAE access network is also advisable. 

The binding of the identity of the ASME (MME in LTE) would ensure that the compromise of one ASME / MME under the control of an attacker does not affect other ASMEs / MMEs in the same access network. However, one may assume a uniform level of security for entities of the same type in one access network, and the consequences of a compromise of security would be felt only within one administrative domain, so the risk may be deemed lower. In addition, the ASME/MME identity may not be available to UE for key derivation as an operator may want to hide the MME identity towards the radio interface. It is therefore proposed not to include the ASME identity in the derivation of the top-level keys. 

******************************* END SECOND CHANGE *****************************************

******************************BEGIN THIRD CHANGE *******************************************

7.4.7.3.7
Binding keys to identities of eNBs in LTE

It is proposed to make RRC and UP keys dependent on the identities of the eNBs for which they are generated. This requirement does not preclude that these keys are transferred to and used by different network entities in handover. 

The binding ensures that the compromise of one network entity would not affect other network entities of the same type in the same access network. But on the other hand, one may assume a uniform level of security in one access network, and the consequences of a compromise of security would be felt only within one administrative domain, so the risk may be deemed relatively low. It’s proposed just the same to use this binding because (as already stated in Section 5.4) the moderate gain in security comes almost for free. This assumes that the relevant identities are easily available to entities deriving the keys.

This binding was also proposed in S3-060648 and S3-060692 and included in the TR 33.821 on “Rationale…”.

**************************** END OF THIRD CHANGE ********************************************
3 Conclusion

We propose to accept the changes to TR 33.821 in section 2 as they reflect the decision on UP termination in eNB. 
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