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1. Introduction 

TR 33.803 “Coexistence between TISPAN- and 3GPP-authentication methods” is close to be finalised for 3GPP Release 7. However, there are a few open issues, which need to be resolved before the TR can be sent to 3GPP SA for approval. One of these issues is related to the handling of P-Access-Network-Info (PANI)  header by a “TISPAN-aware” P-CSCF. This issue is discussed in this document. It is proposed to align with the most recent version of 3G TS 24.229, which states that a P-CSCF receiving a registration request over mobile access shall not handle PANI headers in any way. 

2. Problem statement 

TR 33.803 describes how a S-CSCF can make a distinction among authentication methods associated with a registration request. For this purpose the S-CSCF needs reliable information about the access network over which the registration request was received. Such information about the access network is contained in the PANI header. 
Two different ways how a P-CSCF can handle the PANI headers for different access network types have been proposed to 3GPP SA3’s meeting #46. Both appear equivalent from a security point of view, so that conformance with non-security specifications, backward compatibility, and complexity should serve as the main decision criteria. Both alternatives agree on that pre-3GPP Release 7 P-CSCFs (called legacy P-CSCFs) cannot handle PANI headers.
The alternatives on the table are:

Alternative 1: 

This alternative is contained in TR 33.803, v0.3.0, section 6.1 (followed by an editor’s note that this needs to be rediscussed at the joint meeting between SA3 and WG7).

The P-CSCF shall handle P-Access-Network-Info headers as follows:

· A legacy P-CSCF will neither insert a P-Access-Network-Info header nor perform checking of “network-provided” parameter in P-Access-Network-Info header sent by the UE. 

· If the request is received via a TISPAN access network a TISPAN-aware P-CSCF shall  insert a P-Access-Network-Info header containing the “network-provided” parameter and remove any such header containing the “network-provided” parameter sent by the UE, as specified in ETSI ES 283003. 
· If the request is received via a 3GPP access a TISPAN-aware P-CSCF shall remove a P-Access-Network-Info header if it contains the “network-provided” parameter, as specified in ETSI ES 283003.

· If the request is received via a 3GPP access a TISPAN-aware P-CSCF shall not insert a P-Access-Network-Info header.

Alternative 2: 

This alternative is not explicitly stated in any public document, but it was formulated during the meeting as follows: 

The P-CSCF shall handle P-Access-Network-Info headers as follows:

· A legacy P-CSCF will neither insert a P-Access-Network-Info header nor perform checking of “network-provided” parameter in P-Access-Network-Info header sent by the UE. 

· A TISPAN-aware P-CSCF shall insert a P-Access-Network-Info header containing the “network-provided” parameter and remove any such header containing the “network-provided” parameter sent by the UE, as specified in ETSI ES 283003. 
The difference between alternatives 1 and 2 lies in the fact that alternative 2 mandates the insertion of a PANI header by the P-CSCF also for the case of mobile access.
Once a decision has been made between these alternative texts for section 6.1. of TR 33.803, it will be straightforward to accordingly change the text in section 6.2 (where there is also an editor’s note pointing to the need for further discussion at the joint meeting of SA3 and WG 7). 

3. Discussion

 3.1 Conformance with 3G TS 24.229

3GGP CT1 is the 3GPP working group responsible for maintaining TS 24.229. At their last meeting in February 2007, CT1 agreed a Change Request (C1-070618) which took into account the handling of the PANI header by the P-CSCF according to TISPAN’s ES 283003. 

According to the changes to section 7.2A.4.3 of 24.229 in this CR, 

If the P-CSCF receives an initial request [… ] and:

-
the request includes a P-Access-Network-Info header with a "network-provided" parameter the P-CSCF shall remove the P-Access-Network-Info header;

-
the request is sent using xDSL as an IP-CAN the P-CSCF may insert a P-Access-Network-Info header into the request [… ] adding the "network-provided" parameter [… ] as specified in ETSI ES 283 035 [98]; 

This means that 3GPP CT1 is already aware of the TISPAN-specific handling of the PANI header by the P-CSCF, has discussed it and has agreed on corresponding changes to TS 24.229. CT1 decided to make no changes to the way the P-CSCFs handles PANI headers when receiving a registration request over mobile access. 
The agreed CR to 24.229 is in line with alternative 1 above, but not with alternative 2. 

As there is no security issue involved the security groups should follow CT’s opinion expressed in the agreed CR to 24.229 and decide in favour of alternative 1.
[Comments]From the above CR we can only conclude that CT1 has defined the way that the P-CSCF handles PANI headers when receiving a registration request over fixed access, but we can NOT conclude that CT’s opinion is that the same way cannot be used when the request is received over a mobile access. Actually this CR doesn’t discuss mobile access case at all, so there is no reason why the same way cannot be used in mobile access case. 
So we don’t think this is a conformance issue for alternative 2.

Since this is a CT1 specification not related to security issue, if SA3 want to make decision based on this CR, we shall ask CT1/CT for their comments first. 
3.2 Backwards compatibility

Versions 6.13 and earlier versions of TS 24.229 only state that the UE may insert a PANI header. It is not specified anywhere how a 3G network entity should handle this UE-inserted PANI header. The understanding seems to be that the PANI header is left for proprietary uses of 3G network entities, e.g. 3G application servers. 

Now the following situation may occur if alternative 2 from section 2 is chosen: a UE inserts a PANI header (without the “network-provided” parameter). Then the P-CSCF will not touch this header, but insert another PANI header (this time with the “network-provided” parameter). This means that the network entity exploiting the PANI header may get confused which of the two headers to analyse. It may even report a syntax error as it does not expect two PANI headers. (Remember that the exploitation of the PANI header is proprietary.)
[Comments] 
Firstly since it is not specified anywhere in TS 24.229 on how a 3G network entity should handle the UE-inserted PANI header, maybe the PANI header is not handled at all by the network entity, or the handling of the PANI header is implement-dependent. Therefore we cannot assume the above understanding is correct.
If the exploitation of the PANI header is proprietary, e.g. the network entities (e.g. AS) need to handle the PANI header anyway, then the following situation may also occur if alternative 1 is chosen: a 3GPP UE inserts a PANI header with the “network-provided” parameter. Then the P-CSCF will remove this header, but doesn’t insert another PANI header. This means that the network entity will fail to find the PANI header and thus an error may happen.
Actually we think that this should be a general interworking issue on how a Release 7 or later version network entity can interwork with a legacy (Release 6 or before) network entity. Because all the new features (or new headers, new parameters ......etc) introduced in release 7 or later version may cause such an interworking issue. So this is not a security issue, but a general issue when considering interworking.between different release versions in IMS. 

Conclusion: Backward compability can not be decision criteria between these two alternatives.
Therefore, also from the perspective of backwards compatibility alternative 1 is preferable. 

3.3 Complexity

Admittedly, alternative 2 would provide a uniform behaviour of TISPAN-aware P-CSCFs. But the access network type would still have to be determined and inserted in the PANI header. 
[Comments]Anyway the PCSCF would have to determine and insert the access network type in the PANI in TISPAN access case, so alternative 2 wouldn't cause any complexity for the P-CSCF in 3GPP access case.
Furthermore, the SW complexity added by the fact that the P-CSCF has to make one additional decision whether to handle the PANI header or not, depending on access network type, seems minimal and would not justify to get into conflict with TS 24.229 or with backward compatibility.
[Cpmments] In a (R7 or later version) Fixed-Mobile-Convergence (FMC) scenario, the P-A-N-I header may be used by the same network entity (e.g. AS) to provide the same IMS service (e.g. Emergency service) that will be accessed by both the 3GPP UE and the TISPAN UE. Take the following situation for example if alternative 1 is choosed: Both the 3GPP UE and TISPAN UE doesn’t insert the P-A-N-I header in its request message. Then in 3GPP access case the P-CSCF will not insert such a header, while in TISPAN access case the P-CSCF will insert such a header. So finally the AS will receive different request message for the same service: one contains such a PANI header in TISPAN access case, while another doesn’t contain such a header in 3GPP access case. It means that the AS may also has to behave differently to provide the same service to both the 3GPP UE and the TISPAN UE, which means that such an IMS service has to be implicitly dependent on the access network. 
But if alternative 2 is choosed, it would be simpler and more extensible.
Conclusion: Alternative 1 may not only add complexity for the P-CSCF, but may also add complexity for many other network entities (e.g. AS or S-CSCF) that may handle this header, while alternative 2 would be simpler and more extensible.
4. Proposal
Alternative 1 from section 2 of this document, which corresponds to the current text in section 6.1 of TR 33.803, v 0.3.0, is preferred for reasons of conformance with TS 24.229 and with backward compatibility. The added complexity seems minimal.
The joint meeting of SA3 and WG 7 is therefore asked to endorse the current text in section 6.1 of TR 33.803, v 0.3.0 and the removal of the editor’s note following this text, which asks for discussion at the joint meeting. 
[Comments] The claimed disadvantages for alternative 2 don’t exist. Instead alternative 2 is simpler and more extensible than alternative 1. So we suggest SA3/WG7 adopt alternative 2. The corresponding P-CR is included in Huawei’s contribution S3-070222.
