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1. Introduction

The contribution [1] discusses algorithm choice for LTE access ciphering. It is argued that there are benefits with supporting UEA2 (SNOW 3G) and an AES based algorithm but to phase out UEA1 (Kasumi/f8). Some additional aspects to consider are provided here.
2. Aspects of Algorithm Choice
2.1 Arguments against a change from Kasumi to AES

Algorithm re-use: It is questionable to what extent any L2 ciphering algorithm can be re-used for other purposes. At least in the ME, a HW implementation at “low level” will be common, and the HW will be “busy” with protecting the access, leaving few (if any) spare cycles for other purposes. 

So, it is questionable if a LTE-only ME will be able to re-use L2 AES for anything else, and for a combined LTE/3G ME, AES means implementing yet another L2 algorithm. Therefore, any new L2 ciphering algorithm seems to just increase the “implementation load” on the MEs.

Implementation effort: A lot of effort has already been spent to reach good performance for Kasumi implementations. This effort would be re-usable if Kasumi is used also in LTE.

Security: Both Kasumi and AES are believed to be secure. The motivation for UEA2/SNOW-3G was to have an algorithm that was “different” to Kasumi/f8 from security point of view. It can be argued that SNOW-3G and AES are more related than SNOW-3G and Kasumi/f8 are. Specifically, the main threat to AES is believed to be the low algebraic degree of the S-box, which some day could be exploited in an algebraic attack. The base version of SNOW shares this S-box. In fact, the potential threats to this S-box is what made SAGE add a second S-box in SNOW-3G. In conclusion, a possible cryptanalytic advance of the S-box of AES is likely to have implications on both AES and SNOW-3G. Due to the added S-box of SNOW-3G, if AES is broken, then SNOW-3G may still have some security left. In summary, the combination of SNOW-3G and Kasumi/f8 could very well satisfy the SAGE “independence” requirement to a higher degree than SNOW-3G and AES. 
Standardization effort: In what “mode” should AES be run? 

3. Conclusions and Proposal

It is proposed that the arguments here are also considered when deciding algorithms for LTE. Ultimately, SAGE should be involved even if Kasumi/f8 is kept in order to confirm details about key and counter handling, formation of ciphering input (IV), etc.
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