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Introduction

In S3-070014 (R3-0602037), RAN3 asks for clarification on SA3's statement that further analysis of the threats and the effectiveness of the countermeasure proposed in S3-060455. This document sheds some light on this question.
Setting

Figure 1 shows a proposed signalling chart for the intra-MME/UPE handover procedure. The message updating the Evolved Packet Core (EPC) mentioned in R3-0602037 with the S1-U downlink path destination and the location of the UE (IP address and port number used in the eNB), is the message numbered 7b in the figure.
The IP address and port number information can either be sent explicitly in the message, or the eNB can use the desired port number as source port for the outgoing message. In the later case, the EPC can deduce the IP address and the port number from the IP header of the message.
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Figure 1. Intra-MME/UPE handover procedure taken from TR 36.300.
Threats and attacks
Assuming no protection is applied in addition to the already agreed mechanisms, the following attacks can be mounted against the handover procedure.
A1: An attacker able to modify (or inject) packets on S1-U towards EPC (i.e., located either between an eNB and the EPC, or "inside" an eNB), can change the update message, to redirect a user's traffic to an address of his choice. This can be done at any point in time (not necessarily during a run of the handover procedure).

Effect: A user's traffic can be diverted at any moment in time.

A2: An attacker fakes measurement reports from a UE indicating that it hears a specific base station very clearly and all others less clearly (the attacker is in the same cell as the victim). The RAN initiates a handover procedure, and the UE follows through and switches base stations.
Effect: A UE can be made to handover to another base station (possibly even another RAT) by an attacker located in the same cell as the victim.

This attack is assumed not possible, since the measurement report is transported in RRC, which is integrity protected.
A3:  An attacker fakes RAN broadcast messages serving as grounds for signal measurements reports from the UE and grounds for handover decisions (the well-known false base station attack).
Effect: A UE can be made to handover to another base station (possibly even another RAT) by an attacker being able to transmit in the same (or nearby) cell as the victim.

There is currently no effective means for preventing the last attack, as no broadcast security seems to be in scope for LTE and would be costly to implement. The same attack is possible also in UTRAN/GERAN. We therefore just note the possibility of this attack but shall assume that protection against it is out-of-scope.
Effectiveness of the token based approach of S3-060455

In S3-060455 it was proposed to generate a token in the UE, based on: the UP ciphering key, the identities of the involved eNBs, and a sequence number for replay protection.

This proposal has a two shortcomings:
· Since the token is generated in the UE, it cannot be made to protect information later added by the eNB. That is, an attacker able to inject or modify packets between the eNB and the EPC will still be able to modify the IP address and/or port number information the EPC receives in the updating message without being detected. The effect is that the EPC sends the traffic to an IP address and port of the attacker's choice (Attack A1).
· Using the UP ciphering key for creation of the (integrity) token breaks the key separation principle. Depending on which cryptographic functions that are used for the ciphering of UP and the creation of the token, information exploitable to reduce (or even compromise) security for UP ciphering and/or creation of faked tokens may become available to an attacker. If this token based approach is used it must be studied by ETSI/SAGE whether this key-reuse is secure. Since new algorithms may later be added to LTE, key-reuse must be secure independently of algorithm(s).
Modifications to the token and other approaches to protecting the update message

The protection of the update message can be done in other ways than the token based approach, and the token based approach can be modified to be more secure. The following are examples of other ways to add the protection.

Using S1-C for transport of the update message

The security-wise most obvious solution is to instead (or in parallel, see below) send the path switch message to the MME via the S1-C interface. This interface already provides integrity protection using a dedicated integrity key shared between eNB and MME. The MME can then inform the UPE about the IP address and port number.  Using this approach, there is no need for the token at all (assuming the eNBs perform according to protocol).
In the spirit of optimizing for the most common case, an unprotected path switch message can be sent simultaneously to the UPE, and the UPE can later on verify that the IP address and port are valid with the data received from the MME. If there is a mismatch, the MME indicates integrity failure, or if the MME does not provide the data in a reasonable time frame, a roll-back procedure is performed. This would limit the persistence of the effects of an attack, and still provide a fast path switch in the normal case of no attack.
Token based on other key

Deriving a UP integrity key in parallel to the UP ciphering key would provide key separation for token creation and UP ciphering. This key could also be used for protection of selected UP messages in general, which can prove useful if also other control messages are passed on S1-U. 
Note, though, that this still suffers from the same problems as the original token, where an attacker can modify any information added to the message by the eNB.
Encrypted one-time integrity key
To be able to provide integrity protection of the information added by the eNB, the UE could send a fresh, dedicated  integrity key to the eNB using RRC (which is thereby encrypted and integrity protected). This key can in turn be used by the eNB to integrity protect the entire update message, including any information that the eNB adds. The key could, e.g., be derived from a sequence number and a UP integrity key (see “Token based on other key” above). This approach would give the EPC assurance that both the information provided by the eNB is authentic, and that the UE is in fact located beneath that particular eNB. 
Conclusions and proposal

It is concluded that, unless protection of the update message from the eNB to the EPC is integrity protected, it is possible to fool the EPC into believing that the UE has moved to new cell (even when a real handover is not in progress).

Furthermore, it has been shown that the token based approach of S3-060455 appears neither sufficient, nor desirable, to protect the update message, and some enhancements to it that solves the problems and alternative solutions has been presented.
It is proposed that this analysis is attached to the LS reply to S3-070014 (R3-0602037), and that the accompanying pCR (see below) is included in TR 33.821.

--- FIRST CHANGE ---
4.3
Example case: Direct Path Switch Message Security

There is a proposal to use direct path switch message from target eNB to the UPE for improving the handover performance (see contributions to RAN WG3). Securing the path switch message is essential as it would otherwise be open to attacks for mixing the user plane packet processing routes/rules on the UPE (assuming no NDS/IP for S1-U). 

Depending on the implementation the coverage with such an attack can be as broad as all the eNBs covered by all the UPEs the S1-U link is connected with. This is because with the S1 flex interface, the number of eNBs one UPE can control can be quite high. On the other hand one eNB can have connections to many UPEs based on the nature of the interface. Thus the impact of this attack can be high, making the risk of the attack high as well. Also, the attack is easy to launch as it requires only one message to the UPE per UE. Note that the attacker can also blindly generate the messages towards multiple UPEs. As a result it is vital to secure the path switch message from eNB to the UPE.
In case the attacker resides on the S1-U interface, the result can be that the UPE and MME loose synchronization of the UE’s location (assumed that the S1-C interface is secure). In best case the MME may resynchronize the UPE and the UE’s route is correct again.

In a more severe cases, the eNB is compromised (compare to the eNB in vulnerable locations), meaning that the attacker resides in the eNB, and can send arbitrary messages towards both the MMEs and the UPEs. In this case it is hard for the MMEs and UPEs to detect if the messages are sent because UE has moved or because the eNB is compromised.

Solution 1: Use NDS/IP between eNBs and UPEs for the path switch message only. This may be hard to achieve in case the path switch message is considered to be in-band signalling. Also, managing a separate SA for the path switch message only may not be cost efficient. This solution, however, does not protect MMEs and UPEs against the compromised eNBs. 

Editor’s Note: This solution does not involve UE as compared to solution 2, thus this solution is only partially solving the problem.

Solution 2: As both the UE and the UPE/MME protect packets between them, the UE can also provide evidence of its movement to the target eNB for the UPE/MME and thus make the attacker’s attempts to mix the UE location in the UPE/MME on the S1 interface more difficult. We call this evidence as an authentication token originating from UE and based on the user plane keys in UE and UPE/MME. UE can give this token to the target eNB, which can then attach it to the path switch messages for the UPE/MME. As a result the threat of forged path switch messages towards the UPEs/MMEs is more difficult, even if the security layer 1 is compromised. This solution is specific for the path switch message. For each authentication token fresh nonce is needed to achieve replay protection.
Solution 2 has two shortcomings:

· Since the token is generated in the UE, it cannot be made to protect information later added by the eNB. That is, an attacker able to inject or modify packets between the eNB and the EPC will still be able to modify the IP address and/or port number information the EPC receives in the updating message without being detected. The effect is that the EPC sends the traffic to an IP address and port of the attacker's choice.
· Using the UP ciphering key for creation of the (integrity) token breaks the key separation principle. Depending on which cryptographic functions that are used for the ciphering of UP and the creation of the token, information exploitable to reduce (or even compromise) security for UP ciphering and/or creation of faked tokens may become available to an attacker. If this token based approach is used it must be studied by ETSI/SAGE whether this key-reuse is secure. Since new algorithms may later be added to LTE, key-reuse must be secure independently of algorithm(s),
Solution 3: To be able to provide integrity protection of the information added by the eNB, the UE could send a fresh, dedicated  integrity key to the eNB using RRC (which is thereby encrypted and integrity protected). This key can in turn be used by the eNB to integrity protect the entire update message, including any information that the eNB adds. The key could, e.g., be derived from a sequence number and a UP integrity key (which is derived in parallel to the UP ciphering key). This approach would give the EPC assurance that both the information provided by the eNB is authentic, and that the UE is in fact located beneath that particular eNB.  

Solution 4: The eNB can send the path switch message to the MME via the S1-C interface (or in parallel to both UPE and MME, see paragraph below). This interface already provides integrity protection using a dedicated integrity key shared between eNB and MME. The MME can then inform the UPE about the IP address and port number.  Using this approach, there is no need for the token at all (assuming the eNBs perform according to protocol).

In the spirit of optimizing for the most common case, an unprotected path switch message can be sent simultaneously to the UPE, and the UPE can later on verify that the IP address and port are valid with the data received from the MME. If there is a mismatch, the MME indicates integrity failure, or if the MME does not provide the data in a reasonable time frame, a roll-back procedure is performed. This would limit the persistence of the effects of an attack, and still provide a fast path switch in the normal case of no attack.
--- SECOND CHANGE ---
5.1.3
Forced handover 

5.1.3.1
Threats within LTE

Threat 1: 

In this threat we assume that the attacker is in possession of the currently used RRC keys because UE has previously been connected to the compromised eNodeB and the RRC keys have NOT changed since then.

The compromised eNodeB sends a false handover command message on behalf of its currently serving eNodeB to UE commanding UE to hand over to

a) The compromised eNodeB, which then drops the connection to UE.

b) Another eNodeB within the same SAE/LTE access network that is not prepared to handle UE, which will again make the UEs connection drop. 

In both cases UE is denied service. 

Threat 2: 

A compromised eNodeB sends a powerful signal so that all UEs in its vicinity are handed over to the compromised eNodeB. Once the HO is complete, the compromised eNodeB drops the connection. As a consequence all UEs in the vicinity of the compromised eNodeB are denied service. 
Threat 3: 
An attacker able to modify (or inject) packets on S1-U towards EPC (i.e., located either between an eNB and the UPE, or "inside" an eNB), can change the path switch message, to redirect downlink traffic to a UE to an address of his choice. This can be done at any point in time (not necessarily during a run of the handover procedure).

Effect: A user's traffic can be diverted at any moment in time.

5.1.3.2
Countermeasures

For threat 1:

The attacker is only able to address UE when connected to another eNodeB if he knows the RNTI assigned to UE. If the RNTI is assigned with NAS involvement, an attacker in possession of the RRC keys does not have access to the assigned RNTI unless he can guess it from time-relations or because there is a limited range of RNTIs. It is important to note that the RNTI assignment is not decided upon. However, it may be of interest to introduce an RNTI assignment in two steps such that an initial temporary RNTI is assigned without NAS involvement and then a more permanent RNTI is assigned with NAS involvement after the NAS security is established.

Even if the attacker is in possession of the RNTI and the currently serving eNodeB drops the connection to UE, UE will try to establish a new connection with the best available eNodeB. In case the same RRC keys are used after the establishment of the new connection the attacker may be able to repeat the same attack several times. In case new RRC keys are used on a non-compromised eNodeB after the establishment of the new connection, the attacker cannot mount the attack again. 

Furthermore, the above attack requires the attacker to send an individual false handover command message to each victim UE. As opposed to this a jamming of the corresponding radio frequencies of the currently serving eNodeB would affect all UEs in its vicinity at once.

The attacker can indeed extend the scope of his attack beyond a compromised eNodeB under his control, but the extension is fairly limited as the users must have been attached to the compromised eNodeB at one time. NAS involvement in the RNTI assignment would help to mitigate Threat 1, but may not completely prevent it.

For threat 2:

Threat 2 has a similar effect as Threat 1 as UEs are denied service. However, possible victims of the attacks previously described are only UEs that were at some point connected to the compromised eNodeB and the attacker has to explicitly address each victim UE. As opposed to this all UEs that are currently in the vicinity of the compromised eNodeB are possible victims of threat 6 and all of them can be denied access at once.

Threat 2 is one example for a threat that cannot be mitigated by the use of separate keys, but seems to be easier to mount and more effective than Threat 1. Furthermore, the use of separate keys seems much more complex than the use of common keys. As threat 6 shows, the security gain seems to be quite limited, which speaks in favour of using common keys.

--- END OF CHANGE ---
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